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Abstract:  Since the Internet Engineering Task Force (IETF) put forward the next generation of Internet standards in
1998, IPv6 (Internet Protocol version 6) has gone through ten years of evolution and nowadays more and more IPv6 devices
have been put into development and application. So how to improve the reliability and interoperation between different IPv6
implementations has become a key point. Conformance testing is an effective method to improve the reliability of IPv6 im-
plementation and this paper will focus on the conformance testing of IPv6 Neighbor Discovery Protocol (NDP). In this paper
we {irst analyze the major function and principle of NDP and present the finite-state machine ( FSM) model. Based on an
existing improved algorithm for conformance testing we derive the abstract conformance testing sequence for NDP. We also
also analyses the validity and reliability of this algorithm. The analysis results show that the length of the testing sequence
obtained by using this algorithm is shorter than traditional U-method and the detection coverage for output error and tail state
error is favourable. The abstract conformance testing sequence we derived in this paper can provide meaningful reference to
Ipv6 protocal develpoers.

Key words: IPv6; conformance testing; finite-state machine (FSM) ; UIO sequence

Wk F0 . 2013-05-17; f&[a] [138]. 2013-09-04
HEWH . BEXRARBFES (61071090, 61171093) ; EZKFHE AR 40 (2011ZX03005-004-003 ) 5 V15544 30 w5 158 LB BHF BT
R (CXLX12_ 0475)



o5 12 3]

WRSF T 45 IPv6 48 e BRI — St a7 51 A i 1671

1 5]

IP (2% & DL TCP/IP YRS Ay B it 38 15 PR ]
2%, &40 Internet B2 i BAUERMERY TP M %%, (H
&, BEE M2 LA AN W™, TPva SR G FTAS 2
Ttttk B 5 5Kk P28 B = 5 B el 3 SRR K D
JASREAR B b =2 4 S B ol 55 45 [) R 452 1F 728 ¥
ANBELE NV B & R Internet B EER, NI, IETF
il 17 LA TPv4 1 37 — X Internet P i{—
IPv6, IPv6 HMXTE [Pv4 [F3LRE I ARIE IPv4 2453k
BATHI I IEAT T ORI B SCRsgEy 72

H1 T H HI A PR sObR B A R ] B R
B AR, ELHG TPve PR, TSI XS T UM A AN [H]
Pfi 2 FEOR R PR EEBL, A I 22 R A 5L
I, PR AT 2R R e 6 I SE B 1
B RSP T 3 o o D™

PG A B = P AR 4 I . — SO I
HAREVEN A PE BRI, e — Btk R AR
it — ARSI 5 32 SCAS K PR S A S R A7
TR, S A A AR S I AE AN [R] A PR 85 R 45 R 1Y
M 37 A 555 E PR 81D 5 B 55 RH B 1) B SO v A A —
0, FHLAGRAEA 7] 0 28 7 it (14 BIp 130 S B0 22 (] B £ i
TTARCPT S TR B8 BT A — S0PE I a2 R
T S AR A2, R LA P

— P T R A BRI R g
R, A O H AR T 1 NS, AAGE i
WLEEHNERAT Sy ok A0 B B0 1 2 E S B AR AR AR . B
AR EAE R B B RE T R i % R
HAEZ B NIE A RIE S, Wk i
B R AR AR TR F R A L, 4 S I
PG, 47 ZR Ge Al B, 3 5 48 UL 8¢ a5 WL 8¢ D) 55
PL(IUT, Implement Under Test) % 54 il 2 5 1) 0 17
RIS UE PRI B 5 U ISORYE B — Bk o AR SO
IPv6 4B J& 2 LMY ( NDP, Neighbor Discovery Proto-
col) R, R FH A BRORZSHL (FSM ) X H k4 7 A
FRAER T G — B P 5 . R I & 3 5™
w3 AT B8 R 3% 07 2 00 H TPv6 7 il 3R 4T
HIRE @

i

AR 2 WA T IPvo KB JE K LML
SEARTNRE S LB B, JF FAR I A 1 48 J e B PR
f9 FSMBER s RS 3 1 FAT 45 5 E—far A/ d
51| (Unique Input/Output sequences) Rl UIO %1 L
KSR il — M AR 2 1 AR SR R B
G — B 51 s SCRAS 4 s A
ARAF RGN KR 9 BEAT 1 AT A5 A AT S 0 A s
TESR G — 1 TP 4 SCHAT 1

2 IPv6 SBEZ BN (NDP) R EB/RRES
HL(FSM) 1= 8

2.1 NDP /43

NDP*'J2t 1Pv6 BB Y — > T S22 B 4%,
B8 N IR S S N i I el e L1 R ) S R T i
BT 1Pv4 btk AT DML A 4 SCEM (TC-
MP) w1 # £ B DR ISORA 5 [n] B ESL A T A R, OF
FEEATR R L EFT T A B ORI T REY 7S .

HARHIE, NDP 5@ 52 {5 1 5 Fp2E ALY TPv6 42 ]
THEMSC(ICMPY6 ) SEHL T H: 9 KRIjfig, Hrr 5
TH RS 5 - i H 3 oK el A AR T IR
AR E SR EEMEE . 9 KITBES K : B Hh
Y B NG N2 072 A L1 i e LT N L |
FEEAT T — Bk A S8 JE AN AT A A | AT Mkl
o IR E 16 S RE
2.2 NDP fj FSM {&5!

X g LT 51 0 A B ATT AT LASE R —
PRI A 5 A BB AR TR AR AS 5] B 1L
FRRIE AT D3 PR [ 0 8 7 . L An g -F NDP
&R A AL A TR AR FRAT 1B 2 4 FTA BAR
BHLCFSM) Sy AT g s

HARC A TR R R G0 L FSM AR JL R ,
PR Z A AR A5 BE 2 B A B 5 i
R HERR I A8 ST e e 2R G AT L R — A
JNTGH { 2, T,s ,5,5,60% ,;H\:"Jlj: > = 30’1 s Ty gunny
ot FARAREATFE T =1y, vs0 vt FBm
ARG FAFEE S = {5,550, | RARARRDE
551 € S HUIRIRAS 6:Sx X —S MRS s %L



1672 5 % K %29 &
w: ST —T Mt pRE, P FSM AR Y 3@ 2 [h) {7,9,10, 11} ,&FMF1 i/0 WNF 1 iR
— — — =]
W C=(VE)VFoR T V= 1w v v | AT F1 BRI /o B
AT ARG, S8 FSM AIRZS S5 E= e e, %1 i/0 Events of NDP
em}%ﬁmiﬁ%%’/ﬂ\:* eg,‘:(Vi»V,',i/O)%é/jf\‘M%?& : )
s, BPIRAS s, BUFERE 5 i/0 50T FSM (1 4 A% i HE X 74 AR R A
Z45 . 1L NDP R flf FSM AERIE 1 fims. Wi, % 1 2R AR T i
FrF. LA A BRI aniE 1 frs 0 AmEIR S s %IJ ?iaﬁ%%%fﬁ)?m
3K (Neighbor Solicitation,
NS) , FFJa EAL T 4%
| W, Bt & E 3 et 2R, F OB &
IWESREAEIENIK 36 NS
5 Trat e, HER W EFHOC, R [ ICMP 4
BRTFHETN TRIEE
3 WEHEE R AR a4 0 5% 48 A I 2 Hh ik,
(Neighbor Advertisement) % 3% BA %1 A it £2,
- 10 SR AR R BE % 2 Ik,
4 RFER A NA St B
B K ) NA, 5 2%
5 FHPRBEEKHHEAE, —
AR
WEE R M NA, 5 2%
T16 6  fFHRREERIEARRE, —
1 G ARJE % ML A FRUAR 25 LR Ei*?}i "
1) 37 5Kk i , 5%
1 G:FS del of
1 G: FSM Model of NDP 7 RS RR, —
ANBRE
NI _ INH
HAAHBURAIE S= 1511500505055 | PR o MCEIRE NAER S R AL
IRNES I R GERL TR R RL IR BRI S A4 L AN TR 37 397
R HIRREIR AR ETARBENE 9 Wj‘g#f*% NAR
. g>?§m
o 22 E R A A 3 =
TF2ET 5 A 58 AR 75 2 7R 1 AL FR A 4B T 1 B % )2 b WCEI R R 1 NAL 5
Ik s AR A R o hE AT LT, £ 4B R AT 3k 5 2Rk 10 877 b B K Stk A —
RS 7R AT 2 INF I B AR, R A A 40 2 7 4K IH T Eiﬁ%m g}
B JAETE SR ) NA, &
i 3 SESEUIR 25 ) S A R 7 T 3, -
ANIE RS SE RS 5 99 A 5 ) Ak T IR 385 1) 4 i NGRSk
SRR TR SR SC o A FE L E B [B] N — EL R UK 12 0eE Rk bERA —
I [ 10 54 B 245 41, DU UMD 32 408 i 144 8 A 2 0 3 EBLEEWALETESE
i IS R N A
112125 PR AREHILNE I
BT 16 S8 A 16 A T RRATIARE R
AR IR s 6 AT s s SETTIKHEEAR NS ik
B BN FHES I ST R AR (1/0) S . PRI, 3 S A T 2%
H T1=1{9,10!;72=1{1};T3=1{5,8,9,10,12} ; T4= FAL I R R, Bt .
< o Vi K N Fl“ =] ’
17,910} ;T5=17.,9,10,16| ;T6= 10| ;7= |2} ;T8 = 16 ?ifﬁﬁ“ﬁxfﬁ 3 NS
[5,8,121;79=1{11};T10={17};T11= {4} ;T12= PRI R T
17 e T B 408 Jt 28 A7 22 0
[31;T13=16,11,13} ;T14=1{14} ;T15= {15|;T16= BRTHEHT N - |




o5 12 3]

WRSF T 45 IPv6 4 & BB — S0 ity 910 A2 ik 1673

T SR R, R B PR AR e E A £ B /MR K
TH R DA EAMEETE .

3 NDP & —E 4N F 5B &K

RS 1y FSM BIRLR H 1Y R A AR 1
H R B — S5 RENE Il D T A IR SIS 1 B A (R it
1) AR BEAR Ty A LD A S % e R i AR
BT AT A oA 0 1 A A e 30, R 5 5
G, AHRAEX — i P v i S i e — S R, 451 4 4
[T G J2 75 ARG s A A AT A n s D i TR
s G A3 KL ] 5 n g 40 D B SCBT Ak R bR 28 5 T
T AR R B R T T e AR A 2 2 A o
BRITTENL B 5 o AR SEBRERAER R v vl LU 3 A [R] 1Y
iR BIR B, G0 e (XA P 0 SRR A
2. UI0 FEAE o A5 BLERAT M FH— Rl UI0 5]
AR I, RVES & FE 7 ke A dwe/ NI A AN 1Y
MRF 51 o AESEBRI S Fh oy 74 5 UI0
T3V B RGN RE 9 A [R], (H 7 AR g i 51 A e
UI0 iR 2 " . A3 NDP 4t F 311 E 30
AR T T A AL TR IR

OH4E NDP /g FSM &, i+ 5 AR 1 UI0
JP8 B UIO (s)) Z I AR 5,(%2) 6

Q@ A1 B G BER M (FRE 5,5, B2
[FIRER i/0 B3 BAH ] A AR S s, , W (s, ys,5070)
(s,,s,3i/0) FRAILEN ) o 6 B -LAILERD, 535
(s ,s53T8) 5 (s4,855T8) 5 (55,53 T8) 5 (56,553
T8) K (sy,545T9) 5 (55,543T9) 5 (56,5,3T9) o

#2 G UIO 73
Z2 UIO Sequence of G

s; Ulo S
$ T6 Sy
8, T11 S5
83 113 Sy
Sy T14 S5
S5 T15 S6
S6 T10 s

@ X~ LUE SR A A RS AR 1
i/o FPH AR5 e (s, ,5,5,31/0) = {i/o,
vI0(s)) 1,14

el=(s,.5,,5,.T1)= | T1,T6} :¢7=(s,,5,.5,,
T7)= | T7,T6) ;el0=(s,,s,,5,,T10)= | T10,T6 ] .
e9=(5,,5,,5,T9)=1{T9,T14};el2=(s,,s,,s5,
T12)= {T12,T14} ;el3 = (s5,,5,,5., T13) = | T13,
T14] ;e16=(s,,5,,5.,T16)= | T16,T14}| ;9= (s, ,
50.5.T9) = | T, T14} ;9= (s, ,5,,5:,T9)= | T,
T14| . eld=(s,,s,.s,,T14)= | T14,T15} ;ed=(s,,
55,86,T4)={T4,T15}, el5=(s5,55,5,,T15) =
(T15,T10} ;5= (s, ,50,5,,75)= { T5,T10} .

@ A G L E= (e, epeqn..
B CHRyizo, 0 2 B,

& R Dijsktra 57145 21 & AR 25 18] 14 45 5 %
1 AR PR s, s RIESINIRCE T 6 B9, 45 67
VAL B AT XS FRIE G, aniEl 3 B .

615)1JC

K2 ARrEE ¢
K2 G’ : unbalanced graph

S
G
A st KRG
T ) TR 2
S o
e7(r2(| s2 0 o6
&5 <D
TI1 9| 1t
e i iT1
S5 els
€9

K3 ARxFRE ¢

3 G . directed symmetric graph



fi

1674

%

b H 29 %

© ¥93e G~ MABHEHE I, ARD AR ZS s, e i
A B (k A AR ) o FL k4
EAHET — 2. LI 2EHE, BB 1 67 /Y BT
A 132 BV R] ARAT RCHL A (EP) o o D P 51 R
VN

EP:s,

T3
23

T14
Ss

T6 T7

$2 Sy

T13
S4

T8 T13 el6
S5 Sy

S3 Ss

T13
4

9

5

T8
3

T13
S4

el4
S6

e5
S1

9

e4
S6

9 T15
Ss

el0

Sy
T15

. So sy 0 FELA F i B B
FRIEACIR 250 5 A7 ) 2005 9000 K 91 (7 L4
BT I T 91

4 BRESATEEDT

4.1 BHESH

O AR W IR UI0 5 & 2 B
O(n* (d,,)™™) o n HE 1 o G HPRSEL, d,,.,
AR 1 B A HA B 5

@ XTI, FHEERLS AR K G P
A [ IR R 0 A %SR435, 43 B4 A
BRI e R T, A ER P A T I AR
ASHEAT A, AR A SR BT A i 2 P K 4R
ARLEIA LB m, AR A5 TE 2 I 5 2
MG FARERIATHEIE N O(m * log(m) )" . B
FFEA B A B 1 6 8 S T, 0 e e e 2l m A
A — i M 2 O(m’log(m) ) 5

@ ICH AR L A 1K m 7 LA
RS = 4 K 0(m) ;

@ FHIGA TR 90 A S A S £ X i ] 52
ZREWHN O(m)

) FFl Dijsktra 5132 15 51 45 R 25 10 119 5 Jd ik
7 FEAEEAPRES s, s, IR A T G #9675
TR A 2 224K Uk 1. Dijskira B4 35 i 5 4%
JEHR 0(n?);

© SRIE 3 G BRI A
IR BT G, M EASRZS AR A5 /N T m, 7 L

el2
Ss

T15
S6

T8
S3

el3

Ss

G A T BB 25 mm® R R )

JeBER O(m’)

WL LA B, AR B Bk R R O (n
(d,) ™) +0(m’log(m) ) .

4.2 WEEST
330 L B 5 P 4347 B % U 4 T 41

FEURB SR AT, AT AT AR SR LI FSM £

ST I BRI | X R[] 1 152 78 43 %

WA TRALTY L AR AT A K

1245 FSM th5E A 030 B fkd 4 A T st T

FRE RZETHA s,

2 S E AR § R R T,
WIFR E KA T 2678 2 4, B TAIL(E) = i,
FAULTYTAIL(E)=j;

K58 A E (9 FSM, AE {260 1 (i 5 1545 m]
DAL UTO il 3k , 5 o AR Pk R, A IR 25
) ULO % A/ AR R . B L UIO 591
PRSI 1 (ARSI %02 100% 11 .

S P 2 45, Fo N T mT LARE P E AR
A1 UI0i SR, I 4,

E=(v,,v,,i/0) FREWEREHE, E= (v,
v, ,i/0) FR E RET A 2 4%, B TAIL(E)
=i, FAULTYTAIL(E)=1i", ZERWRE i/ i’ J5H4Y
SR & 1 ULO F 41, 36 26 47 G AOIRAS 36 8 i
el I — K ST 2% 1 i AT, AR UTO )5 40 i 4
2 AR R % A 12K 2 it e
SRR U TR BUANIA] S BB . XA ERR
ALK SE U0 JE 8 s AS R iR i 3k

"

gx E (RADEERD
E AN
il.l/oil? \ i}/o},
UIO of i @
if/of% Y i’/o}
iP/o} % Yii/ol

B4 a] gk i 2] A8 2 FiR
Bl 4  Type 2 fault which can be detected



o5 12 3]

WRSF T 45 IPv6 4 & BB — S0 ity 910 A2 ik 1675

UIO of i

5 NATHREINE AT 2 R
K5 Type 2 fault which can not be detected

ST WA AT L& B, 045 ) i B4 G
MEMA B ATRE R A E S AL R

1.E {8 A S x5 i B9 UTO JF 3945 n 4&ih
ULO™ iy % A% % AR, B n 181 S rp iy ULO (i3 /
0});

2.E d R EHAR B AR AT UIO" AR IR 25 A0
[7], Bl FAULTYTAIL ( E) = TAIL(UIO*) , tn & 5
1,

HLRSMT NDP f) FSM, A] R & LR 25780 2 4554
A I 95 4 (HEA — Ak R A& LA 5%
PFf. FrLL, ULO 3% NDP il 4 038 51 o fig
A TR 2 G ARG 25 A2 100% )

BN FE B A AR U M — AR R S 1
P AEAPIRES 1 UTO By A/ i 73 51 RS2 AN ) 19 o
AT 3 P — B 5% R B I 358 9 G B
ST R AR, I IR A E R R, R3 AT
IPv6 FISLAE A [ A P 91 0 3 0 3 J T 4
HEXT

H3 AR R AT T
#3  Comparison of validity and reliability

M 54 DR I 7 T %
SR 41 Je A
UIO ¥ 513k 54 100%
A ST 44 100%

5 MEKIEIE

AT IR AL i i 15 5 SDL #EA7 05 5.

ARG 6 frs , Hrp gl SC BRI Dy [Pve Hp
B0, I B A Sl ] s 2 S 03 e

___________ 1
b | |
TM CEL : e :
A ﬂﬁ'ﬁﬁﬁil l
s | VRIS
A\

(n-DE RSP

K6 ML RGERR
[ 6 Test system model

FEHIA B 2R 58 SO 510 TPve BiRstEAT T
I, MR PR R AN ER 4 o IS R R
FP H AR A, At BRATArT iy ) AR A8 B
%‘I;EO

F4 MASIPIRER

2$4  Test event state table

M T

IIRIRAS Sl QL S6

i WA AR TEmE ) oo T f

RS 2 SI e s1
0 NS ICMP  -eeee TR A0 L 2 32
i as Pass Pass = eeeee- Pass
6 ZRIE

AR 3 73 A TPv6 <1k B Bl LAY LA 2
AE B S B B, 5 7 08 A BRORZS AL (FSM) S
AL AR, I 3d i — Bl 45 & UI0 J3 51 LA
L o i 1) — SOy 5 Bt A A B T 4R
EY 820 RGO E SUIR=WE I &2 DO K CEI LRI
P FN AT 1A Bk A AT SE 2 A, ik T BT
SR R] LS8 A o X AR s e B B DR AT 0 3 ek
APRE B BT A B R R R N T A A O
T 23 AR JHAZ 7 15 00 TPv6 77 il BE 47 A 2010
B T



1676 5 % K 29 %
PN [9] %, B, ot=E. HT it FSM Ay —2uhk
” kR )], AR, 2011, 32(6) ; 172-176.

[1] A, IPve A M]. 35 s, 2009. XIE L, WEI'J L, ZHU G X. Improved FSM-based meth-

(2]

(3]

[4]

(5]

(6]

(7]

(8]

XUN Y J. IPv6 in-depth analysis[ M]. Tsinghua Univer-
sity Press, 2009. (in Chinese)

Zhang Y, Li Z.
practice[ C] //Test Conference, 2004. Proceedings. 1TC
2004. International. IEEE, 2004 719-727.

R, REE. TPve Phil— B SE [T
HL{E AR, 2003, 7: 009.

LI Z C, ZHANG Y J. The realization of conformance tes-

IPv6 conformance testing: theory and

ting to IPv6 protocols[ J ]. Telecommunications Technolo-
gy, 2003,7:009. (in Chinese)

Vallejo A, Ruiz J, Abella J,Zaballos A, Selga J M. State
of the art of IPv6 conformance and interoperability testing
[J]. Communications Magazine, IEEE, 2007, 45(10):
140-146.

Narten T, Simpson W A, Nordmark E,Soliman H. Neighbor
discovery for TP version 6 (IPv6)[J]. RFC 4861, 2007.
A, RS, BRATE. ST IPve 1948JE & BLPMLIERE
ML R EEE SR, 2006, 8(21) :54-59.

LI W, Tang L, CHEN Q B. Performance analysis of
neighbor discovery protocol based on IPv6[ ] ]. China New
Telecommunications, 2006, 8(21) :54-59. (in Chinese)
MR s, Fh3ETK. TPve &R Ja & ORI — B i
(1], HFEEHURMSE, 2005, 32(6) ; 43-46.

YE X M, SUN M F. The conformance testing of neighbor
discovery for TPv6 [ J]. 2005, 32
(6) :43-46. (in Chinese)

Computer Science,

A, R, NG, Btk PRI 81 A
WITEERALT ], FEHRafEEAR, 2008, 29(1) : 50-52.

YUAN B, LIJ, SUN H B,YANG P L. Review of test se-
quence generation method in protocol test[ J]. Journal of
Military Communications Technology, 2008, 29(1) : 50-
52. (iin Chinese)

od for protocol conformance testing[ J]. Journal on Com-
munications, 2011, 32(6) :172-176. (in Chinese)

[10] 75K Prisl— ekl i 91 A= s I 5T
[D]. Bt B LUHR L R EWFFE A 7. 2005,
MA X F. Research on protocol conformance test and test
sequence generation algorithm [ D ]. Nanjing: Graduate
faculty of Nanjing university of posts and telecommunica-
tions. 2005. (in Chinese)

[11] Lombardi F, Shen Y N. Evaluation and improvement of
fault coverage of conformance testing by UIO sequences

1992, 40

[J]. Communications, IEEE Transactions on,

(8): 1288-1293.

EEET

BRFT 55,1987 4R TLIR AR M
N R R 2 L R e A AR 5, B
WESETT 100 22 A A 5 b B JC 4 £
5 S ab

E-mail ; njuptchensn@ gmail. com

MEE F,1945 F 4, 15
PN Pt N2 €PN L A o [ R o3
WE5ET7 10 9 AR 5 Ab B AR 5 5 b 1
FE FA5 5 A BEAE

. E-mail; zby@ njupt. edu. cn

B, 1987 AR VLI N N, 2013 AR TR
i?ﬂﬂ[ﬁ%j(% BAE LRELl, AR o2 . BUBLHR TR A8 3
R /AT] . E-mail :1010010402@ njupt. edu. cn

BEIE 20,1979 4E4 INARTT B N, 2005 48 80l T 74
TR R BRI 2L, BT E - B B fm
B U, 1 ot S R R 2 76 R - WF 5 A, F R 5% 0 ol o 3
HGEFE PR eSS 5 515 B AL .

E-mail : DO801 @ njupt. edu. cn






