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Abstract. We present a thorough security analysis of the hash function family BLAKE2, a recently proposed
and already in use tweaked version of the SHA-3 finalist BLAKE. We study how existing attacks on BLAKE
apply to BLAKE2 and to what extent the modifications impact the attacks. We design and run two improved
searches for (impossible) differential attacks — the outcomes suggest higher number of attacked rounds in
the case of impossible differentials (in fact we improve the best results for BLAKE as well), and slightly higher
for the differential attacks on the hash/compression function (which gives an insight into the quality of the
tweaks). We emphasize the importance of each of the modifications, in particular we show that an improper
initialization could lead to collisions and near-collisions for the full-round compression function. We an-
alyze the permutation of the new hash function and give rotational attacks and internal differentials for
the whole design. We conclude that the tweaks in BLAKE2 were chosen properly and, despite having weak-
nesses in the theoretical attack frameworks of permutations and of fully-chosen state input compression
functions, the hash function of BLAKE2 has only slightly lower (in terms of attacked rounds) security margin
than BLAKE.

Key words: BLAKE2, BLAKE, hash function, rotational cryptanalysis, impossible differential cryptanalysis,
differential cryptanalysis, internal differential, iterative differential.

1 Introduction

The BLAKE hash function [2] was one of the five finalists of the SHA-3 competition [12] that ended
in November 2012, with Keccak [8] becoming the new SHA-3 standard. Along with the other final-
ists, BLAKE is assumed to be a very strong hash function [12]. Even though it was not selected as the
winner, it enjoys a large security margin, very good performance in software, and has attracted a con-
siderable amount of cryptanalysis. BLAKE uses addition, rotation, and XOR as building blocks for the
compression function, has an iteration mode based on HAIFA [9] and thus it supports salt and uses
an expanding to double-pipe internal state which makes meet-in-the-middle attacks unfeasible. The
compression function applies only word permutations for the message schedule, thus making it very
simple, elegant and more importantly efficient.

BLAKE2 [4, 3, 5] is a new family of hash functions based on BLAKE. Despite being a new design,
BLAKE2 has already been adopted by several software packages — for instance, it is implemented in
the CyaSSL library, and is supported in the RAR 5.0 archive format [5]. This surprisingly quick adop-
tion of a new hash function is most likely due to the popularity and qualities of its predecessor BLAKE.
The main objective of the new BLAKE? is to provide a number of parameters for use in applications
without the need of additional constructions and modes (e.g., it supports parallelism, tree-hashing
and prefix-MAC), and also to speed-up even further the hash function to reach a level of compres-
sion rate close to MD5 [4]. The designers have achieved this goal by slightly altering the original BLAKE;
in particular they have modified the initial setup of the compression function, changed the rotation
constants to be optimal for software performance, excluded constants from the round functions, etc.
To implement these tweaks only a small change in the code of BLAKE is required.

While the efficiency argument of the new BLAKE2 is undoubtedly correct and can be confirmed
by a mere comparison of the speed of software implementations of BLAKE2 and BLAKE (or MD5), the
security of the new function is unclear. The designers claim security levels similar to that of BLAKE,

* A shorter version of this paper is to appear in the proceedings of CT-RSA 2014.



due to the similarity of the two designs. However they do not provide a strict analysis. Note that no
universal method nor theory exists that can transitively prove the security of a symmetric primitive
A obtained by modifying a primitive B, excluding of course trivial modifications such as increasing
the number of rounds'. Moreover, the fact that BLAKE2 now omits constants in its round function is
a major tweak that might lead to exploits, as the rounds now only differ by the order in which they
process the message words.

Table 1. Summary of the analysis of BLAKE and BLAKE2.

Framework? H Type # Rounds® Complexity Reference
5 — 1
impossible differential H
6.5 — this paper, §5
BLAKE-256 perm. - - 756
differential 6 2 [15]
boomerang 8 2232 [10]
5¢ — (1]
BLAKE-512 perm. impossible differential
6.5 — this paper, §5
boomerang 7 2242 [10]
BLAKE-256 cf. 3
near collision 4 2 [1]
collision 2.5 2112 (19]
BLAKE-256 - 241
preimage 2.5 2 [19]
collision 2.5 2224 [19]
BLAKE-512 : T
preimage 2.5 2 [19]
BLAKEZS perm impossible differential 6.5 — this paper, §5
s .
P rotational 7 2511 this paper, §3
impossible differential 6.5 — this paper, §5
BLAKE2b perm. rotational 12 2876 this paper, §3
differential 5.5 2928 this paper, §6
BLAKE2s cf. chosen IV collisions 10 264 this paper, §3
artial-collisions 12 261 this paper, §4
BLAKE2D cf. chosen IV (51 - - paper, 3
2°* weak preimages 12 1 this paper, §4
BLAKE2bD cf. differential 45 2495 this paper, §6
BLAKE2b differential 35 2480 this paper, §6

% The notations ‘perm.’ and ‘cf.” stand for the permutation and compression function of the associated hash function.
b The total number of rounds in BLAKE-256, BLAKE-512, BLAKE2s, and BLAKE2b is 14,16,10, and 12 rounds, respectively.
¢ The initial analysis claimed a 6-rounds attack, but it was shown to be incorrect.

Our contribution. In this paper we give a thorough security analysis of this new hash function. Our
main objective is to find out if the security level of BLAKE2 has dropped due to the tweaks. We try to
exploit each tweak separately, as well as in combination with the others, in order to mount attacks on
as many rounds as possible. The starting point of our analysis in the framework of permutations and
compression function with chosen IV are three promising techniques that can be highly successful
against primitives that employ low usage of constants (i.e. no addition of constants to the message
words): rotational cryptanalysis [18], internal differentials [20] (more precisely the squeeze attack [13,
14]) and iterative differentials based on rotational trails. We show that in these frameworks, the at-
tacker can penetrate through all 12 rounds of BLAKE2b. Further, we focus on the previous attacks on
the original design, in particular the differential and impossible differential attacks [1]. We improve

1 On the condition that slide attacks are prevented by the design



the previous results and approaches and along the way show the impact of the new initialization
used in the compression function. We develop more advanced techniques to search for differentials
— in particular, we implement a search for the best differential characteristics from a certain sub-
space which is much larger compared to all the previously analyzed ones. We show that due to the
new rotations, the best result is now a 3.5-round differential distinguisher for the hash function of
BLAKE2D, while a 4.5-round differential exists for the compression function. In the impossible differ-
ential analysis, we are able both to find and confirm theoretically probability-one characteristics. In
the previously published analysis the search of characteristics was mostly experimental, and in the
case of longer characteristics was actually incorrect. Our analysis is valid for BLAKE as well, i.e. we
improve the best known results for impossible differentials for the original design. We summarize the
result of our analysis of BLAKE2 and the best existing attacks on BLAKE in Tbl. 1.

This paper is organized as follows. In § 2, we give a brief description of the BLAKE2 hash function
family. In §§ 3, 4, 5, 6, we describe our rotational, fixed points, impossible differential, and differential
analyses of BLAKE2, respectively. We conclude in § 7.

2 Description of BLAKE2

As a successor of the BLAKE family, the BLAKE2 hash functions share many similarities with the orig-
inal design. However differences occur at every level: internal permutation, compression function,
and hash function construction. In this section we give a brief specification of BLAKE2 and highlight
the differences with BLAKE. We use notations similar to [4], in particular:

¢

— ‘<’ denotes variable assignment;

— ‘+’ denotes addition in Z,3: or in Zys: (modular addition);

— ‘=" denotes subtraction in Z,s: or in Z,s« (modular subtraction);

- ‘@’ denotes addition in Z3? or in Z§* (bitwise exclusive or);

- ‘K r’ denotes rotation of r bits towards the most significant bit;

- “>> r’ denotes rotation of r bits towards the least significant bit;

- if not specified otherwise, numbers written in typewriter font are in base 16, e.g.  is the number
15.

The internal state of the BLAKE2 compression function is composed of 16 words of size 64 bits
for BLAKE2D, and 32 bits for BLAKE2s. The compression function takes as input an 8-word chaining
value hy,..., h7, 8 constant initialization vectors IVy,...,IV;, a 2-word counter fyt; that counts the
number of bytes hashed so far, and two finalization flags fy and fi. The flag fj is set to ££...ff when
the current message block is the last, and to 00...00 otherwise; the f; counter plays a similar role in
tree-hashing (and is not detailed here). The input to the compression function is initialized as (we
follow the notations of the design paper here):

Vo V1 U2 U3 ho hy hy h3
Uy Us Ug U7 hy hs he hs
ve vo viovn| | IVo IVi IV,  IVy
V12 V13 V14 V15 WwelVyhelVs foe Ve fielVy

The main differences between BLAKE2 and BLAKE at this stage are the removal of the optional salt
value, the addition of the finalization flags instead of the repeated counter words, and the fact that
the counter now counts a number of bytes rather than bits.

The initial state is then processed by 10 (resp. 12) rounds of a column and diagonal application of
the defined below G function for BLAKE2s (resp. BLAKE2b). In comparison, BLAKE-256 and BLAKE-512
functions have 14 and 16 rounds. The G functions take four state words (a, b, ¢, d) and two message
words m;, m; as input. The latter are defined by a position index i of the function: at round r, m;



is given by 0 mod10(2i) and m; by 0 mod10(2i +1), where 0, mod 10 is one of the 10 permutations
given in Tbl. 3 in Appendix A.
The G function of BLAKE2b G(a, b, ¢, d) is defined as?:

l:a—a+b+m; 5:a—a+b+m;
2:d—(doa)y>32 6:d—(deoa)>>16
3:c—c+d 7:c—c+d ’

4:b—(boc)>24 8:b—(bdc)>>63
The G function of BLAKE2s G(a, b, ¢, d) is defined as:

l:a—a+b+m; 5:a—a+b+m;
2:d—(doa)y>16 6:d—(doa)>8
3:c—c+d 7:c—c+d ’

4:b—((boc)>12 8:b—(bdc)>7

The differences between the G functions of BLAKE2 and BLAKE are the omission in BLAKE2 of an
‘@’ addition between the message words and round constants in steps 1 and 5, and modified rota-
tion constants for BLAKE2b. We also give the definition of the inverses G™! of the G functions in the
Appendix A.

A column step of BLAKE2 computes

Go(vo, va, Ug, v12) G1(v1, Vs, V9, v13) G2(V2, Ve, V10, V14) G3(V3, U7, V11, V15),
and a diagonal step computes
Gy4(vo, Us, V10, V15) Gs(v1, Ve, V11, V12) Ge(V2, U7, U8, V13) G7(V3, U4, Vg, U14) .

Finally, the output of the compression function y,..., b}, combines the input chaining value and
the final state vy, ..., v15 by computing

hé*—hoﬂBUo@l)g hi‘—h4$l/4€9l/12
h’1<—h1€BU1€BV9 hé<—h5€BU5€Bl}13
hé<—h2€9U2€Bl}10 héhhﬁ@l}(;ﬂ?l/u'
I’lé<—h3€BI/3€BU11 h’7<—h7€BU7€BU15

The only difference between BLAKE2 and BLAKE in this step is again the omission of the optional salt
value.

The BLAKE2 hash function is defined in a straightforward way from the above compression func-
tion. We give a high-level overview of this process here, and refer to [4] for more details.

1. A ‘parameter block’ (described below) is added (&) with the same initialization vectors used in the
compression function, and the result is used as the first input chaining value to the compression
function.

2. The message is padded with null bytes if and only if necessary to make it a multiple of a block
length (i.e. 512 bits for BLAKE2s and 1024 bits for BLAKE2D).

3. The compression function is iterated on the padded message, and its (possibly truncated) final
output is taken as the hash value.

The ‘parameter block’ mentioned above encodes various parameters that specify an instance of
the BLAKE2 hash function. General parameters are the digest length, the optional key length, an op-
tional salt, and a personalization string. Additional parameters are defined for tree hashing. Again, we
refer to [4] for the full specifications. The main differences with BLAKE in this respect is the simplified
padding and the inclusion of a parameter block. Some of the optional functionalities of BLAKE (e.g.
the salt) have been moved from the compression function to the parameter block.

2 G takes as inputs additionally two message words — we prefer to avoid writing these in order to simplify the formulas
where G is used. Whenever the message inputs play a role in the analysis, we will write them down.



Current State of Security of BLAKE2. In the submission document, the designers state that BLAKE2 in-
herits the security level of its predecessor BLAKE-256/512. In particular, they expect that the number
of attacked rounds in BLAKE2 and BLAKE should be the same (possibly with slightly different com-
plexities) with regards to the published analysis. For BLAKE the designers single out three attacks that
penetrate the most number of rounds:

1. The 2.5-round preimage attack for the hash function by Ji and Liangyu [19].

2. The 6-round distinguisher for the permutation of BLAKE-256 proposed by Dunkelman and Khovra-
tovich [15].

3. The 8-round boomerang distinguisher for the permutation of BLAKE-256, and the 7-round boomerang
distinguisher for the compression function of BLAKE-256 by Biryukov et al. [10].

However, it seems the designers have overlooked the fact that the setup of the initial state of BLAKE2,
i.e. the initialization, gives less degrees of freedom to the attacker and more importantly fixes com-
pletely the values of six state words vs, vy, V19, V11, V14, V15. Hence the boomerangs for the compres-
sion function of BLAKE cannot be trivially extended to BLAKE2. In particular, as the 3-round character-
istic used at the top of the 6-round boomerang of BLAKE has differences in the words of the third row,
it cannot be applied to BLAKE2s. After a careful examination of all the characteristics given in [10],
and under the assumption that characteristics with similar probabilities can be found in BLAKE2,
boomerangs could be launched for 5 rounds (2 + 3 rounds) of BLAKE2s, and 5.5 rounds (2 + 3.5) of
BLAKE2b.

Our Attack Frameworks. The previous published analysis of BLAKE target the keyed permutation®,
the compression function, and the hash function of BLAKE. In this paper we show attacks on round-
reduced versions of all of these three primitives. We assume a standard generic security level for them,
for example the cipher BLAKE2s is a 512-bit block cipher with 512-bit key, thus an exhaustive key
recovery attack requires 2°'2 encryptions.

In the hash function framework we assume that the initial state is fixed, i.e. vy, v1,..., V15 are some
predefined constants. The compression function framework is similar, but this time we allow freedom
in vg,vy,..., V07, V12, V13, while vs, ..., V11, V14, V15 remain fixed (as they correspond to IV, IV, IV, IV3,
IVg, IV7), i.e. we assume the attacker can control the chaining value and the counters fy, t;. We also
analyze the case when the attacker can control the IV — the so called chosen IV model. Finally, in the
framework of permutations, we assume we can fully control the plaintext, thus all v; can be chosen,
however the key (the message) is unknown. The reader should be aware that the importance of the
attacks drops as one goes from the framework of hash functions to the one of permutations.

3 Rotational Analysis and Internal Differentials

BLAKE2 is an ARX primitive, i.e. the only operations used are modular and bitwise addition, as well
as bitwise rotations on various amounts. Moreover, due to the absence of constants in the G function
(which were present in BLAKE), it is a good target for rotational attacks. Recall that in such attacks,
one starts with rotational pairs of inputs (x, x << r), and checks if the output of the primitive F is
also rotational, i.e. if F(x) << r = F(x << r). In [18] it was shown that the probability of a rotational
output for ARX primitive (i.e. the probability that the previous expression holds for a random input x)
depends only on the number of modular additions used in F.

The function G in BLAKE2 has 6 additions. To maximize the probability we fix the rotation amount
to 1, thus the rotational probability of modular addition becomes around 2714, Hence, for the whole
G function we obtain 26-1%) = 2784 Experiments show that the actual probability is slightly lower,

3 Obviously, the keyed permutation is a block cipher. Further we use the terms (keyed) permutation and block cipher
interchangeably, when we want to refer to analysis in the secret key model.



i.e.around 291, As one round of BLAKE2 has eight G function, the rotational probability of a round is
28:(=9.1) 1 973

The permutation of BLAKE2b has 12 rounds, thus the rotational probability for the whole per-
mutation * is 212" = 27876 Hence in a related-key framework, where the second key is a rotation
by 1 of the first key, we can distinguish the permutation. Similarly, for the 10-round permutation of
BLAKE2s we can attack 7 rounds with a complexity slightly faster than the exhaustive search of a 512-
bit key. Converting the distinguisher into a key-recovery attacks is possible as well. We can use the
knowledge of the plaintext and ciphertext, to recover 4-1.4 = 6 bits at the top and the same amount at
the bottom, thus from a rotational pair of plaintexts/ciphertexts we can reduce the entropy of the key
by 12 bits.

Let us try to apply to above distinguisher to the compression function of BLAKE2. Note that the
constants IVy,...,IV3 used in the initialization are non-rotational °. To overcome this issue, we can
try to obtain rotational pairs after the first half round of BLAKE2, and use the message freedom of
the second half round to probabilistically satisfy the rest of the rotational trail on ¢ rounds. The first
half round is composed of four applications of the function G with independent inputs that can be
rotational for three of the four arguments. That is, for each input IV;, we have to find a pair of triplets
(a1, b1,d1), (ay, by, do) such that

Glay, b1, IV, dy, my, mp) <K 1=Glay, by, IV, dp, my <K 1, mp <K 1). )]

In total, we have 8 words of freedom to satisfy a 4-words equation, thus it seems that a solution should
exist. Surprisingly, this is not the case for arandomly chosen value of IV;. A simple analysis shows that
the above problem (1) can be reduced to the problem of finding solution to the equation

X+Y+IV) K 1=X<K1+Y K 1+1V; )

Hence, IV; needs to be highly structured, i.e. it has to be the sum of a fully rotational word and two
rotational errors. Thus we obtain a rather strange fact, that the simplicity of the function G® prevents
straightforward application of rotational distinguishers. We note that one can try to obtain rotational
pairs after the first full round of BLAKE2, but then the problem becomes much more complex, while
the message freedom drops.

The absence of constants in the function G can also be used to launch a distinguisher on the
permutation of BLAKE2 based on internal differentials introduced by Peyrin [20]. More precisely, we
use the ‘squeeze attack’ variant from Dinur et al, that was recently used to attack Keccak [13]. We
note that a similar distinguisher was already applied to the permutations of Salsa and ChaCha [6, 7]
— two ciphers that inspired the design of BLAKE.

Let the four columns at the input of the permutation of BLAKE2 be equal, i.e. (vg, U4, Vg, V12) =
(v1, U5, Vg, 113) = (V2, Us, V10, V14) = (V3, V7, V11, V15), and let all the message words (the words of the
key) be the same. Then after the column step, all columns remain equal. Moreover, in the diagonal
step, the first input is always taken from the top row (with all elements the same), the second from
the second row, etc., thus after the diagonal step, all the columns remain identical. Hence, a round of
BLAKE2 preserves this property of the state. We can use the above property to launch a distinguishing
attack for the permutation of BLAKE2. We need only a single query to the permutation, then for a
plaintext composed of four identical columns, we check if the ciphertext has four such columns as
well. Thus for a version of the permutation with w-bit words, there are 2% keys (one key word is
arbitrarily chosen, the rest are equal) for the BLAKE2 permutation that can be distinguished with only
one chosen plaintext. If all the inputs to the compression function could be chosen then the above

4 Note that this keyed permutation has a 1024-bit key and 1024-bit state.
5 A constant C is rotational (with respectto r), if C<<r=C.
6 If G were a random function, the solution would exist for any IV;.



approach could be used to produce collisions using the squeeze attack: 1) fix all the message words
to some arbitrary value; 2) compress 22% different inputs, with the first column arbitrarily chosen,
and the remaining three columns equal to the first. If there is a collision in one of the columns at
the output, then the rest of the columns have to collide. As a column has 4w bits, 22 trials should
be sufficient to produce collisions for the compression function — this is equivalent to 21?2 calls for
BLAKE2b, and 254 for BLAKE2s. Similarly, it is possible to speed-up the search for preimages of a weak
class of digests which are produced from the symmetric states — the size of the class is 22%. Again, the
freedom in the input state and the message words is sufficient for the attacker to target digests from
this class by only considering symmetric preimages, in time 22%. We would like to emphasize that in
BLAKE2 the initialization once again prohibits this type of trivial attacks as IV # IV # IV, # IV3, thus
the above attack is not applicable to the compression/hash function of BLAKE2.

4 Fixed Points and Iterative Rotational Differentials for Search of Collisions and
Preimages

The approach of § 3 can be enhanced further with the use of fixed points and iterative one-round
differential characteristics . Assume P is a fixed point for the round function of BLAKE2b when all
the message words are equal. Then, as there are no constants in the function G, and the message
permutation for each round produces the same set of message words, P is a fixed point for any
number of rounds of BLAKE2b. Further, let A — A be a one-round iterative characteristic with a low
hamming weight difference. If for the pair of states (B, P @ A) the one round differential holds, i.e.
BLAKE2b yound (P) ® BLAKE2D ;ound(P @ A) = A, then the differential would hold for any number of
rounds. Hence at the output we will end up with a low hamming weight difference in the states and
thus a partial-collision. To apply this technique to BLAKE2b we have to be able to: 1) find an itera-
tive one-round characteristic with probability 277, p < 256, and, 2) find 27 fixed points. However, as
all the message words are identical, we have only 2%* different permutations and approximately the
same number of fixed points, hence we must have p < 64.

First, let us show how to find fixed points for one round of BLAKE2b. We can accomplish this by
finding fixed points for the function G and repeating the same value in all columns of P. In fact, this
leads to a fixed point after only one half of the round, which in return results in a fixed point for the
whole round. Let (a, b, ¢, d, m;1, my) be the inputs of the function G. We are looking for values such that
G(a,b,c,d,m,m) = (a, b, c,d) (note that we need the message words to coincide). From the definition
of G (and further reduction), this is equivalent to solving the following system of equations:

(-dy®a=d>>16 3)
a+b+m+(cebkl)+m=a (4)
bo(c—-d)=(cobx1)>24 5)
de(a+b+m)=(-d)>>32 (6)

With basic algebraic transformations the system can be reduced to:

a=d>>16@ (-d) (7
b+2m=—-(cobx 1) (8)
be(c-d)=(cobk1)>24 9
b+m=[(-d)>32&d]-a (10)

7 An attack exploiting fixed points in simplified version of BLAKE (without message permutations and constants) was given
in [21] - that analysis is not applicable to unmodified version of BLAKE2.



Let V =[(—d) > 32 d] — a. Then we get:

a=d>>16e(-d) (11)
c=b-2V)ebx1 (12)
be(c—-d)=(cobx1)>>24 (13)
m=V-b (14)

If in (13) we replace the value of ¢ from (12), we obtain

be[(b-2V)eb<k1)-d]=(b-2V)>24 (15)
Lemma 1. The solution for the equation

Xo[(X+AeoX<KD+Bl=(X+A)>24 (16)
where X is unknown, and A, B are constant 64-bit words, can be found on average in 2%° time.
Proof. The proofis given in the Appendix B.

We can now present the algorithm for solving the system:

1. Fixarandom value for d. Compute a from (11), and the value of V according to the above formula.
2. Compute the value of b from (15).

3. Compute the value of ¢ from (12).

4. Compute the value of m from (14).

Thus we can find one fixed point with around 22° computations. Note that d can take any 64-bit value,

thus the number of fixed points is around 2%*. For each of these inputs, the 12-round compression
function of BLAKE2b (with modified IV) has the form:

aaaa aaaa

bbbb|i12rounds | b b b b| feedforward (C cc C) (17)
cccc cccc dddd)

dddd dddd

Next, let us focus on finding iterative one-round characteristics — a problem that has already
been discussed for BLAKE-256 in the work of Dunkelman and Khovratovich [15]. The new rotation
constants in BLAKE2b allow to apply their analysis without any significant modifications. However,
straightforward use of their one-round characteristic based on two characteristics (with probabilities
2712 2721 for the function G is impossible. The problem lies in the condition p < 64:

— If we use the two characteristics and take four different values for columns in the state (fixed
point) P then the probability of the first half round would be 272127221 = 2766 < =64,

- Ifwe take only two different column values, then the probability of the first half round is 2712721 =
2733 and the same for the second half round. One can reduce the probability of the second half
only with a special type of fixed points — instead of independent fixed points for each column
(each function G) in the first half, one needs to deal with values that somehow depend on each
other, but it is not clear if such values exist at all.

— Ifwe take the same value for all four columns, then we get a contradiction from the characteristics
— in the first half round there is one characteristic while in the second another. No value can
satisfy both characteristics as in the first modular addition (a + b+ m), we want 4 and 8 to cancel
in the first characteristic (thus 4 should produce carries), while we want to stay at 4 in the second
(no carries).



Hence we need to find a high probability one-round differential characteristic that can be used in
combination with fixed points. We have implemented our own search based on the analysis of the
above authors, and found that none of these type of characteristics are compatible — there is no iter-
ative characteristic A — A for G, and all two round characteristics A; — Ay, A, — A; are incompatible,
i.e. they do not hold for the same value of the input (and we want the value to be the same as we work
with fixed points).

We can nonetheless produce iterative differentials but based on the rotational property of the
function G. Assume (P, Py) is a rotational input pair for G producing the rotational output pair (Q;, Q2),
ie. Py=P; kK 1,Q2 =Q; K 1. If P, is a fixed point for G, then for the second pair of input-output we
get: Py = P} K 1,Q2 = Q1 KK 1 = P} K 1 = Py, i.e. the second input is also a fixed point. There-
fore for these fixed points the iterative differential has the input (as well as the output) difference
P, & P, = Py ® Py <« 1. Now recall that we want to minimize the hamming weight of this difference
in order to produce partial-collisions on as many bits as possible. In fact from (17) it is clear that we
want to minimize only the hamming weight of the difference in ¢ and d. As we work with rotation on
1 to the left, it follows that if the value of ¢ (or d) has zeroes in t most significant bits then c® ¢ << 1
has zeroes in at least f — 1 most significant bits. This gives a hint of how to choose the fixed point P;
using the above algorithm for finding fixed points:

Choose an arbitrary value of d that has zeroes in 27 MSBs.

Compute the values of a, b, ¢, d, m using the algorithm.

Check if ¢ has zeroes in 27 MSBs.

If not, go to step 1.

Checkiftheinput (a < 1,b K 1,c K 1,d <« 1, m < 1) is a fixed points.
If not, go to step 1.

AR

The correct value of ¢ at step 3 will be found after around 2?7 different trials of d. As the rotational
probability of the G function is 2791, after 29! good values of ¢ one can find the second fixed point.
Step 1 will be repeated 227*%1 =~ 236 times, hence we have enough degrees of freedom in d (there
are 26427 = 237 possible values). The total complexity of the algorithm is 225227 .291 ~ 261 The
hamming weight of the differences in both ¢ and d will be at most 26 bits, and hence we can produce
partial-collisions® on 8-26 = 208 bits. However this is with chosen IV. That is, we can produce the
collisions only when the values of the IV correspond to our discovered values for fixed points. Note as
the original IV used in BLAKE2b do not coincide, our approach cannot be applied to the compression
function of BLAKE2b. Nonetheless, this shows that the choice of IV is sensitive to certain attacks.

A similar strategy can be applied for search of preimages for a special type of digests with hj, =
h} = h} = hy = Hy and hy = hs = hg = h; = H,. Let us assume that (ho, hy, Hy, Hz) is a fixed point
(along with some message word m) for the function G. Then the full 12-rounds compression function
of BLAKE2b (with modified IV) can be described as:

hy ho hy hg hg ho hy hg

I’ll hl hl hy | 12rounds | 71 I’ll hl hl feedforward (Hy H1 Hy Hy
H, Hy H; H; H, Hy H; H, (Hz H, H, Hz)'
H, H, H, H H, H, H, H,

Hence, if we can find the corresponding hy, k1, m, we will be able to recover the preimage of the target
digest. For this purpose, we use the system (7) - (10):

1. Setc=H; and d = H>.
2. Compute the value of a from (7).
3. Compute the value of b from (9) — it is a system of linear equations.

8 Lately, collisions on some particular bits have been called partial-collisions.



4. Compute the value of m® from (8), and m? from (10).
5. If m® = m? then hg = a, hy = b, m = m“is the preimage.

The condition m® = m” holds with probability 27%* and therefore among all the possible 228 digests
from the class (recall that |H; | = | Ho| = 64), preimage based on a fixed point can be found for 212864 =
264 of them with a negligible effort.

5 Impossible Differential Analysis

In this section we perform an impossible differential (ID) analysis for the permutation of all members
of the BLAKE and BLAKE2 families. A similar analysis was done for the original BLAKE by Aumasson
et al. at FSE 2010 [1], where the authors claimed a 5-round ID for BLAKE-256 and a 6-round ID for
BLAKE-512. However these IDs were mainly found experimentally, and some of the presented char-
acteristics had probabilities less than 1. Hence the analysis from [1] does not seem to cover more than
five rounds for both BLAKE-256 and BLAKE-512.

We carry a similar analysis on the four permutations of BLAKE-256, BLAKE-512, BLAKE2s and
BLAKE2Db. Note that in contrast to the rotational analysis, the bitwise addition of constants plays no
role in these impossible differentials, while the value of the rotation amounts is of importance. Hence
the analysis of BLAKE-256 and BLAKE2s is identical as their respective permutations only differ in
constant addition. On the other hand, the analysis must be performed independently for BLAKE-512
and BLAKE2Db. Our result is a 6.5-round impossible differential for all the four permutations of BLAKE
and BLAKE2. As we need to insert differences in the message words, which play the role of the key
when the permutations are seen as block ciphers, the analysis is performed in the related-key frame-
work. The IDs are found by using the miss-in-the-middle technique that connects a forward and a
backward characteristic with incompatible probability-one differences. The forward characteristic is
on 2.5 rounds and it can be extended for an additional half round, while the backward characteristic
is on 3.5 rounds. As in the original analysis, our approach heavily relies on the good (from an attacker
point of view) properties of the different o, message words permutations, which allow to delay the
propagation of differences for 1.5 rounds in both forward and backward directions.

The analysis in this paper is innovative in the way it uses additive differences to cancel a difference
in the message word of G~ with probability one. Besides being an interesting result on the G~ func-
tion itself, this is an important part of extending the ID to more rounds. Moreover, we also formally
checked the validity of our probability-one characteristics and we were able to prove they are correct
— this was not fully done in [1] and was a cause of invalid IDs. This check was performed by a simple
(although rather verbose and a bit tedious) manual computation that propagates the probability-one
differences through the whole differential paths.

We now detail the probability-one differential characteristics used in the ID. Differences are ex-
pressed with a subset of the generalized constraints of De Canniere and Rechberger [11]. In particular
we use:

— ‘-"to denote that two bits are equal;

— ‘0’ to denote that two bits are identical and equal to zero; similarly, we can define ‘1".

— ‘%’ to denote that two bits are different;

‘n’ to denote that two bits are different, and the first bit is zero;

— ‘4’ to denote that two bits are different, and the first bit is one;

- ‘?” to denote that both bits can take an arbitrary value; we refer to this one as a ‘trivial’ difference.

5.1 Forward Characteristic on 2.5 Rounds

The forward characteristic starts at round 3% and is based on the fact that the message word m3
is used in the first half of a column-step call in round 3, and is not used again before the second

9 We start indexing the rounds from 0, so as to match the indexing of the ¢ permutations.
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half of a diagonal step in round 4. Consequently, we can introduce a difference in m;3 and cancel it
immediately with a difference in v,; no difference will be introduced again for 1.5 rounds.

If we note MSB an ’x’ difference in the most significant bit, the initial differences in this character-
istic are then MSB for m;3 and v,, and no difference in any other state or message word.

In the diagonal step of round 4, a difference is introduced in the state by the difference in m;3.
This difference quickly propagates to every state word, but some non-trivial differences occur with
probability one. After the column step of round 5, i.e. at round 5.5, the state words for which there are
non-trivial probability-one differences are listed below along with their differences (in the following,
the leftmost constraint is for the MSB).

For BLAKE2b we have:

vo: N A O O O A O O O & O A O O O O & O S A O O G O & G o O O O O O O O S O A S T A O S AT &Y S AT Y S T A A A SO

v7: N A O O A O O O O O & O O O O O A A O & O A & O i O & T O O O O S O O S O O S T A O T AT O S AT O Y T Y A &' ?

A daa e e a e d a A A A A A A A A A S a d d b b O S

vi1: N O A Ol A O A Al i O & O i &Y O &Y & Y & T i & O G A & G Y & O i &Y O i Y S T Y &Y T Y &Y S A &Y S Ty &Y Ay A

VTR A AR A e S (Sl et d At it it St it ittt i

V]5: —===—====———————— N O O A O Al Ol & O O & T O &Y T &Y T A Y S T Y S T Y &Y S A oY S AT Y Y T A A/ A S,

vg: N A O O A A A A A O O O A O O O O & O O & O O O O i O & G O O A O O S O O S T O S T A O T AT &Y S T A S AT Y S/ S " G,

v3: N O A O O O A O O O & O B O O & & O Y S O O O G O & G G & A O A A Y S A Y &

V11t N A O O O A O O O O G A O O O O & O O S A O O G O & G O O A O O A O O S O O S T A O S T & S T Y S T AT A A A " S,

v7: PP X —— N A A A A A A A Ay iy iy ar iy & iy Sy drdy dr Ay dr vy iy drdy dr iy dr iy rdy drdy dr Ay dr drdy drdy drdyd

v12: N A A drd s S, N A A A Aol ar d dr iy Sy A dr dr iy Sr dr ar Ay iy Sy dr iy dr iy ey Ay dr Ay dr Ay drdy drdyd

vp: N A O Al A oY o A o O A iy &Y A &Y T oY ATy A S S

v3: N A A N A A A N A N A A e S,

v7: e Al Ty oy o i iy & i i &Y A oY T Y Y iy oy dr ey drard

Vi1 N A A A A A N A A N A A A A A AT I S

v12: PPPPX——=TPP?PP?VP?VPRVVRYTVRYTYTO??

5.2 Backward Characteristic on 3.5 Rounds

The backward differential characteristic starts in the diagonal step of round 8. As we want to use this
characteristic to mount a miss-in-the-middle with the previous forward characteristic, we need to use
differences in the message words consistent with the ones used in the latter. Hence we use a single
difference in the MSB of m3. This message word is used in the second half of a G~ call in the inverse
of the diagonal step of round 8, and is not used again before the second half of a G™* call in the inverse
of a column step in round 7.

In order to delay the propagation of differences as much as possible, we want to proceed as for the
forward characteristic and cancel the difference introduced by the message at round 8 by specifying
an appropriate state difference. It is again possible to do so with probability one; in this case however,
the difference will be somewhat more complex.

For BLAKE2b, we do so by using the following initial differences in the state at the beginning of the
inverse of round 8:

V4 (input @to G™1): Kemmm oo Ommmmmmm e Noommmm o
vg (input bto G™1): ——-oo—o S Ko oo o mm e Xmmm oo mmmme o mmmmmee R e
v14 (input c to el PA— n------- Neommmm e o . Necmmm— o PP
v3 (input d to ¢y oo n----—-—-- Nemmmmm e [0 P oo e

One should note two things about this input difference. The first one is that the signed differences ‘n’
can all be replaced together with a signed difference ‘u’ of opposite sign: the only important fact is that
all differences are signed similarly. Moreover, some ‘0’ and ‘1’constraints in the difference for v3 and
v14 are here to avoid a carry propagation in the update of ¢ in G™, which is ¢ — ¢ — d. However, this is
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a sufficient condition only, and the same result can be achieved by specifying alternative differences.
In other words, these differences only make a subset of the state difference we were looking for. We
do not specify the whole set in here, as the existence of a subset already serves our purpose.
Similarly, for BLAKE-512, we use the following state difference:

Vg (input @to G™1): oo moo o Q- mmmmmm e No-eemm
vg (input bto G™1): ————p-——oo__ b SR Keommmmmmmmmmm o Kmmmmmmmm e Xoom
v14 (nput cto G™1): —-—co—o- n---m- Mo mommmm e s Demmmmmmm 1
v3 (inputd to G™1): ——ocmon No-oome Do mmm e 0] P B oo

Finally, for BLAKE2s and BLAKE-256 we use:

v4 (input a to Gy Remmm e [ ettt n---
vg (input b to ¢ ——-pmmo o X-m=Xmmm - Xmmmm X
V14 (input ¢ to G 1) -—-cn---pn------- nl------ n---0---
v3 (input d to G™1): ———-n---n---—-—- 00------ n-------

As for the forward characteristic, the difference in m;3 again introduces a difference that propa-
gates to the rest of the state. However, due to the slower diffusion of G~ with respect to G, it is possible
to keep non-trivial differences of probability one for more rounds. We then get the following differ-
ences after the inverse of the diagonal step of round 5, i.e. at round 5.5 (only the differences occurring
on state words for which there were non-trivial differences after the forward characteristic are listed,
but note that there were additional ones which are omitted here).

For BLAKE2b we have:

L T e

In this case, the differences for BLAKE-512 are actually identical.
Similarly, for BLAKE2s and BLAKE-256, we have:

L2 1 it

5.3 Mounting the Miss-in-the-Middle

Now that we have established probability-one differences obtained at round 5.5 from two different
characteristics, we show that these characteristics are incompatible. The result is immediate, when
noticing that the differences on state words vy, v3, and v;5 are incompatible for all four permuta-
tions of BLAKE2b, BLAKE-512, BLAKE2s, and BLAKE-256, and the differences on word v; are further
incompatible for BLAKE2b.

As one characteristic goes in the forward direction and one in the backward, inverse direction,
this incompatibility consists in effect in a miss-in-the-middle which gives a 6-rounds impossible dif-
ferential. This family of ID goes from round 3 to round 8, and is specified by the differences in the
message word m,3 and in the state v, (at round 3), and vs, v4, v9 and vy4 (at round 8), from the two
families of characteristics presented above.

5.4 Extending by One More Half-Round

The 2.5-rounds forward characteristic used in the above can easily be extended for one more half-
round for all the permutations of BLAKE2 and BLAKE, thereby increasing the number of rounds reached
by the ID to 6.5. The extension works as follow.

12



First note that the message word m;3 is not used in the diagonal step of round 2. Thus no differ-
ence will be introduced by the message words in that step. Second, we use one of the probability-one
differential characteristics for G mentioned in [1]. This characteristic has no differences in the mes-
sage word, and simply maps through G the state input difference (MSB, 0, MSB, MSB & (MSB <«
r), 0, 0) to the state output difference (MSB, 0, 0, 0). It is straightforward to check that this
happens with probability one, where r is 32 for BLAKE2b and BLAKE-512, and 16 for BLAKE2s and
BLAKE-256. As the output difference of this characteristic is precisely the input difference of the for-
ward characteristic used in the ID, it is therefore possible to join the two characteristics together. The
initial differences of this new forward characteristic starting at round 2.5 are then MSB for m,3, v», and
vg,and MSB @ (MSB < r) for v;3, with all other words having no differences.

6 Differential Analysis

In this section we show differential attacks on BLAKE2. The target of our attacks are be the compres-
sion function and the hash function BLAKE2b only — the analysis applies to BLAKE2s as well, but
the number of attacked rounds is lower. To build high probability differential characteristics we ex-
pand the analysis of Guo and Matusiewicz [16] (see also [1]) and Dunkelman and Khovratovich [15]
of BLAKE-256. In both of these papers, the difference is of a special rotational type and is chosen to
cancel the effects of the rotations on 16, 12, 8, and 7 bits in the function G of BLAKE-256. The first
authors note that among the four rotations in G, only the last one (on 7 bits) is not divisible by 4. Thus
they choose to work with the difference 88888888 and analyze only the characteristics where before
the last rotation the difference in b is 0. They linearize G, assume each modular addition involving dif-
ferences has a probability of 277 (the difference in MSB saves one 271), and with a computer search
find that the best characteristic is on 4 rounds. Although their characteristic has rather high proba-
bility of 2755, they could not go more as no characteristics exist on higher number of rounds due to
the condition that no difference enters the rotation on 7. The authors argue that one can consider the
special case of a difference entering this rotation resulting in twice difference (i.e. 11111111) at the
output, and then canceling it in the next G function, but state that their experiments show that in this
case the probability of the characteristics drops significantly. Dunkelman and Khovratovich choose to
work with the difference 04040404 (the probability of modular addition increases to around 2~% and
consider characteristics where no difference enters the rotation on 12 bits'®. Moreover, they consider
two additional type of differences obtained by multiplying the initial difference by 2 and 3 — this way
they can allow difference in rotation on 7. The authors run a full search of round-reduced charac-
teristics with all possible configurations for the difference in the state (i.e. in each of the 16 words,
the difference can be 0,04040404,08080808,0c0c0c0c), and no difference in the message words. The
characteristics they find are on more rounds, but have lower probability.

The new rotation amounts of 32,24,16 and 63 bits in the function G of BLAKE2D are very similar to
the rotations from BLAKE-256. Hence we can apply the technique of finding round-reduced charac-
teristics from the previous two papers by considering the 64-bit differences 0404040404040404 and
0004000400040004. We also use the following improvements for the search methods:

1. Inthe first search we work with 6§ = 0404040404040404 and with two additional differences 08080
80808080808, 0c0c0c0c0c0c0cOc, that is the difference in the words can be 0,6,2 x §, and 3 x 6.
This helps us to overcome the rotation on 63, i.e. instead of the condition that no difference enters
>> 63 now we can allow § to be at the input of this rotation which results in 2 x § at the output.

2. In the second search we work with V = 0004000400040004 and again with two additional differ-
ences 2 x V,3 x V. As in the analysis of Dunkelman and Khovratovich, we require no difference at
the input of rotation on 24 bits, but improve their search by considering two possibilities for the
difference in each of the message words (instead of one: no difference).

10 This type of characteristics were mentioned by Guo and Matusiewicz, but no detailed analysis was provided in [16].
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The choice of 4 differences (instead of only 2) leads to the situation where in the modular addition,
for the same input there are possibly several outputs. For example, 6 + const can give both § and 3 x 6.
Hence after the linearization, for fixed input differences to G, this function can produce several output
differences. Dunkelman and Khovratovich note!! that they get 276 possible differentials for G when
the differences in a, b, ¢, d are one of the four (0,2 x V,3 x V), and there is no difference in the message
words. As we allow the differences 0,6 (or 0, V) in the messages (see below), in the first search we end
up with 4531 differentials for G, and with 1192 in the second. There are 1024 possible input differences
(each of a, b, ¢, d can take 4 different values, while the message words can take 2), hence on average in
the first search, we have 4 outputs per single input, while only one in the second. In theory (without
taking into account the probabilities) this results in around 228 = 216 outputs for the whole round
that can be obtained from a single input in the first search, while in the second this number is 1.
Thus to keep the first search practical we cannot have too many input differences. We note that the
probabilities of the differentials'? range from 278 to 277° in the first search, and 27 to 2736 in the
second.

In both of our searches we try to maximize the number of starting differences in the state and in
the message words. We can do this up to a certain extent. For example, there are 16 message words,
thus if we want to try all four possible starting differences, we will end up with 2!62 = 232 starting
points (without considering any difference in the state). To make the searches feasible, in certain
cases we restrict the differences to only 0,6 (or 0,V). Note that the initializations in BLAKE2 differs
from BLAKE, and in particular no difference can be introduced in vg, vg, V19, V11, V14, V15. We follow
strictly the definition of BLAKE2 and do not allow starting differences in any of these six words!3. As
we will see further, this has a major impact on the maximal number of rounds the best characteristics
can cover in the case of compression functions.

One final note on the message modification. In our searches we assume the attacker can always
pass for free the modular additions that involve the message words in the function G, of the first round
only. This is reasonable as he always controls the message and to pass these additions he needs to
fix only a small amount of bits in the message words per active bit, and can use the remaining de-
grees of freedom in the message to go through the rest of the rounds probabilistically. Recall that in
the first round all the message words are independent. More advanced message modification tech-
niques might be available, however, as we do not know in advance the best characteristic, it is hard
to predict which of the remaining modular additions in the first round can be passed for free. Us-
ing message modification anywhere but in the first round is very hard due to the condition on the
fixed IV, i.e. once a state has been fixed in some middle round, the attacker should be sure that after
going backwards the resulting initial state complies with the initialization, i.e. has correct values for
Us, U9, V10, V11, V14, V15-

We have run the second search (with the main difference V = 0004000400040004) and obtained
the following results:

- For the hash function of BLAKE2b, when the difference in the message words can take any of the
values 0,V,2 x V,3 x V (in total 2162 = 232 starting differences), the best characteristic is only on 2
rounds and holds with probability 27198,

- For the compression function of BLAKE2b, when the difference in the chaining values and the
counters can take 0,V,2 x V,3 x V, and the difference in the message words is 0 or V (in total
2102+16-1 — 936 gtarting differences), the best characteristics is on 3 rounds with probability 27336,

11 Guo and Matusiewicz work with only 2 difference, 0 and §, thus modular additions in G are uniquely determined and for
each input they get a single output.

12 The probability of the trivial differential with zero input-output difference is 1.

13 We have seen in the previous sections that when the attacker can fully control the input state, then attacks on the full-
round BLAKE?2 are possible.
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The first search (with the main difference 6 = 0404040404040404) requires much more computa-
tional power as we are dealing with average forking on 4, i.e. for each input of G there are 4 outputs. We
had to optimize the code significantly in order to try all possible inputs. The outcome of this search is
as follow:

— For the hash function of BLAKE2b, when the difference in the message words can take any of the
values 0 or § (in total 2!¢ starting differences), the best characteristic is on 3 rounds and holds
with probability 27344,

- For the compression function of BLAKE2b, when the difference in the chaining values, the coun-
ters, and the message words can take 0, § (in total 210-1+16:1 _ 526 starting differences), the best
characteristics is on 4 rounds with probability 273665,

Note that in both of the cases (hash and compression), the first search produced better character-
istics. Moreover, note that although we have matched the number of attacked rounds in the case of
compression function (both BLAKE2 and BLAKE have differentials on 4 rounds), the probability of the
characteristic of BLAKE2 is only 273665 whereas the best known characteristics for BLAKE hash func-
tion is of 2.5 rounds with probability 2795, Therefore, despite launching a search with much higher
number of starting differences, the new initialization used in BLAKE2 significantly limits the freedom'*
of the attacker against this type of differentials attacks. Thus the tweaked initalization seems to have
much better security properties.

We are able to extend for one half round each of the differentials for the compression and the hash
function. In the case of former, we allow any difference in the last rotation on 63 bits (our search pro-
hibits this, thus it was not able to find it). We end up with a differential characteristic on 4.5 rounds
for the compression function of BLAKE2b that holds with probability 274945 — see Appendix C for the
details. Similarly, we can go for an additional half round for the hash function BLAKE2b. We get low
probability characteristic, however by using neutral bits we should be able to find a pair of messages
that conform to the differential with a complexity of around 28 hash function calls — in Appendix D
we give the method to achieve this. Without the initalization limitations, we extend similar charac-
teristics search to the permutation and obtain a result on 5.5 round with probability 27928, shown in
Appendix E.

7 Conclusion

A comparison of the security of BLAKE2 and BLAKE against the attacks we have examined in this paper
is given in Tbl. 2. Based on our findings we can deduce several important facts about the impact of

Table 2. Comparison of the attacks on BLAKE2 and BLAKE.

Attack BLAKE2 BLAKE

perm. ‘ cf. ‘ chosenIV | perm. ‘ cf. ‘ chosen IV
Rotational 12 - 7 - - -
Collisions with Internal Differentials 12 - 12 - - -
Near-Collisions - 3 12 4 4 4
Weak-class of keys/preimages 12 - 12 - - -
Impossible differentials 6.5 - - 6.5 - -
Boomerangs 5.5 5.5 5.5 8 7 8
Differentials 5.5 4.5 12 4 4 4-6
Hash function differentials H 3.5 2.5

14 No difference can be introduced in vg, vg, V10, V11, V14, V15
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the tweaks in BLAKE2:

1. The absence of constants in the function G has a major impact on the basic building block, i.e. the
keyed permutation of BLAKE2, and this cipher can be fully attacked. We can launch a key recov-
ery rotational attack on all 12 rounds of the permutation BLAKE2b with a high complexity, and a
distinguisher based on internal differentials that holds for 2%* keys of BLAKE2b (232 for BLAKE2s)
based on a single query. Thus one should be careful when using this permutation in applications.
Note that neither of these attacks is applicable to BLAKE.

2. The change of rotation amounts in BLAKE2b does matter against certain types of attacks. The
differentials we have presented in § 6 are based in particular on the fact that all rotations are either
divisible by 8 or are close to being divisible by 8 (e.g. 63). In fact, the same search of differential
characteristics applies to BLAKE2b and BLAKE-256, however the latter is a 256-bit function while
the former is 512-bit, and thus permits characteristics with lower probabilities.

3. In the initialization, omitting the double use of the counter, as well as introducing constants IV ;
reduces the number of attacked rounds, i.e. increases the security of the compression function.
Note that in the differential attacks, we were able to match (and advance more) the number of
rounds as in BLAKE only because we used a much more complex search of differential charac-
teristics and we were dealing with 512-bit hash. For instance, if the initialization in BLAKE2 were
the same as in BLAKE, most likely we could penetrate more rounds in the differential attack (we
could not run the search for this version as it requires significant amount of computations). In
fact, the new initialization is crucial as if one used the same as in BLAKE, then collisions (respec-
tively partial-collisions) could be produced with only 2'28 (respectively 2%1) compression function
calls.

4. The complete absence of constants in G makes the security of the compression function highly
dependent on the right choice of IV (this is not the case of BLAKE). That is, even with the new
initialization but different IV, one could still launch attacks — see §§ 3 and 4. The ‘weak’ IV on
the other hand are highly structured (either rotational, all equal, or some particular values). The
random choice of IV as in BLAKE2 makes these weaknesses impossible to exploit.

To summarize, based on our results, we have shown that the tweaks introduced by BLAKE2, if an-
alyzed separately, reduce the security of the version in certain theoretical attack frameworks as our
analysis suggests existence of several efficient attacks on the basic building block of BLAKE2. However,
taken together the tweaks do not have a significant impact on the security of the hash/compression
function, aside from the one round increase (resulting in a 3.5 round attack) against the hash func-
tion and a half round in the case of compression function. Thus BLAKE2, similarly to its predecessor
BLAKE, has a very high security margin against all known attacks even after reducing the number of
rounds by four.
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Additional Specification Parameters of BLAKE2

We give here the definition of the inverses G™* of the G functions. With notations similar as in § 2, the
G~! function of BLAKE2b G*(a, b, ¢, d) is defined as:

h—bk24)ac
ic—c—d
rd—(d&g32)ea’
ra—(a-m;)—b

h—(bkK63)ac
ic—c—d
d—(dkl16)®a
ca—(a—mj)—b

B w N

5
6
7
8

The G~! function of BLAKE2s G 1(a, b, ¢, d) is defined as:

h—bxk?oc 5:bh—bkxkl2)ec
ic—c—d 6:c—c—d
d—(dk8)ova 7:d—(dkl6)ea’
ca—(a-mj)-b 8:a—(a—-m;)-b

B W N -

We also give the permutations used for the message expansion of BLAKE and BLAKE2 in Tbl. 3.
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Table 3. Permutations of {0,..., 15} used in the BLAKE and BLAKE2 families.

op]0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
g1 14 10 4 8 9 1513 6 1 12 0 2 11 7 5 3
oo |11 8 12 0 5 2 1513 10 14 3 6 7 1 9 4
o3]/7 9 3 113121114 2 6 5 10 4 0 15 8
g4 9 0 5 7 2 410 1514 1 11 12 6 8 3 13
o5 |2 12 6 10 0 11 8 3 4 13 7 5 15 14 1 9
o |12 5 1 15 14 13 4 10 0 7 6 3 9 2 8 11
a7 13 11 7 1412 1 3 9 5 015 4 8 6 2 10
og || 6 1514 9 11 3 0 8 12 2 13 7 1 4 10 5
o9 |10 2 8 4 7 6 1 5 1511 9 14 3 12 13 0

B ProofofLemma 1l

The lemma claims that we can find the solution of

Xo[(X+AeXKD)+Bl=X+A>24 (18)

in 225 time, for the 64-bit words X, A, B. We achieve this by eliminating the rotation at the right side.

Let X = xg3...X0, A= a¢3...a0,B = bgz ... by, (X + A) >> 24 = H = hgz... hy, be the bit values of the
words of the equation. We start by guessing the 24 bits x47...x24 and the carry at position 24 from the
addition (X + A) (this process will be repeated for all possible values), hence we can determine the
value of hys... hy. From (18) we can immediately find xg3 = ap ® by @ hy. Let us try to solve (18) for the
first 24 bits of X, i.e. let us find the solution of the equation:

Xeo[(X'+AeX «w1)+B =H, (19)

on 24-bit words X’ = x23... X, etc. This is a T-function and a solution can be found efficiently by
solving it from the least to the most significant bit. Further we sketch the method. By analyzing the
above equation for bit position 1 we can determine the value of xj as well as the values of the carries
ro, Ip from the modular additions (X' + A), (X' + A) @ X’ <€ 1) + B. The condition on the bit i can be
expressed as:

X1®X10a,9rg® X0 ® b1 ® 1y = hy, (20)
where ry = Xgay, ty = (Xo ® ap @ xg3) bg. Thus (20) becomes:
Xo(1® ag ® by) = agbg ® xg3bo @ hy 21

Depending on the values of ay, by, hy, Xg3 the above equation can have no solution, one or two solu-
tions. If there is at least one solution, we store into a table the values for xy and the values of the carries
ro, tp. Further we move to the next bit, i.e. position 2, and obtain an equation similar to (20). When
determining r;, f; we take all possible values for ry, fp from the table of stored values, and determine
the set of possible values of x; and ry, #; (and store them). This procedure is repeated for each bit.
Obviously, the solution is linear in the number of bits (i.e. 24), hence we can easily find all solutions.
On average there would be one solution (recall that at some bit positions there will be no solutions
for (21)).

Once we find the value of X', determining the rest of the bits of X is trivial. Note that solving the
initial equation (18) for the bits 24-47 is easy as we have already guessed the values of x,7,..., x4 at
the beginning. Hence from (18) we can determine the remaining 16 bits of X (the left side is constant),
i.e. Xg3,...,X4g. Finally, we can determine an additional 24-bits of X on the right side and use it as a
filter for incorrect solutions (or as soon as we determine all bits of X we immediately check if it is a
solution for the equation). As this is 25-bit filter, after repeating the whole procedure for all possible
X47,...,X24 and the carry, we will find on average 1 solution. Thus the total complexity is as claimed.
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C An Example of 4.5-round Differential Characteristics for the Compression Function
of BLAKE2b

Here we give the best differential characteristic on 4 rounds found by the first search. With the mes-
sage modification in the first round, the probability of the characteristic is 274>8% ~ 273665 We can
extend it for one additional half round to obtain a 4.5-round differential characteristic for the com-
pression function of BLAKE2b with probability 276188 ~ 274945 We use 1,2, 3 to denote the differences
0404040404040404,2 - 0404040404040404,3 - 0404040404040404, while the difference at output of
vs (i.e. 2 >> 63) is defined as (2 -0404040404040404) >> 63. The difference in the message words is
1,0,0,0,1,0,1,0,0,0,0,0,0,0,0,0. Note that the characteristic starts at the first round (i.e. round 0), and
goes for 4.5 rounds. We give the values of the differences after each half round. The numbers above
the arrows denote the probability, while below, the differences in the message words used in the four
G functions of the half round.

0011 0000 0100
Round 0: 1000| 228withmm) |0000 | 228withmmvy (0000
“10000| 10001010 0000| 00000000 0001
1000 1000 0000
0100 0000 0100
Round 1: 0000 2748 0000 2738 0000
10001 00100001 [0001| 00100000 [O00O0
0000 0000 0000
0100 0100 0100
Round 2: 0000 248 0000 2778 0000
10000 ooo10000 {0100 00010001 0101
0000 0000 0000
0100 0101 0030
Round 3: 0000 2768 0002 271788 2220
‘10101 00000000 [0000] 01001100 [3000
0000 0001 1211
0030 1 0 31
2220 2-6+2+5+38 [02>3>6300
Round4.3000 01000100 |2 0 21
1211 2 0 20

D Differential Attack on 3.5 rounds for the Hash Function of BLAKE2b

Below we present the best differential characteristic on 3 rounds (from round 6 to 9) found as well
with the first search, that has a probability of 27438 ~ 2734 (using the message modification to pass
for free some of the additions in the first round). We can extend it for one additional half round to
obtain a 3.5-round characteristic for the hash function of BLAKE2b with probability 276788 ~ 275425,
Although the probability is below 275!2 by using neutral bits in the first round we can find a pair that
follows the characteristic. Note that the last G function in round 1, has no input/output differences.
Hence, if we find a pair for the first seven G functions of this round, then we can use the freedom in the
two message words of the last G function, to produce another 2'28 pairs for free. As for the remaining 3
rounds we need around 28 pairs, we have to repeat the first round around 2489-128 = 2352 times. Thus
the total complexity to find a pair that follows the whole 3.5 characteristic is 2352+(2+6):8 4 2480 5480
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Round 6:

Round 7:

Round 8:

Round 9:

0000
0000
0000
0000

1100
0000
1011
0000

0010
0000
1000
0000

0101
2022
0111
1110

100

2728(withMM) [0 00

11 00 00 00

2710»8
_—

00101010

2—7~8
_

10 00 01 00

27(7+4+6,8+7)»8

01 00 11 01

100
000

1011
0000
0000
0000

1010
0000
0010
0000

0030
2022
2123
3031

0

1100

0] 28withmm) 0000
0 01 11 01 00 1011

0

27648
_—

10 00 01 10

2-128
_—

11 01 00 01

0000

0010
0000
1000
0000

0101
2022
0111
1110

E Differential Attack on 5.5 rounds for the Permutation of BLAKE2b

Below, we present the 5.5-round characteristic for the permutation with probability 27928, from round
0 to 5. Note that this characteristic is no longer under compression function limitation, e.g., differ-
ences can appear in any input state and message words. It is meaningful in a much broader setting,
i.e., the underlining primitive is a 1024-bit block cipher with 1024-bit key. Under such setting, one has

immediate distinguishers for a set of 2°* weak keys with full rounds, while this characteristic is useful

264
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for key recovery with no restriction on the key set.

Round 0:

Round 1:

Round 2:

Round 3:

Round 4:

Round 5:

1100
0101
0000
0101

1011
0000
1010
0000

0011
0020
0101
1000

0111
0000
0011
0000

0010
0000
1001
0000

0010
0200
0000
0001

2~ (1+3+0+3)-8
—_—

1011 00 10

27(4+0+3+4]<8
—_—

11 00 00 01

2~ (3+3+6+3)-8
_—

00 01 01 00

27(O+1+3+4]<8
—_—

0010 00 01

2-(3+0+1+3)-8
_—

01001010

27(4+6+1+3]<8
—_—

10111001

21

0100
0000
0100
0101

0011
0000
1001
0000

1011
0000
1110
0000

0010
0002
0001
0001

0001
0000
1000
0000

0100
2002
0100
1001

2—(3+1+3+3)-8
—_—

0010 00 10

27(0+4+3+4)»8
_—

00 11 00 01

2~ (4+4+3+3)-8
_—

11 11 00 00

27(2+3+6+0)»8
—_—

11 01 01 00

2—(4+0+3+1)~8
e ——

10 00 10 10

1011
0000
1010
0000

0011
0020
0101
1000

0111
0000
0011
0000

0010
0000
1001
0000

0010
0200
0000
0001




