
2013� 7� Journal on Communications July 2013 

� 34�� 7� �  �  �  � Vol.34  No.7 

������ LED��	
��
� 

���

1

���

1

����

2

�	
�

1

��
�

1 

(1. ���	
� �
�	�, �� ��� 050003�2. ������������ 100083) 

������ CHES 2011���	
 LED��
������������������ 	���!"���

���#�$ LED����%&'(%")*+(,-./012- ATMEGA324P3
 LED456789:

;<67=>?@AB
C
89D:EF Pearson GHI�%"JKL�MNOPQAR)
SEFTUVW

XYZ[\]^_XYZ̀ Wa&XY 	� LED��bQAR89
 3c��%&'(%")d+ CryptoMinisat

b SCIP 2cef-�gh
��%&iejk�l:mnoApZqoA�pZrstuvw���xy
��

4z�{|'A:LED}~�������:��67�`
 1�QAR89
f�Tjk 64 bit���l� 

����QAR)LED)������)TUVW)[\]^_)`Wa& 

�	
���TP393.08               
�����A               
����1000-436X(2013)07-0134-09 

Research of Hamming weight-based algebraic 

side-channel attack on LED 

JI Ke-ke

1

, WANG Tao

1

, GUO Shi-ze

2

, ZHAO Xin-jie

1

, LIU Hui-ying

1

 

(1. Department of Information Engineering, Ordnance Engineering College, Shijiazhuang 050003, China; 

2. The Institute of North Electronic Equipment, Beijing 100083, China) 

Abstract: The security of LED against the algebraic side-channel attack (ASCA)was evaluated, which is a lightweight 

block cipher proposed in CHES 2011. Firstly, the attack model of ASCA was analyzed, and then the design and algebraic 

representations of LED were described. Secondly, the power leakages of LED on ATMEGA324P microcontroller were 

measured by a digital oscilloscope; some leakage points with obvious power patterns were chosen as the targeted points 

and used to deduce the Hamming weight via computing the Pearson correlation factor; satisfiability-based, Pseudo-Boo-

lean optimization-based, linear programming-based methods were used to representing Hamming weights with algebraic 

equations. Finally, the CryptoMinisat and the SCIP solver were applied to solve for the key and many attacks are conducted 

under different scenarios. Experiment results demonstrate that LED is vulnerable to ASCA, full 64 bit master key can be de-

rived via analyzing the HW leakages of the first round in LED. 
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0Y x x x x− − − − =  (10) 

x�}89��w=ÅÆ3�x�89?I

�3¯­°ª«ZY]y3Ç��O=%´µc

��EÈ�̄ ­°ª«Ç�À7±1

[10]

:w=�=

SAT 3pl4��2^�=É�3����/

�3�ÊöKË3£N:yÌÍ�2ÎÏ:Ð�

= PBOPT ��34��2^�=5l6�23

3�dN¯­°Y±1 3Ç���x¬�UZ¯

­°�±��� 2Z��vÕ t

0

�t

1

��(10)��

T7 

 

0 1 2 3 0 1

0Y x x x x t t− − − − − + =  (11) 

"��/�89?ÐI�3¯­° Y�^£N

3�;tN�x±1ÑÒÓ��= PBOPT��/�

4��2ß�)U�0: 

5.3  �� LP������	
� 

Þ�6���^@¡T��3]©����

ÀÁÜò*��÷!l@M>@Ö32�z

PBOPT ��&KÀ·3^�LP ��3ÀÁÜò

ÄÔ7Þ�ÀÁ:�¯­°¬�45z�(9)&

·:¬­V¤�t��vÕ�O=�¯� x

1

x

2

�

¬­45d�(12)L�:�(13)��Jp>V¤3

¬�45: 

 

1

1 2 2

1 2

0

0

0

q x

x x q q x

x x q

−


= ⇒ −


 + −


�

�

�

 (12) 

1 2 3

1 2 3

1 2 3

1 2 3

1 2 3

1 2 3

1 2 3

1 2 3

1 2 3

2

2

2

2

0

0

0

0

0

x x x

x x x

x x x

x x x

x x x

x x x

x x x

x x x

x x x

+ +


− + +


 − +


+ −
⊕ ⊕ = ⇒

− − −


 − −


− + −


− − +


�

�

�

�

�

�

�

�

 (13) 

w= LP ��H^�=5l6��223�z

PBOPT��
Õ�Hàx¯­°Y£N3Ö×¶/

�4���2:z PBOPT��À·�LP���;

Åãy¯­°3Ç�ÑÒ~À"�E¬��ÐØ�

��a3��vÕ:O=N�x±13¯­°Ç��

�(10)�= LP����T7�(14): 

 

0 1 2 3

1 1Y x x x x− − − − −� �  (14) 

· SAT&K��= MIP��3 PBOPTz LP

�2G�YQRR°2<�3¡\:ËI^x(

)¯­°�ËÔ>?£NÑËÖÖ×¶��=

PBOPT z LP ���2ZZ�I�R�2���

X�BC2h"��= SAT��3�2xÙ_�

Êë]Z���2�/Ú��ÐE2x�ÖBÑ

�^£N2: 

6  LED�������� 

6.1  �
�� 

�g��D 8 bit AVR%´µcATMEGA324P

789OP�(ÉÛÜ7 20 MHz:7�Õ LED

��x�]�Ý3àÕ���x%´µczÞß

 à GNDá��â�J]Zã�7 18.2 Ω3 

ã�d^ 5 L�:�����ä�A�äÃ%å

D��$c() ãæá ß�*'� USBl�

Þy()�3��¤¿È� PC {:�g�� 

ß��7 5 V�%´µc�¤çÑ7 8 MHz��

$c(SçÑ7 100 MS/s:¬ 4��J89�L

~�
3�àkl: 

 

� 5  �������	 

w¬ 4�Ø��g��~J 2©4���2c:

���CryptoMinisat2,c^�=MiniSATÓè¦

Ã3�édä~=��+,3 SAT2,c��Y�

2�Êü��ê�Ì3¡\:SCIP2,c�=5l

6�zÀÁ6���E2ë¡T���Zy��'

��5+27ð���Þ��2UZ���@�y

jN�k|E:��3Þ��2�ò^]Zì�3

LP 2,c SoPlex:7aÑ89M�Ñ�W�2�

�í� 3 600 s��î789ÎÏ: 
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� 4 ASCA������� 

�� ���� 

PC� Athlon64 3000+ CPU�1.81 GHz�1 GB���

Windows XP����� 

 !"# ATMETGA324P$%�&1 KB EEPROM, 2 KB 

SRAM'32 KB Flash'20 MHz()*+� 

�,-.# MSO6012A&/0�12+ 2 GSa/s'/345

67+ 0.312 5 mV� 

89# CryptoMinisat&:;< 2.9.0= 

SCIP&:;< 2.0.1'>?'SoPlex:;<@ 1.5.0� 

 

6.2  �� SAT����� 

1) �#89�g 

89�g��JùØ­rz×Ø­�ræ©8

9ÁÂ�jNd¬ 5L�:ùØ­r��}~01Ó

�0��T]Ó S�pqz���vq� 48Z¯­

°�±/��2� LED ®5�0h×Ø­�rÜò

¶ 5Ó¯­°�±�)Uê��0: 

� 5 	
��
������ 

ABCD EFG� 

HIJK 1 

LIJMK 5 

 

¶���ùØ­r�3]Z89�µ:89

��?�ï¸�{­r P=0x33E330861ECFC43F�

�0 K=0x395457051 C9B42A8�~�T 3¡45�

� LED pl4��hÅ�}~�$c() LED

�����~� 4.2¡45ª«�01Ó�0��

T]Ó S�pqz����±3¯­°7d¬ 6

L�8h}~ 5.1 ¡45y¯­°¬�7pl4

�h�~ CryptoMinisat /��0�2�jNd

¬ 7L�: 

� 6 ��������� 

NMOP EFQRJST 

UVGMWN 0,2,3,3,2,3,1,2,0,1,2,1,1,2,2,3 

�XG SYZ[ 2,4,1,3,3,2,2,3,2,2,0,2,1,3,3,3 

�XG\]^ 2,1,1,4,3,2,2,2,1,2,2,1,2,1,1,2 

 

¬ 7�6å 2ð 65�@¬� 64 bit301�0

KË��6å7B¬�O��0\7 1�ñ«7 0:

~�¬ 7��2�3�07 0011100101010100010 

101110000010100011100100110110100001010101000�

�T7 16/µ/ 0x395457051 C9B42A8�·ò�

�0]Í�89M�: 

� 7 ��� CryptoMinisat������ 

_< K _< K _< K _< K 

−2 0 −18 0 −34 0 −50 0 

−3 0 19 1 −35 0 51 1 

4 1 −20 0 −36 0 −52 0 

5 1 21 1 37 1 −53 0 

6 1 −22 0 38 1 −54 0 

−7 0 23 1 39 1 −55 0 

−8 0 24 1 −40 0 56 1 

9 1 25 1 −41 0 −57 0 

−10 0 −26 0 42 1 58 1 

11 1 −27 0 −43 0 −59 0 

−12 0 −28 0 −44 0 60 1 

13 1 −29 0 45 1 −61 0 

−14 0 −30 0 46 1 62 1 

15 1 31 1 −47 0 −63 0 

−16 0 −32 0 48 1 −64 0 

−17 0 33 1 49 1 −65 0 

 

2) ��¯­°ª«£N389 

�}89��ó�ôèÕõcöÊ�½���

ÅÆ"�i3÷ø�#$%&3()��x]yN

��ÌÍ¯­°ª«£N:w=pl4���2O

<�t��+É��1 bit3<�£N/�ÌÍ2,

cØ2:7"�qr'�O�~ 4.2 ¡45è��

3 5Z�à¯­°¦§Ê/�+,�dN@Ö¦§

ÊÒ=�ù�7E�3JHëy=89���qr

�g�JH7 0.98�/�î7¯­°ª«£N�Å

�y�úû�À¶�T74��~�89�: 

�~��23�89}~3¯­°�±\�{

+�x��Ó��w=×O+}~UÓ3LY¯­

°\�"��gM�L�89ÓlY]yü�:�

g��yìª«ÎÏ3¯­°lÕz89}~3D

3¯­°lÕ�K7£NÑ�¬ 8��JÀ·£N

Ñ¶89L�Ól�M�Ñz�¢�2��: 

� 8  !"#�$%&'()���*� 

`a+/% G� b�+/% (c/s 

40 2 90 148 

50 3 100 1.2 

60 3 100 18 

70 4 90 150 

80 6 50 250 

 

w¬ 8+¨�x¯­°ª«£NÑÌ° 80%��

'�() 1 Ü LED ����ÝÞ 6 Ó3¯­°�



� 7d effg&hiRJSQ LEDZ�jkABlm 
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±ß�ü�)U 64 bit®5�0: 

6.3  �� PBOPT� LP����� 

1) �#89�g 

x¯­°ª«BC3�vÜò¶�ùØ­r

�}~ 1Ó¯­°�±��2� LED�0h×Ø

­�r� PBOPT 5Ó�LP 6Ó¯­°�±�)U

ê��0:jNd¬ 9L�: 

� 9 	
��
������ 

ABCD `a+ EFG� n8(c/s 

HIJK 1 2.5 

PBOPT 

LIJMK 5 379 

HIJK 1 2.8 

LP 

LIJMK 6 53 

 

xùØz×Ø­�rÜò¶�z CryptoMinisat

&K�SCIP3 2©�223��:ËP�-^�7

PBOPTz LP:ý=¡T���x¯­°%&��

��2��Ë������UV�<Ð��ËP: 

2) ��¯­°ª«£N389 

W¯­°ª«£N��(Hz SAT��À·3

23�W¯­°�3ª«£Nx±1ÑÒÓ��Dþ

�p�4���2�/�D¢��+£N�x�-

O=�x]yª«£NBÑ3�}89Y���

3ëì:x 1Ó¯­°�±��£NÑ�R°23

Zl��¢�2��d¬ 10L�: 

� 10 $%&'+���,� 

ABCD `a+ o� (c/s 

 10% 2.8 4.7 

 20% 7.4 9.2 

PBOPT 30% 86.2 21.6 

 40% 319 34 

 50% 3 575 99.7 

 10% 2.2 11.7 

 20% 8.8 34.7 

LP 30% 161.6 88 

 40% 1 748 211.1 

 50% 6 618.7 552.1 

 

x¯­°ª«�x£N3Ö×¶�w= Crypto- 

Minisat2,c�=����23/�4���2�

�2À=]«;����t�3]Z2��2M�

ÑËÒ�LD89��tY��3¯­°%&��

4���D��=]3���2¿^BC2:�í

£NÑü���= SAT389L�¯­°ÓlH&

�ü�:"� SCIP 2,c¬��J]y¡õ��

= PBOPT 23��� 1 Ó¯­°%&¿�x@R

50%3£NÑ¶�� 3 575ZR°2���X�B

C2�/y�0��< 2

64

¬Ò�J 2

11.8

h�= LP

23��� 1Ó¯­°%&�x@R 50%3£NÑ

¶y�0��< 2

64

¬Ò� 2

12.7

:�í£NÑ3ü

Ö��= PBOPT��3�245K�= LP��3

�245åÑnÌ�R°23ZlnÔ: 

6.4  ������ 

'��gjN�Ø�CryptoMinisat2,c�2

�ÊËÌ��89ÓlËR�äk�D�HRÓ#

$�±%&3Ö×hSCIP2,cO£N¯­°3}

~ÑËÌ�*à<�R°2@ÖT¬Ò�0���

�ORÓpl4��3�2�ÊË��äk�YÔ

Õ�±%&*O��t�ËÒ3Ö×:x�}pl

#$89��~��	��J~kä32,c: 

¤7ô³+����LED �tx���Êzé

ê���_��	�Ð�=%´µc��3 LEDw

=â���A��ÅÆËÒ����±ÝÞË7­

��ª«£NÑËÒ�n+,ópl#$89:~

�qr�g�×(H�Û�á3 LED����]Z

Sq¿à½12�x�}�~�*Àéê:-O�

�ÚÛA�JnÌt���~?�E~�Ö×'�

���{����{Ù�"4�EAÌ�éê�: 

7  ��� 

qrA�]©SOLED��3pl#$894

5�SO 8 bit ATMEGA324P%´µc�3 LED�

��'���#$()�H������¯­°�

y��T7��4���}~R©pl4���2

23/��0)U�¦®JÖÕ389�g:jN

¬­*LED +,ópl#$89h89L�SqÕ

ËM�xùØ­rz×Ø­�rÁÂ¶ 1@ LED�

��+Ó¯­°�±/�)Uê�01�0h"��

O=¯­°ª«�+£N3Ö×HàM��á8

9:�=pl#$89O�0éê�3âÖ-.�

��893Ú	�á^
�×E3FG4s: 
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