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Abstract: A deep packet inspection oriented high speed packet parsing architecture called BiPPCS (bidirectional packet 

parsing architecture for content security) was proposed. Firstly, the content extraction tree was used to describe the cou-

pling of the protocol relationship to improve flexibility of the packet parsing. Secondly, hardware bi-directional parallel 

pipeline was used to enhance the processing rate of the packet parsing. Thirdly, a node mapping algorithm was used to 

balance the number of nodes on all pipeline stages to optimize the storage space. Analysis and simulation show that 

BiPPCS gets balance among the rate processing, resource consumption and other aspects. 
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Rí·¸2�2�Eîá�U CE-tire �Rí*K

�&'�\ cd2��Ë~�L CE-tire �g

{½�¬¢�&'�Ê�µ«¬¢[ÄíÊðÆ

�� 4×C 

4) \ É�&'�4àB ForwardList Rí

·¸2��`2�Ë~�LÉ��4àBà�

CE-tire�g{½�¬¢�&'�ÊðÆ�� 6×�

íÊð�� 5×{|É��4àBà CE-tire��

&'C 

5) 3�UÉ�&'�4àBForwardListà�v

ëì CE-trie �

1 2

{ | , , , }

i n

T T T T

′ ′ ′ ′
� H�û�·¸É�

��3�&'Æ�
ø���ì CE-trie��!ß

&'ÑA�ï����UAð¾��,2��&

'�!ßÄ�UAð¾Û&'f[�ÄñUAð

¾Û&'w[�C¦ÙÊì CE-trie�!ß&'�

�Õ) 7�*C 

 

MAP(CEtrie, CEdepth) 

1) if(CEtrie is not mapped) then 

2) 

if Condition(CEtrie)=TRUE or G

CEdepth

�G

ave

 then 

3)     map CEtrie onto the CEdepth th pipeline; 

4)     G

CEdepth

 ←G

CEdepth

 +1; 

5)   else 

6) CEdepth ←CEdepth+1 

7)     MAP(CEtrie, CEdepth); 

8)   endif 

9) end if 

10) CEdepth ←CEdepth+1 

11) MAP(CEtrie→lchild, CEdepth); 

12) MAP(CEtrie→rchild, CEdepth); 

� 7  �� CE-trie������
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Õ) 7�*��à�Condition(·)2&'!ß�

d�\¤òD�\ cd2��!ßzó&'Æ�

U<���
ø��íÊòÖ×­º�!ß´µ&

'Æ�
øCG

CEdepth

uË�&'��+,2

CEdepth ��
ø¯��{½&'�!ßìD��

$Ú>�D�Û�gx�

ave

1

[ ] / H

n

j

j

G M n

=

 

= −
 

 

∑

u

Ë��­��
ø¯�!ßD;�Ó�ÔTC 

6) �ô^�&'�4àB ReverseList à�

CE-trie�Ríg�&'�̀ 2�ÊðÆ�� 3)�í

Êïð��� 7)õº«¬!ß�&'C 

7) 5�� 5) �ï�3�U^�&'�4àB

ForwardList à�vëì CE-trie �H�û�·¸^

���3�&'Æ�
ø��Êì CE-trie �!ß

&'���Õ) 7�*C 

3.2  ������ 

�E�·���IJ�.�ÐK�BiPPCS Ð

Bs�
øà±îö� CE-trie �A�"FG[³

�VW¡üCÕ) 8 �*�BiPPCS p�ùÓs�


ø1Iàp�÷3Write Bubble

[14]

��µ�"!

ß��¸ü�C 

 

� 8   Write Bubble���� 

|}�ÐBQø�µ��áÆü��!ßP

Q��,�s�,{|ü�¸��E�
¯ ID=

!ß\©ÌÍÆ�
ø�ÐBü��!ß�Û«Ó

�
ø�}~FG� �
�ø�÷3 Write 

Bubbles�
ø�«¬ü�CWrite Bubble�¿Ó

g�s�Ö×øtFG}~���õ�̈ tü��

"!ßPQC 

4  ������ 

2ê��BiPPCSch�g|f�ùÓNetFPGA- 

10 Gùú��Xilinx Virtex-5 XCVTX240T FF1759-2 

FPGA{|����CO FPGAgÓ�µ¶��2

18 720gû�µ¶ÊüÔconfigurable logic blocks×�

2 400 kbit-Ò�e�ÊüÔdistributed RAM×�11 664k

Ô324ý36k×bit ¬e�ÊüÔblock RAM×���

þ¦¿Ó Xilinx ISE 13.3� Synplify Pro E 2011-3 

SP1��C 

�� NetFPGA-10G ùú�������¤

2 4ý10 G�´µ{|��Dz��wt^��b

¯²
�2ê�� BiNMA�µ�LMf�s FPGA

�KÛ�Ñ¥êëì 64w��� BiPPCSch�Û

�E Cisco w��l¶�}~��·¸$ú�
ø

+,2 14�13�12�11 � 4 
��õ�2�ì�

�Ô<�h¥ê¼�� CE-trie�C 

4.1  BiNMA ���	
� 

) 9-DNûê Simple�µ� BiNMA�µs

�
ø+,-D2 11�12�13� 14¸�&'Æ�


ø!ßD;-Ò)C�à Simple�µùÓ!ß+

,Â�<�&'����3 CE-trie �!ß·¸�

+,<�&'ÆÚ·+,��
ø¯Cp�<jg

�	"��� CE-trie ��í��XÊ�6¬·¸

Simple �µ&'Æ�
ø¯���!ß-Ò¢�

Ôê���Ó�]M����
� ¯1�_Ú<

� Simple�µ�BiNMA�µg�3 CE-trie�!ß

Ôê\&'Æñ¯�
ø��H]êe��G�¿

Ó^C 

4.2  BiPPCS �
�	
� 

Ë 1 NûêS� NetFPGA-10G ���·+,

�
ø� BiPPCS ch��5f[<j��à��

µ¶�BRAM��Ó�¸§�^A�� ISEþ¦�

Post place and route report��C�	g�	"��

����
ø+D�Ð°�BiPPCSchà BRAM

¿Ó�ìDÎÏÐ°�R�����
øùÓ

BRAM��Ñ¥������ýþò���
¯

D�°U_Ð°Ä_�·+,�
ø<��¸§

�^ò�� BRAM =µ¶���°ñ_ë
�

©�¿R�
ø+,ÅÆ 14 ¸�BiPPCS ÇZ�

Óê�Æ 4%�¡�µ¶���·¸ BiPPCS�¸

§�^Ä�g�ÅÆ 4.971 4 nsÔ201.15 MHz×�

��	chùÓ
p¦ BRAM�g�l¶ 2 ì

�
� ��Û|{|�Ê<�$
����


Ô64 byte×�²³z��g�ÅÆ 201 MHzý64ý 

8 bitý2 =206 Gbit/sC 
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(a) �56&'7 11 

 

(b) �56&'7 12 

 

(c) �56&'7 13 

 

(d) �56&'7 14 

� 9  �56��/89: 

� 1  �������	 BiPPCS
��
����� 

�56 

&' 

;<=> 

(slice) 

BRAM 

/36 kbit 

?@AB 

/ns 

CDE 

/(Gbit·s

−1

) 

6 10.4% 12 4.778 9 214 

10 12.5% 20 4.914 6 208 

14 14% 28 4.971 4 206 

 

Ë 2 Nûê NetFPGA ����õ���<}

~� EthernetpIPv4pTCP FG¸�PP�Kangaroo

� BiPPCS 3 
}~FGchs��ýþ�f[�

�<jCs���Ó��Ú<� PP�BiPPCS ��

�Óê�z� BRAM���©!� 33.6%�¡�µ

¶��Ä_Ú<� Kangaroo�BiPPCSsµ¶���

ñ�Óê 4%�©!� 12%� BRAM��Cs��[

³��BiPPCS�²³zÀ]�Kangaroo� 10 Gbit/s�

©ÞÉ� PP��� BiPPCSch2�ì��g¥�

ÒÓ� CE-trie�����·��� 2
ch�g�

2�ì��HI¼��FG[³C·¸q���Ó�

���2 ìÛ|� BiPPCS ch�Ó���ÄÀ
�

PP��Ó��©²³z�g�ÅÆ 428 Gbit/s�ÀÀ

]� PP�}~��[³C���BiPPCSch[s

�Ó§
�����õ�HI§��DE-.FG

[³C 

� 2 3���
��
����� 

34 

;<=>

(slice) 

BRAM 

/36 kbit 

CDE 

/(Gbit·s

−1

) 

FGHI,J

K12LM 

BiPPCS 10.4% 3% 214 N 

PP 44% O 343 P 

Kangaroo 6.4% 15% 10 P 
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	ä�<�2]t��+,-./0VWY
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��+,-./0

�DE-.FGch BiPPCSCp�cÈ
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ø� CE-trie �ÅÆ]M�VW�FGDE-.�

ùÓ�Õ�·�
ø¯�!ßD;�Ú>e��

G��Ó�$­S� NetFPGA-10G ������
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