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Dynamic situation gateway based system
cooperation access gatel model

GUO Shu-hang, ZHANG Yu

(School of Information, Central University of Finance and Economics, Beijing 100081, China)

Abstract: In order to adapt the centralized access control between the application system subject and object in the envi-
ronment of network configurations, a dynamic situation based system cooperation access gatel model — DSGAC was
proposed. To begin with, the constitution of dynamic situational factors of access controls in the application systems of
network configurations was analyzed, defining the factor of situation from muti-perspective. Furthermore, the concept of
dynamic situational finite state machine was provided and a system cooperation access gatel model supporting calcula-
tions and rules of the situation was presented under the constraint of dynamic situations. Finally, the real case application

shows the feasibility and validation of the DSGAC model between the application systems. Additionally, the relative in-

novativeness between DSGAC model and existing access control models was summerized.

Key words: situation gatel; system cooperation; access control; situation calculation; finite state machine

1 35l5

UTAER, A A AR R, RG] 22
A 1) 1) U2 B )32 vk o KL P RV b
RN 7 HIHE, 5 BN R %
HRGA U4y T, ARSIV ) 5 B2
BT RV BB (DAC). I I 5 sk
TI(MAC)FIEE T (I V7 IR (RBAC)!,

s HER: 2013-07-02

BT SV HIA (SAC) o [, X
AR ], REIEH T ERAS R A B 1Y
o H A PR B 43 Al E A P 4 kA5 B A I T
2 47 R R o S e Toa | AL N ES R S S L8 A PR VA S B Y )
8 T RGMTEGAZ LU R EHl ek, Rik4
Tz 4y Il 28 B I A A0 — e i) Bk, R — 8
P RIBRYE . Ak, U il LR RE 5 2 10
DAC. MAC5RBAC. SACAK[AIFLEE MY . &,

BEWE: MEARBFESEIINHE (61103198, 61100112, 60970143); ¥ MRLEH AT IR0 H LS (109016); HH
NS RPER O RS VB (11YICZHO006) s H RG22 K272 R i G 9 B T H - (CUFEIE201107)

Foundation Items: The National Natural Science Foundation of China (61103198, 61100112, 60970143); The Key Project of Min-
istry of Education(109016); MOE (ministry of education in China) Project of Humanities and Social Sciences(11YJCZH006); The
Construction Fund of Subjects of Central University of Finance and Economics(CUFEIE201107)



%571 1)

WBRATAE: TR

WA B AR 8 [ ) 78 TR Y - 143

FEF I S IR (Vs R I (GTRBAC)Y, 2E T
FES5 5 Il 28 RIS AR (TBAC)) L T 1) B 4% 1 V5 ) 2
B L (SOAC)T L 3k J& 1k 10 U 1] 42 1) A AR
(ABAC)* 1 IR A A (R, XS R
REXTAUR BN IC . AT F R 2 AR 4%
PRI S R — 18 . RS T AR 5 1 U ) 4461
(RBAC) B W\ Ay 7 %) 4% 42 1) F = 7y In] 72 il (DAC) F
SE IV R P I (MAC) I 8T b 7a, AR Sk 5 19
DAC. MAC 5 RBACHE R H BESEIL HLAN R GE N 6
AT R B ASE

BT ANME Y, FH A28 R Gt R U7 [ P i), 2
FBARZM RV N ZRHERZR 2. bk, 12
SRR ATE TR ZE . AR S &5 sh &1
SR RITE @, IR AW A T
— R FMOC . B SO 32 B A AR
PESE . BIASBORUATH RS, ARG
S 2 AN RGN R
A ELPEHI BT T BB, U SOIRES s 1 S
BORTRFI S SRS, HE REEHN RER
PRIV RV AT o T2 5 DGR R G P A U il
PR, & LB BT N &R 40 R AR
EH TS G i IR, FROh DSGAC.

2 MREX

SEBR PRV [l RS FR A A4 2R AL
1 3 ANSEARPT R IE U7 Rl (Agreements)
B2 F= AR ) BRI A (1) — 32 . $RHAE
X 3 ML SEARIERE T IN T 28 4 MZ O SEAK,
Rif% 5 (Situation)

EX 1 %Ak (Object) : ALFESZIUNT 3 A A
TR SR W N () R GRS, TRTRR I N A4

EX 2 FAK (Subject) : ALFE AN FAKALD
HERI RGNS, FRRIERK 44,

EX 3 B (Right) : s2FRiER ARG
PRS0 I 3 B A4 ] (1)

EX 4 AN f SE IS 18] P 5% S AR U5
) ZARIIASFIACRR LR s FG RS54
PSS . BT 4 MDA, RIS SV )45
GilR7INA

EX 5 EAR: FoRBanr DLy 4% H
M7, WwmasHE. XA INIE. fiFk. i,

EX 6 WAZIW: o AR ) 2 AR N Y i
SEMIAMB R EEZR, U an v SR A N 381 1) i 25 1

Tty LA E S .

EX 7 EFER: Fomig R FAR) ) 3 %
AT EEIN G K AR T B R I K. TN A
=07y =0 i N s % N E E= R A S 2 apit] i3 H

EX 8 WhESAr: Fosm N AR K A
U7 ) ISP N 244 BB N A& IR TSR A A o 1 R
AL A,

15 0TE A T2 AR A T [FIRPR J8 E (permission
attributes). 7 3K J& P (requirement attributes). ZJ W
J& T (constraint attributes)F1 44 Jg PE .

£ DSGAC FERL b, il Pl g 2 51w
HE)AZHHEIL . DSGAC BIALV; &) sh Ak
{ET 1V IZ g MEAE 8 &L . DSGAC Vi 44
FIRRLA R 1 FR.

3 [ERWE
i AL IE i T I 2R 48 T AR

ARG REAT U I i HEAT RE B . BRI ER 1
7R
F1 TERMERIEF
op AR
TR Init(S)— So
5B Update(S,,,S;) » 3 S, S, PEREL. FEHIZR.
i EL 7 R S AU 4 AT I3
Wistshl  Deploy(Subject .S, Object,)
lip=%i1054 Destroy(Subject, S, Object )
18 SR Delegate(Subject,, Subject,),t € (¢,,1,)
feg  Derive(Subject,, Subject,),t € (1,,,1,)
r H A2 %ﬂ ;ZA Init (S ) = So= (SPermissienO’SRequirememO >
S constrain0 > Sconditons) » AR A T VT I 2E, Hy

YT B SRS E X
5B Update(S, ,,S,)= (Update(SP
DS CAY

Constraint;_; Condition;_,

Cm\l%\l()l’\ ) @
SRequiremcntH ) y N I:P S * S )

F60 T UT R EE, SR U7 R s e .
17 S AL Deploy(Subject,S,,Object ) , PR

TR x ARG @ FXPEAR y UTRVFAT . ARG 5%
BUR, 1 Subject, L>Access(0bjecty) = true, &

AN AR x AR § IAFRAR y BV7 A IS B UE R True.
5% HBL: Destroy(Subject,,S,,Object ) , HiH

TR x FIRZS @ RXPEAR y BT VR FETS S



© 144 « | oAE

¥R

o534 %

BUS Subject,—— Access(Object ) = False « %

N TAREEVER], AR x 1EIRA | FXEAK y KI5
i) B 56:40F Ay Falseo
15 5 AQBL:  Delegate(Subject ,Subject,), te (t,,

1), TR A w AR x FU5 V] H A x A
PHRAARNVERT, AR08 ,.1,) » TERGFARET,
1 Subject, —— Access(Object ) = true,t € (1,,,1,) »
FoREM w AR @ FXEAR y BIU5 I IE R
H ML I, Subject, —— Access(Object ) =
false, te (¢,,t,) o

1 5c4 K Derive(Subject,,Subject,),te (t,,t,) »
PR AR w B4 x ()05 ) VF o) H 344 x [F] I

Wikt

BN R SRS

True ;

Y

BRI T W
HRSEBAR

bt

AR

ARNVERT, AN @,.1,) . EHEFAIT, f

Subject, S%Access(Objecty) = true,te (¢,,2,)

?%Tiﬁi w AERAS @ RRIEAR y (5 0] IS AIE N
HILI,  Subject, —— Access(Object ) =
true,fe (¢,,1,) o

R
4 F=EE

DSGAC 56 UF A5 3 7= Je— I 20 4011 Y FH R 4t
TR N R G AR U7 ) 5 R A, B
DSGAC 55 . FEH AT DR 2 AP,
BIDIR ASHEE A A . 2 Fhifes )y I A BT
K, HARGRMCHANE, R 2 fror.

i

KRR T4
CLY

Bt R

il

S A
EEL

FARRAE R 7]

iy

Fir i Fk

ZARRAW 2
i 1A BT T A

i

B R

X AT VI IRAL

Y

\BAR
( wwwmisk )

SRR R AR R

=< TERCHT B 1 BOIR A )

2 T DSGAC (5 il ¥



%571 1)

WBRATAE: TR

WA B AR 8 [ ) 78 TR Y - 145 -

AR 25 408 0T LIPS 9 D R IR 7 A
WL SRS, W TR A A AR AL G
BT B0 T L FED S 4 U0 SR I AT 0
o UAPAE Sy, VFATIRE . 0K Subject, i
T Snement S TITZ S T T 75 SRR T 2403
Ak Object, Wi/ Seugn THHRE IS

LEZ T

SPermission, N SRequirement, N SConslraint, N

S

KM (G SRS, v LA /A 5ot
FAEVT IO ERT o R BH A4 1) B AR
TN SCARER A ] LSRRI IR SOIRAS A E

FIUUNHEsE v DA T30 UF AR 8 PR A 1 5t
PR R PREE AR 3 58 2 [A) IR AL 32 55 5 PR )
MAFAE— PG SRS S R T 2w s SRS
) S Ak Subject, AR AR ELHE 7 13X Fil
5 FOIRA T X &A% Object, (V5 W Y nl, W) 3= 44
Subject, Vi 1 24K Object, HE., nPIRRA

ondition

— true — (S, = True)

35, € S, Access(Subject, ,Object ) = true
Deploy(Subject,,S,,Object )

.Subject ),te (¢, ,t)

Subject ),te (t,.t,)

= yUDelegate(Subject
UDerive(Subject

w?

A7 SR S V2 )2 NS SRS ARG SR 2 4>
T A . 5k te t,,t,) RO FE AT AR
Vi R BCRIEAT I 210470, Ok DSGAC BB rh iy
) PR R SN AR PR A v

PR

Phase 1:

//nitializing Situation

Init So(Spemission0sSRequirement0»S Constraint0>S Condition0)

Phase 2:

//Subject Request Sending

Send subjectRequest

Phase 3:

//Situation operating and updating

if subject Attr(Spemissiono) then

if subject Attr(Sconstrainto) then

if subjectAttr(Srequiremento) then
Deploy(Subject,Sy,Object)
Destroy(Subject,So,Object)
Delegate(Subject0,Subject])

subjectAttr < Update(subjectAttr)
So « Update(Sy)
end if
else Deny(subjectRequest)
end if
else Deny(subjectRequest)
end if
else Deny(subjectRequest)
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