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Universal steganalysis for RGB images based on color gradient matrix
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2. Network and Data Security Key Laboratory of Sichuan Province, Chengdu Sichuan 611731, China)

Abstract: A steganalysis algorithm for RGB images based on color gradient matrix was proposed in this paper. The
algorithm was constructed with color gradient matrix of the RGB image, and 16-dimensional statistical features, including
gradient asymmetry, gradient energy, gradient mean, gradient variance, gradient entropy and so on. Support Vector Machine
(SVM) took the 16-dimensional statistical features to detect hidden message in RGB images. The experimental results indicate
that the proposed algorithm realizes the reliable steganalysis of JSteg, F5, OutGuess, Steghide and MBI, which is suitable for
universal steganalysis for RGB images.
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