%24 % Ham #F R K F R Vol.24 No.4
2011 4% 4 A CHINESE JOURNAL OF SENSORS AND ACTUATORS Apr. 2011

Steiner-Based Hierarchical Secure Multicast Protocol

for Wireless Sensor Network *
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Abstract ; By applying multicast technology ,the energy consumption can be significantly reduced,and the life time
of nodes can be extended in query-based wireless sensor networks. The multicast protocol for large-scale wireless
sensor networks from existing literature is usually low performance and low safety. For this reason,a steiner-based
hierarchical secure multicast protocol for wireless sensor network is proposed. The main idea of proposed protocol is
based on steiner tree and cluster topology. Multicast efficiency can be improved since high-efficiency of steiner tree
and high-scalability of clustering are combined. Besides,the energy consumption of nodes can be balanced,and the
life time of network can be extended. Furthermore ,the protocol adopts secure communication mechanism to prevent
from varies network attacks and ensure the data security,integrity and verifiability. Based on the analysis and simu-
lation results , it is shown that the proposed protocol is suitable for large-scale wireless sensor networks.
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