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Abstract: This paper mainly introduces the self-development of the integration of Single sign-on (SSO) and Enterprise
Information Portal (EIP) for academic administration information system of Taipei National University of the Arts
(TNUA). The purposes are to share the practical systems experience regarding EIP and email SSO, improve the con-
venience for using academic administration information systems including academic information system, student affairs
system, human resource information system, email, information inquiry, etc. Besides, it could substantially reduce the
development cost by applying the Open Lightweight Directory Access Protocol (OpenLDAP) theory and the developing
system language could also support LDAP Application interface to efficiently revise system recognition mechanism to
reach the SSO development. The key processes for this whole design include account management, data design and
construction for Lightweight Directory Access Protocol and LDAP, application program interface (API) for LDAP, ac-
count opening system, and account integration design.
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RGN WIE 1 T &N H RS D 7H W,
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FPIGiE A E R OHEARTIEIRG, B RGN 1%
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SR E R, RS EHCHEARE T RS
2% H AP B & LDAPRS, 4t t) w2 LDAP
HA, X4~ AD (Windows). eDirectory (Novell).
Directory Server (IBM) /2 OpenLDAP, £ fi A HARL B
JE 1% OpenLDAP, [ Al 2t H 5 1 s =NR 4h g
(Open Source) 2 & GE 1T LSS #0IR 3 A4 3245 3000 A,
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Figure 1. The architecture diagram of academic administration
system and SSO
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IR 55 AN AN E Rk (Portal) -

1) HFMS: @ 5855 5 NEREHR I &4
WAITERL, AP BRI RGIK S, $4LLL LDAP 5
Web Service API I %5 .

2) —FN(SSO)k%: LUik's . #ig[FEIPE R
H IR 55 IR 55 B AEVIERHAT B — 2N, 2T RSt

3) ML LRk (Portal): 5 T & Se iR E 45
—E | Portal, FfFEL % RS 1L H (Portlet), H A
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Table 1. Login account information system with the use of classifi-
cation
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Figure 2. The account authenticate methods of SSO information
system
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ST RRI A S BRHRD . IS B IRAECT DB £
DS RGP RIE S IEH, BRI & A4 5 & 8HL
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Figure 3. The operation principle of SSO
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Figure 4. The synchronization manager of the teacher and staff
member accounts for human resource system
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Hl 2 fH LDAP K5 52 sENIE G, FHE L BIM I R s
HUAS 25 ook S J& P BERE, B 1 B ik 5
T, 37 i e 1t R B B R Gk S . B R
FL[A Attribute ¥ LDAP Attribute.

LDAP #5447 DC (Domain Component). CN
(Common Name). OU (Organizational Unit). 2~ )4
F# o B0, BRE . 4. Z0M. BRI EEA ZERt
KETANFERG: FAEMEEAGERA THS RS,
ok S HFE SRR (E 5)&H 2 ANHRGF D
Uiy HR B A FEA Bk E) ou = member, ou = people, dc
=tnua, dc = edu.tw @ 4; k5 E B EERE T H S
55 RA AP EE R IEA TR S ou = member, ou =
people, dc=tnua, dc=edu.tw {1 6.

3.2. OpenLDAP BRI MGt RES

LDAP %R LI H (entry) MFERE. 3 H & —4
FRA objectclass 2 J@HEMES . B—ATiH&H —4
WA ZHFR(DN), T HRIERSB(IIH). £ LDAP,
TUH 2 A R, il 7 2 EEL K
12 LDAP 45t . AR HIIH AL LERDIR &5 14 i Tt
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Figure 5. The synchronization manager of the accounts for aca-
demic information system and human resource system
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Figure 6. The synchronization manager of the student accounts for
educational System
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Figure 7. Hierarchy diagram of LDAP
7. LDAP i EE

I A (de = tnua, de = edu.tw), ZERJE T H 4L,
Sy HRN(RGid F#E4H (ou = service, dc = tnua, dc

edu.tw))FI(HE 2 & AL ZARKZEH#E4 (ou = people, dc

tnua, dc = edu.tw)), =K NHHLR, 5HR(RAEL
FH#E2H (ou = service, dc = tnua, dc = edu.tw))F([E 2. &
b EARK2FE4H (ou = people, dc = tnua, dc = edu.tw)),

S5 TERDIR S A it 0 300 H — M =2 AR 3R 72 (person), &
—ANREIR B R s (1 T50 H A — AN AR R R,
TERPIR 546 3 A i FL B R JE X R 25 ME— 1 451
u:

Cn = xxx@tnua.edu.tw, ou = member, ou = people,

dc = tnua, dc = edu.tw

Copyright © 2013 Hanspub



REFTBR ARG L BN GRS EE 2L

H AU 7E LDAP(ZUR 7t A #¥4H (ou = member, ou =
people, dc = tnua, dc = edu.tw)) A 77N 72 AR () ¥k}
Bk, BANANRGEAEEA B, it LDAP A
N RGRHE M LU E Mk 2 Fisil.

3.3. LDAP X BN AEFRE

YA &R INARGHEHIFE T, I0RER TR
GRBOREE R, H&RGEHTIME. NG —# R
Giik 5 55, & BHRARSA LI LDAP BETIK 5 36
WIE, WFESUEAKGENLS], 23] LDAP 317 IA
WEWA 8.

OpenLDAP Jy Linux Z N FHEAAR, LDAP KN
MEF#ES, DUstEFER e,
include/inetorgperson.schema 44 441, 47 LDAP 4~
NGB RREREE, ATHEN 1) & SCH et
inetorgperson.schema. 47 ZFR. FRIELA . WA
fidw'5 . 2) 104 inetorgPerson ObjectClass W4 3E/3F b
A, 3) 4T OpenLDAP =5 5)) ReStart. #
BOE AR T«

5T 1: OpenLDAP A Linux N F4K{A, Attribute
= EE RS Hvletc/openldap/slapd.conf, AR AT R
2 LDAP include schema
include/etc/openldap/schema/core.schema
include/etc/openldap/schema/cosine.schema
include/etc/openldap/schema/inetorgperson.schema
include/etc/openldap/schema/nis.schema
include/etc/openldap/schema/misc.schema
include/etc/openldap/schema/FreeRadius.schema
LA include /etc/openldap/schema/inetorgperson.schema
514 idNumber AT H
attributetype (2.16.840.1.113730.3.1.219# %5 L L 45
NAME V'idNumber\' #1244 Fx
DESC \'for tnua.edu.tw id number\' #ifii&

SYNTAX 1.3.6.1.4.1.1466.115.121.1.40{20})# ¥ 1 ¥*
(ETRS)

B, 2: KR 2 LDAP N A B REMER, B
1 inetorgperson ObjectClass 4 3H/F 25 A fi7
#inetOrgPerson
#The inetOrgPerson represents people who are associated
with

#an organization in some way. It is a structural class and
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Table 2. LDAP personnel data attribute table
% 2. LDAP ARHENBIER

Attribute Value J 1 1 B
Gid Number 10000 T RIS
Object Class inetOrgPerson LDAP ¥
Object Class posixAccount LDAP #yft:
Object Class inetLocalMailRecipient LDAP ¥

Mail xxx@tnua.edu.tw A1
Uid xxx@tnua.edu.tw LDAP k5
Uid Number 2001 AR
Cn xxx@tnua.edu.tw 5 & K5
Home Directory  /home/xxx@tnua.edu.tw Samba FA A H 3%

Hr student 1 REENERZEKS

Id Number XXXXXXXX SUHIE
Given Name XXX w4

Mobile XXXXXXXXXX 1TBHLTE

Birthday 1980XXXX AR E

Status 1 R BER
Sn B0804 NSRS
Title tea SO L (R 5154
HOHR G
Card No. 02XXXXXX A R
Mail Host mymail.tnua.edu.tw Mail Server
User Password {CRYPT}FQIVLBeqPEQg| 18 I # # 1
Postal Address XXX JE R HbE
Postal Code XXX 36 [X =
Ou 1201 ARG
Description E01 S5
Ze e — DBiAiE
LA
LDAPIAGIE
LA
LDAPIAIE

Figure 8. The LDAP authenticate mode of information system

8. HIMARLX LDAP HTIAIE

is

#derived from the organizationalPerson which is defined

in
#X.521 [X521].

objectclass (2.16.840.1.113730.3.2.2 #1445

NAME\inetOrgPerson\'#4) {4 FR

DESCVRFC2798: Internet Organizational Person\'#%} %

ik

SUP organizationalPerson
STRUCTURAL

MAY (#%F %t

EEIDiE =Y A

audio $ businessCategory $ carlLicense $ department-
Number $
displayName $ employeeNumber $ employeeType $
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givenName $
homePhone $ homePostalAddress $ initials $ jpegPhoto $
labeledURI $ mail $ manager $ mobile $ o $ pager $
photo $ roomNumber $ secretary $ uid $ userCertificate $
x500uniqueldentifier $ preferredLanguage $
userSMIMECertificate $ userSecondPassword $ sec-
ondMail $ idNumber $ status $ birthday $ userPKCS12))
$ 8 3. H¥H 5 OpenLDAP ReStart.

3.4. SSO INIE<EBIER

WETE Y] SSO Mk A RS TR I3 A I ik 5 5%
AT H 3255 248 LDAP J A7 5T % KL DB 3k
F&IHEH, & RGT07% LDAP #HATIK 5 IAIERT,
VLR SR HR A K 5 B2 iRA7 78T DB, REX DBSSO iAiEE
Z B . 1) SSO Server IAIIF 58 B M A& AT = A4E XML
M EEFERD, 2) Client Suf@#T(Parsing) B server
xml Z MRS R SR R

PLR A SSO Server AE 58 EE Al 4% AT = A2 XML 1]
FEFEXAY, SSO Server 7 LA Microsoft Visual Studio
2000 R T A, bh CeNfE P RIE S 2 XML 41
THR:

1. public string sessionStatusXML

2 {

3. get

4.  {  NEEXMLYHF

5. XmlIDocument xmldoc = new XmlIDocument();

XmlDeclaration node_dec =
xmldoc.CreateXmlDeclaration ("'1.0", "utf-8",
"yes");
xmldoc.AppendChild (node_dec);
SessionUser = xmldoc.CreateElement ("Ses-
sionUser");
IR IR AN GUIDA XS BE i User
. if (id ==0)

10. {

11. user = xmldoc.CreateElement ("mem-
ber");

12. user.InnerText = "null”;

13. SessionUser.AppendChild (user);

14. xmldoc.AppendChild (SessionUser);

15. }
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16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42
43,
44,

else
{
114N S User £ 25 BR k25 1
if (disabled == true)
{
user = xmldoc.CreateElement("member");
user.InnerText = "null";
SessionUser.AppendChild (user);
xmldoc.AppendChild (SessionUser);
}
IGUIDX J3; #l|User H.User & 43 /& 7E B B 7E %
else
{
177 Hmember J& YA AL
user = xmldoc.CreateElement ("member");
user.InnerText = member.id;
SessionUser.AppendChild (user);
117 A A AL
username[#: 441+ type [& 73]+
staffld [\ SRS/ 5], idNo [& 7]
guid [User& AR IGUID]. userlP [ AIP].
logDate [ AR [E]]. disabled [tk 5 4% 7515 ]
inutesDiff [H A []]« unit [User 4674845
}
}
1177 H 45 XML 45 Client
return xmldoc.OuterXml;
}
}

Client Zigfif AT (Parsing) & Bt server xml 2 tAiE45 F

2 XREEFEEUAY, Client #K#% Web Application 7 B 15

(I35 5 R MEHT SSO Server [RIAE [ XML £, i —45
s 0 5 o LR 2 LL C#AFI Parsing SSO Server

[Fl % i) XML

1. protected void Page_Load(object sender, Even-
tArgs e)
{

o g M wD

I 45 User & AEIPFIGUID

string guid= Request["guid"];

I 5 XML

XmlIDocument doc = new XmlIDocument();
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7. 1145 %€ #SSO Server B3 XMLAY
doc.Load(
: 1114 17SSO ServeriZGUID &M —>User
10. "http://eip.tnua.edu.tw/Portal/CheckGUID?member
Log.guid = "+guid

11. );

/IParsing XML member attributef={; % £}

12. string mail =

doc.SelectNodes("//member™).ltem(0).InnerText;

13.  //Parsing XML ip attributef {7 7%k}

14. /134 Web ApplicationZs £ 118 N B iE AL

15. }

&K 5 RIS AECT LDAP H RS &
4t R RGN BT LDAP AIE, BB
WARG 28 LDAP A, SCHfE .

1. string path =
"LDAP://cldapc.tnua.edu.tw/ou=member,ou=pe
ople,dc=tnua,dc=edu.tw";

DirectoryEntry de = new DirectoryEntry(path);

bool result;

try

{

de.Username = String.Format("uid={0},ou =

IS

member,ou = people,dc = tnua,dc = edu.tw",
account);
de.Password = psd;
de.AuthenticationType = Authentication-
Types.None;
9. string a = de.Name;
10. System.Diagnostics.Debug.WriteLine("LDAP ZAlE
FII™);
1. }
12. catch (Exception €)
13. {
14. System.Diagnostics.Debug.WriteLine("LDAP il
Rmmy;
15. }
16. finally
17. {
18. de.Close();
19. }
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35. HilkEHK

Hklz SSO #4t, W FiEd £ & MHE RN EA
ERZ RGN, USSR fRESRELFR. —
T2 AR 7 2 e 3 A gk A7 M an LA Apache
IMeter Java ¥ A2, Gl BIEEAT R 77 IR0 14 B &
T H. IMeter AT LA#AAT Hitp. FTP. RDBMS(KEK
LFRLE). LDAP. SOAP 5 WebService 511 1%k LA
Jagaeiak. 5 H AT ks T IMeter #2508, A
AU S4B, RS2 PR B —HLAS A AR
3761 DA SE B [B] ) TR R & tH R 4, R
B I TRV e R AR 4, AR BN B 1a] e i
A, AR AT (K e R BT 23 B BAE DR = R N R AR 1 471
BT MR A IS 5 A0 G SRR AR e 1 o 5 B4 B
WA RZAL, WSR2 NSeplilli, a1 10 A
DAL A B N D REAR [R] 2 AR S5 R IR G, AEFRATLAE
JriEaHE 10 NFNSEHLERE/REl—ig 42 &
ZIR, AR SSO R4 FaE i KA BN
TR ARG AR, DRSS T RS TR
JTHE IE 2 Ak

9 FATRLH] IMeter BRARKEAN 2 s /7, B4
10 #1000 4~ Users &k Web Application #E4T
LDAP Query, F£¥ & MR LA DB #% i 17, e
PATE R 10, 5 LDAP Query JTUARF[H] . LDAP
Query 25 A [H] L KBRS = FD,  B0F e Il 45 SR 3R1S 118
AT KRG 2 280, KN 16 =10, &/ 0 =
o

BE I A R K 5 TR T DB AR R
LDAP, WAZ % FE A7 HU% H AN 2 4o B FE 2 R AR,
B DX 2 77 K B BB A, ) 38 SR R A Bh 44 Bk 4
MOEFAREBE NGB ARTZEEN FIEEHR
(Access Control List, ACL). BUK¥RIINI%. LOG id
oS AURGN R UL

1) AEEBNER: —/NE R 3 IRENRIK,
Bl exi#id Emaily il a1kl 11 Pios:

2) AUEVFZ E BN [F]— 8] 2 AEHEVE R — ik
GHATENEIP RGVINRZ HENBEEANKH T,
SHE M. W 12:

3) f7HuH% 2% (Access Control List, ACL): 53 IP
Tables HUEVFA141 IP #E47 GUID K Query.

4) BURGURLINE i HI R A Base64 AT N
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{ IMeter ‘
1000 Users / 10 Sec

| mmsa

LDAP Query
Web Application | fikiFos
|
OpenlLDAP | < MssaL i

Win Server2008

Figure 9. The stress test by JMeter Software simulation

9. IMeter R A4 < Ik F73list

id | beginTime | endTime | result | df |
2041 | 20120710 1486:27 963 20120710 145627 580 16
247 20120010 1456:28027 20120710 14:56:28.043 16

291 2200145628510 2M2071014:56:28 527

1
1

290 200145628510 201207101456:28527 1 16
1

292 M2001456:28510  201207101456:28527 1

Figure 10. The stress test results by JMeter Software simulation

10. IMeter 3Rz EHALRER

Foew BV S HET fevielEmm ey re]
£FE  coaguudaoedo b

=

=m BB EE BEP RSN AR A

VAR chonzlai € iy edslm

Y : 20130400 14:20:50 ~ 2013-04-09 1520:50 (L #5650
RN : £33k 3 YR R IFR S EEREEA ) ELE R IRAE
R AR A NS W PO 2896-100042226

886011547792

chongkaiidtnu
a. edu, twiFl
N P 3 2
L kAL g
EIPS:H

Figure 11. lllegally logged notice
1. EEBANEHA
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Figure 13. The EIP home of system login
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Figure 14. The queries of forgot account or password
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Figure 15. EIP operation page
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