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Abstract: Parallel data streaming algorithm was proposed according to the weak real-time performance, low detection 

precision and estimation accuracy for detection of long duration flow. The different threads access the shared data struc-

ture in the parallel algorithm of long duration flow detection based on shared data structure, but it generates excessive 

synchronous overhead. On the basis of the analytical result on the parallel algorithm of long duration flow detection with 

shared data structure, the different threads own local data structure in the parallel algorithm of long duration flow detec-

tion based on independent data structure, where it doesn’t need synchronization and generates minor overhead. Theoreti-

cal analysis and experimental results show that the parallel algorithm of long duration flow detection based on independ-

ent data structure has good time efficiency, high detection precision and estimation accuracy of long duration flow. 
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min

f

c c

′ =  (8) 

 t t

′ =  (9) 

7) 3�²q��-�+�ekl� Cuckoo 

.û/n�|C�+XYZ[ c

f

� G e

f

+Gw�

�vw d���ÝC���¯ LDF� 

l:òZ[�ÛaD»¼����h+���

��ÑWð�'(�Ñ)â+ LDF ñò��»È

@òAB� 

��l¾st�~@ò�st�+
�9�

¯Ï¾ö�=�
� 4éàV�(E5-2403 1.80 GHz)A

8 GB�kM CentOS 6.5�¨ÀÁ�CERNET�Ñ

�

[31]

���ný� �!�KÂ�+"#�H���

¹º$ø+��%�9��XYZ[¯ 30 min�J

Trace1/] CERNET�Ñ��CAIDA�Ñ�

[32]

�

��OC 48������¹º$ø+��%�9��

XYZ[¯ 30 min�J Trace2/] CAIDA�Ñ��

/ 1 &]°����+��ÁK9��¹'��

��+Õòû�A���M����� CERNET

�Ñ�KÂ�XYZ[+()©×�¶(CDF)�3

� 4 -]�79.9%�+XYZ[�� 2 s�19.8%

�+XYZ[e�� 15 min�0.3%�+XYZ[

�� 15 min

[7]

� 

� 1 �������	 

��� ��� ��� �� 	
��/min 

Trace1 1 958 084 711 29 413 424 2 852 574 30 

Trace2 6 394 510 148 135 923 623 9 707 390 30 

 

�5&]°ð�'(�Ñ)â+LDFñò��

»Èl CERNET�Ñ�� CAIDA�Ñ�~+:ò

Z[�Zn�*+/]��»Èn�O���,+

/]��»È+:òZ[�&� 5.÷�\]�O

��+ÚÛ�C»È+:òZ[ÚÛ�#s--�

31�� 6&]°ð�'(�Ñ)â+ LDFñò�

�»Èl CERNET�Ñ�� CAIDA�Ñ�~+Û

aD�*+/]��»Èn�O���,+/].

�O+ LDF��»È�C»È+:òZ[+Dw�

&� 6.÷�\]�O��+ÚÛ�C»È+Ûa

D�3��#s--�ÚÛ� 

 

 4  �	
��������� 

 

 5  LDF������� 

 

 6  LDF������ 

&~���)��<.÷�ð�'(�Ñ)â

+ LDF ñò��»Èn�O��+ÚÛ/TÆU

C»È+Ì/�l�./0�-�OlàVWö�
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�ZÒÍ�ZgUg12�23gö�O�D'(

IJZÒÍP���4½5����Z��.ãb

Ç�æ�O+��1� 4Z�C»È+Ì/Û\]

�O+ÚÛT�lSTæ�O+��g� 4Z�Â

È+Ì/44ÚÛ�#sî�5^�6ì7�Ç8

+FÍ0�-st�'� 4 öé�4 ö�O�>l

Wöé~*+�:ò-rV\+�-ã�æ�O+

��1� 4Z��OIC/��Ç?9+ñò:ò�

,�Ox[+�4ÆU½5��� 

:~-��ð�'(�Ñ)â+ LDFñò��

»È�ÒÍ�D'(�Ñ)â�&T.ã&;�3

1gö�Ñ)â+¢ñ½5��Zôû<°�kÅ

[�#T�æ��²qZ�Wö�O�D'(�Ñ

)â�¯°�Çgö�Ox[+�4�Pì012

W'(�Ñ)â+/«@òÛ2�"#012/¾

^OÃ~uÖC»È+ñbÌ�,-géàV�À

Ábmgö0³�Z�D'(IJ�1³-¡ðÌ

+�¾ö012�Z·/�¾ö1³�gö0³�

ð�'(�Ñ)â+ LDFñò��»Èn�gö�

O=>�P�'(�Ñ)â(Cuckoo .û/)�)*

g�+�4½5����ð�'(�Ñ)â+ LDF

ñò��»ÈoÈäåÖa��hXYZ[��

�+IJÒè� 

5  ��������	 LDF 
���� 

�û&»È7�A»È�OAÌ/�<M��

AB»¼?�ð�*+�Ñ)â+ LDF ñò��

»È�C»Èn-��O8�H�+���Ñ)â

(Cuckoo .û/)�9òH�+��ÂÈ� 

5.1  ���� 

¯°/�@I�XYZ[��+IJÒè�Ý

��H��+�� �²H�+���H��h�

¶8��A=Ì�3�BC�� ����./6

ì�$�O+´µ���¯°�Çe��Ox[+

´µF�����¾óWö�OàV�3H���

+���H�ð�'(�Ñ)â+ LDFñò��»

Ène��Ox[ÒÍ�4�23�4½5���

oÈäåÖa��hXYZ[���+IJÒè�

¯°7sð�'(�Ñ)â+ LDF ñò��»È

+eå���u °ð�*+�Ñ)â+ LDFñò

��»È�C»Ène��Ox[eÒÍ�4�W

ö�O8�*++���Ñ)â�9òH�+��

ÂÈ�àV¾ö���¬¾ö���Ñ)â

(Cuckoo .û/)�*+@ò LDF��� 

ð�*+�Ñ)â+ LDF ñò��»È+	

á3� 7-]��ð�'(�Ñ)â+ LDFñò�

�»ÈHD�ð�*+�Ñ)â+ LDFñò��»

È+e�xàl�Wö�O·Ò´d���Ñ)

â�*+�� LDF�e)*�4½5�D�½5�

æ-��O9ò÷ìs�-��O+��)�+ñ

�Ý¯ð�*+�Ñ)â+ LDF ñò��»È+

rÍ��)�����C»È/�äåÖa��h

XYZ[���+IJÒè� 

 

 7  "#��$%�&' 

5.2  ���� 

ð�*+�Ñ)â+ LDF ñò��»È+ð

��OÏæ���Ñ�²qZ���KÂ��²q

+Z[Æ[�3���²q+Z[é���Z[z

{½�Z[��eHP+Z[Æ[���EFBZ

�Sæ��-�+�kl� Cuckoo .û/nZ�

3�C�Éõ+Z[é��æç��²q+Z[

Æ[+ç¾öZ[Æ[���´dC�Éõ+XY

Z[�Z[éSæ��-�+�ekl� Cuckoo 

.û/nZ�3�e�� Cuckoo .û/+�Éõ

+r��XYZ[P�G�HI+Z[é��æ

ç��²q+Z[Æ[+ç¾öZ[Æ[���Ý

C�ëì² Cuckoo .û/Sæ Cuckoo .û/¥

äZ�Hñr�ó�ÆJr�ó�¢ Cuckoo .û

/nr�XYZ[+�ÉõSæ��-�+�kl

� Cuckoo .û/n|�Éõ+XYZ[� G+

Gw��vwZ�C��x>¯ LDFSrs�ÝI

ö LDF��+ñ�¨¯��)�� 

ð�*+�Ñ)â+ LDF ñò��»È�O

3�� 

1) ��� Cuckoo .û/A��Z[Æ[½�

Z[ t

s

A�XYZ[ c

′
�Z[é t

′
 

2) æ��� f

id

+uö��²qZ�uTZ[

é T�KÂZ²q+Z[Æ[ t 

3) if tJt

s
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4)   EF Cuckoo .û/nBZ+�Éõ 

5)   if t

′
Jt

s

 

6)      Ý c

′
�¯ 0 

7)   Ý t

s

Kw¯ t 

8) if � f

id

�� Cuckoo .û/ 

9)   if t

f

Lt−1 

10)     ´d�XYZ[ c

f

�Z[é t

f

 

11) else if c

′
L0� t

′
Lt−1 

12)     l Cuckoo .û/nHñd+�É

õ�ñ´d�XYZ[ c

f

A G e

f

�Z[é t

f

 

13) if Cuckoo .û/¥ä 

14)   ñ+r�ó��¢ Cuckoo .û/nXY

Z[r�+�Éõ�ñ´d�XYZ[c

′
�Z[é t

′
 

15) if � f

id

�� Cuckoo .û/|�XY c

f

� 

     G e

f

+Gw��vw 

16)    x>� f

id

¯hXYZ[� 

17) ¢ñIö LDF�� 

5.3  ��	
 

�� 1  ¾ó n ö���ð�*+�Ñ)â+

LDF ñò��»ÈàVWö��+�FZ[:;

Ã¯ O

1

n

 

 

 

� 

�  æ��²qZ�KÂ��²q+Z[Æ

[ t�ÐÑ Cuckoo .û/n 2ö���3���-

�+� f

id

kl� Cuckoo .û/n�#sÝC�É

õ+Z[é t

f

�æç��²q+Z[Æ[ t @òD

0�M t

f

 � tHP�N=læç+Z[Æ[�C�

Éõ+Z[é t

f

¥¦�´d����C������

N=C�Éõ+Z[é t

f

lç¾öZ[Æ[��´

d°�Tlæç+Z[Æ[�����´d����

ÒÍ´dC�Éõ+XYZ[ c

f

�HI+Z[é

t

f

���C´d�O/�l O(1)Z[�÷ìS3�

��-�+�ekl� Cuckoo .û/n�ÞÑ�

XYZ[ c

′
�Z[é t

′
��-�ÝC�ëì²

Cuckoo .û/n�3�e�� Cuckoo .û/|

r�XYZ[�+XYZ[ c

′
¯ 0�HI+Z[é

t

′
��~¾öZ[Æ[���ÒÍÝC�ëì

Cuckoo .û/�´dZXYZ[ c

f

A G e

f

MZ

[é t

f

�C�O��/�l O(1)Z[�÷ì�¾ó

nö������ð�*+�Ñ)â+ LDF��+

ñò�Ñ�»ÈàVWö��+�FZ[:;Ã

¯ O

1

b

 

 

 

Uæ� 

�� 2   ¾ó nö���

1

m

ε
 =
 

 

�lWö�

�Z[Æ[��ð�*+�Ñ)â+ LDFñò��

»È¬ Cuckoo .û/+�FZ[:;Ã¯

O

m

n

 

 

 

� 

�  æWö��Z[Æ[½�Z�67�ö

Cuckoo .û/�ÞÑ��²q+Z[Æ[ t��É

õ+Z[é t

f

�¢BZ+��C�Ol O

1

ε
 

 

 

Z[

�÷ì�3� Cuckoo .û/¥ä��¢r�XY

Z[�Éõ��Z´de�� Cuckoo .û/|r

�XYZ[�+XYZ[ c

′
�Z[é t

′
�C�Oô

l O

1

ε
 

 

 

Z[�÷ì����lWöZ[Æ[��

¬ Cuckoo .û/+Z[:;Ã¯ O

1

ε
 

 

 

�¾

ó nö���

1

m

ε
 =
 

 

�-ãlWö��Z[Æ[

��¬ Cuckoo .û/+�FZ[:;Ã¯

O

m

n

 

 

 

Uæ� 

�� 3  ¾ó n ö���

1

m

ε
 =
 

 

�ð�*+

�Ñ)â+ LDF ñò��»È+�FÅ[:;Ã

¯ O(nm)� 

�  3�lWöZ[Æ[�Wö�·�¾

ö�� Ç�LDF��DEPB���x>DE�

ð���x>+�<)��
1ÒÍ O

1

ε
 

 

 

�kÅ

[�� LDF�l¾O+����lWöZ[Æ[

�·PQWö�+p¾ö������Äx f

id

�

Z[é t

f

��xs Ç+������ð�*+�

Ñ)â+ LDF ñò��»È+Å[:;Ã¯

O

1

ε
 

 

 

�¾ó n ö���

1

m

ε
 =
 

 

����ð�*

+�Ñ)â+ LDF ñò��»È+�FÅ[:;

Ã¯ O(nm)Uæ� 

5.4  ���� 

ç¼Wð�*+�Ñ)â+ LDF ñò��

»È@ò°VV�<��û�JH�+����

��Ñ�Wð�*+�Ñ)â+ LDF ñò��

»È@òAB�&:òZ[A��EÃM�XY
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Z[�K»¼ABC»È+Ì/�ñ�H?»È

@òD0�ª ILDF /]ð�*+�Ñ)â+

LDFñò��»È�Chen/] ChenP

[13]

u +

LDF ��»È�Lee /] Lee P

[14]

u + LDF

��»È� 

1) ABÄ� 

��n��J:òZ[�ÛaDABZ[�

×�ÛaDR�¾öÖtl.àV�ÀÁ�ñ

òàV�ÀÁn:òST+Z[D×�J��

�ð�*+�Ñ)â+ LDF ñò��»È+

Ì/�  

�� !×�"!×AB LDF��EÃ� !

×(false positive rate)R�$ x>+LDF����

x>+ LDFÕ�+D×�"!×(false negative rate)

R���x>+LDF����h+LDF�+D×�

ª�h+ LDF �¯ A��x>+ LDF �¯ B� 

!×/]¯ 

 

B A

false positive rate

B

−
=  (10) 

"!×/]¯ 

 

A B

false negative rate

A

−
=  (11) 

 !×A"!×f�/=��EÃfÖ� 

��HW GAB�XYZ[�HW G

(relative error)J����XYZ[+��w�?�

wx[+G OÃ�ª�XYZ[+��w¯

ˆ

F �

?�w¯ F���XYZ[HW G/]¯ 

 

ˆ

F F

relative error

F

−
=  (12) 

HW Gf�/=��wfE�� 

2) Z[�× 

�8&]°ð�*+�Ñ)â+LDF��+ñ

ò��»Èl CERNETACAIDA �Ñ�~+:ò

Z[�&� 8.÷�\]�O��+ÚÛ��»È

+:òZ[�3�sÚÛ�� 9&]°ð�*+�

Ñ)â+ LDF ñò��»È+ÛaD�&� 9 .

÷�\]�O��+ÚÛ��»È+ÛaD�Ú

Ûs3��&~���)�.ã� ��¯st

�·� 4 öé�-ã\]�O��+ÚÛ�ð�

*+�Ñ)â+LDFñò��»È+Ì/�uÖ

s�l� 

 

� 8  LDF	
���� 

 

� 9  LDF	
���� 

3) ��EÃ 

� 10&]° 3� LDF��»È+ !×�&

� 10.÷�\]�k½5ÚÛ�Chen� Lee»È

+ !×3��T ILDF»Èe)* !�� 11&

]° 3� LDF��»È+"!×�&� 11.÷�

\]�k½5ÚÛ�Chen� ILDF»È+"!×3

��T Lee»Èe)*"!�&~���)�.÷�

l !×�"!×»¼�ILDF »È+��EÃU

� ChenALee7 2�»È� 

 

� 10  LDF	
���� 
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� 11  LDF	
�$�� 

4) �XYZ[�K 

Chen»Èn��XYZ[�K/]¯ 

 [ ]( )1

1

ˆ

( ) min ( ) , 1,2

f i i ik

k K

d B f B h f i= = =
� �

 (13) 

Lee»Èn��XYZ[�K/]¯ 

 [ ] [ ]( )2

1

ˆ

min ( ) ( )

f k k

k K

d C H f B H f= +
� �

 (14) 

ILDFÂÈn��XYZ[�K/]¯ 

 

f f

3

f

, Cuckoo

ˆ

0,

c e f

d

−


=




��� �� ���

	


 (15) 

�XYZ[+HW G/]¯ 

 

f f

f

ˆ

, 1,2,3

i

d d

relative error i

d

−
= =  (16) 

� 12 &]°�XYZ[+�FHW G�&

� 12.÷�ILDF»Èn��XYZ[+�FHW

 G½�HWD05^�H��XYZ[�ekl

� Cuckoo .û/��XYZ[�KFó¯ 0�H

��XYZ[l[(φ − ε)D, φD]_`�kl"!�l 

 

� 12  �������	
�� 

15 min V��XYZ[+HW GÕ�~-ÚÛ

+��s��XYZ[+HW GWÇ�lîï�

Õx�� ChenALee »ÈHD�ILDF ÂÈgUr

U+�XYZ[�K� 

6  ��� 

����°lgéàV�¤(�~+hX

YZ[�ñò��DE�&'(�Ñ)â�*+�

Ñ)âÎ»¼óK°hXYZ[�ñò��ÂÈ�

ð�'(�Ñ)â+hXYZ[���ÂÈkl

IJ'(�23�Ox[kl0�+=>½5�ñ

e/�����hXYZ[�ñò��DESTð

�*+�Ñ)â+hXYZ[���ÂÈnWö

�O8�*++���Ñ)â��Ox[eklI

J'(����e)*=>½5�ñ|��¢ñ½

5��J?�+����@ò�����)�/=

2 �hXYZ[�ñò��ÂÈkle�+UÉ

C�ð�'(�Ñ)â+hXYZ[���ÂÈ8

�mJ�kÅ[�+UC�Zeåxàl�9òZ

[h�=>½5��Sð�*+�Ñ)â+hXY

Z[���ÂÈ8�Z[�×Ö���EÃÖ�ä
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mJX�+�kÅ[�Õ�~�ð�*+�Ñ)â

+hXYZ[�ñò��ÂÈU�ð�'(�Ñ

)â+hXYZ[�ñò��ÂÈ�7 2�ÂÈ+
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