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Abstract. Nowadays, most smartphones come pre-equipped with loca-
tion (GPS) sensing capabilities, allowing developers to create a wide vari-
ety of location-aware applications and services. While location awareness
provides novel features and functionality, it opens the door to many pri-
vacy nightmares. In many occasions, however, users do not need to share
their actual location, but to determine whether they are in proximity
to others, which is practically one bit of information. Private proximity
protocols allow this functionality without any further information leak-
age. In this work we introduce a novel protocol which is far more efficient
than the current state of the art and bases its security on lattice-based
cryptography.
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1 Introduction

Private equality testing is a very well-known problem in cryptography. In gen-
eral, it involves two entities, Alice and Bob that want to reveal only a single
bit of information: whether they have the same value or not. One solution to
the problem is using Diffie-Hellman as proposed by Huberman, Franklin and
Hogg [1]. A problem which is very close to private equality testing is private
proximity testing. Again, we have Alice and Bob that want to reveal only a sin-
gle bit of information, which now is whether they are in proximity or not. The
twist here is that Alice and Bob may not have the same value (location), but
they are “close”. Notably, in this case we have an additional restriction: location
is a low entropy source as the possible values are of the scale of 232, therefore
one could easily brute force it. Narayanan et al. [2] with an ingenious encoding
managed to reduce the problem of private proximity testing to private equality
testing.

Lattices are being studied for decades and several problems in their theory,
such as the shortest and closest lattice vector (SVP and CVP) have been proven
to be extremely hard to solve. This has led to the development of several pub-
lic key encryption schemes based on these problems. However, in the past few



years the interest in these schemes has greatly increased as they provide many
interesting features in terms of security and applications. For instance, while the
widely used public key algorithms such as RSA and ElGamal could be broken
with quantum algorithms, lattice-based encryption algorithms seem to be im-
mune to such attacks making them a good candidate for the post-quantum era
of cryptography.

Moreover, lattices have very interesting algebraic features that can be ex-
ploited to develop fully homomorphic encryption (FHE) [3,4]. Nevertheless,
most of the lattice-based encryption schemes provide only somewhat homomor-
phic encryption. While FHE supports arbitrary number of operations, somewhat
homomorphic encryption support only a limited number of operations.

In this work we exploit the properties of NTRU, a well-known lattice-based
algorithm to introduce a novel 2-party private protocol which is used for pri-
vate equality matching and then tested for private proximity testing. The main
advantages of the proposed protocol are the following;:

1. It outperforms the current state of the art by a factor of around 20x, depend-
ing on the security level. The reason why the protocol is far more efficient
than its peers is that it uses more lightweight computations, e.g. instead
of performing calculations over large finite fields, the computations are per-
formed over small polynomial rings.

2. In terms of security, NTRU is considered the best alternative for the post-
quantum era [5] as its security does not seem to be significantly decreased
by quantum algorithms [6].

3. Apart from private proximity testing, the protocol can be used for private
equality testing.

The rest of this work is organized as follows. The next section provides an
overview of the related work and in Section 3 we introduce the protocol and dis-
cuss its security. Section 4 presents some experimental results and a comparison
of the proposed protocol with the one of Narayanan et al. Finally, the article
concludes with some notes for future work.

2 Related work

2.1 NTRU

NTRU is a secure and extremely fast public key encryption algorithm developed
in the mid 90s, and its security is based on lattices. In fact it is so efficient that
it can be even compared with symmetric ciphers [7]. The original algorithm,
introduced by Hoffstein, Pipher and Silverman [8] works as follows. Firstly, we
select some parameters N, p and g which are publicly known and determine the
security of the NTRU instance. N is a prime, used to determine the degree of
the polynomials that we are going to use, so every polynomial is reduced modulo
2V — 1. In NTRU we use two moduli numbers one “large” (q); currently g is set
to 2048, and one “small” (p), which typically is equal to 3. Generally, all NTRU
operations are Z,[z]/(xV — 1), while some of them are made in Z,[z]/(z" — 1).



To generate the secret/public key pair, we select two random polynomials f
and g with small coefficients, that is -1, 0 and 1. However, for f we additionally
require that it is invertible in Z,[z]/(z™ —1) and in Z,[z]/(z™ — 1), so we denote
these inverses f, and f, respectively. The public key h is defined as h = pgf,,
while f and f, consist the private key. To encrypt a message m, we map m to
a polynomial with small coefficients and pick a random “small” polynomial 7,
and send the message ¢ = hr +m € Z,[z]/(z"¥ — 1). To decrypt c, the recipient
multiplies it with f and rearranges the coefficients to reside within [—¢/2, q¢/2]
and reduces it modulo p. Finally, we multiply the result with f,.

To make NTRU work, the amount of 1s, Os and -1s in f, g, m and r need to
be specific to allow message decryption. A message can be decrypted only if the
following inequality holds:

[fxm+prrsgl, <q

If this is not the case, then the result will be a random polynomial.

Due to a number of attacks, the original parameters of NTRU have been
updated [9] and the algorithm and its parameters have been standardized in
both TEEE 1363.1 and X9.98. A comparison of NTRU parameters with RSA
and elliptic curves is illustrated in Table 1. While there are many variants of
the algorithm such as [10-12], of specific interest are the recent variant of Stehlé
and Steinfeld [13] which makes it even more secure!, using Regev’s learning with
error approach [14], and the variant of Lopez et al. [4] which builds on top of
NTRU to create a FHE scheme.

Security RSA Elliptic NTRU
Level Curves p q n Public key (bits)
128 3072 256 3 2048 439 4829
192 7680 384 3 2048 593 6523
256 15360 521 3 2048 743 8173

Table 1. Parameters for the most popular security levels (in bits). For RSA and
elliptic curves, the numbers denote the length (in bits) of the underlying mod-
ulo field according to NIST (https://www.nsa.gov/business/programs/elliptic_
curve.shtml). For NTRU, the numbers are precise and recommended by Securityln-
novation [15].

2.2 Private proximity testing

In private proximity testing, Alice and Bob want to check whether they are
in proximity, without disclosing their whereabouts. These protocols are gaining

! In this variant, NTRU becomes CPA-secure in the standard model, under the as-
sumed quantum hardness of standard worst-case problems over ideal lattices.



more importance due to the wide adoption of location awareness from Online
Social Networks which notify users of friends that are close. The feeling of close-
ness and the hope that one could find the other half just around the corner is
also exploited by mobile dating applications. However, as it has been shown, this
exposes users to many threats [16-18].

The protocols in the literature can be categorized in three overlapping cate-
gories. The first categorization is made according to who makes the testing. For
instance, if Alice and Bob outsource the testing to Trudy, a trusted third party,
then we have the so called asynchronous protocols. Note that in these protocols
while Alice and Bob trust Trudy in that she will make the proper computations
and that she will not collude with either, they are not willing to provide her with
their locations. On the contrary, Alice and Bob will only provide Trudy with an
encrypted version of their locations. However, if Alice and Bob want to perform
the tests on their own without another entity, we have the so-called synchronous.
Clearly, in the first case only the initiator needs to be online, while in the latter
both need to be online. We consider privacy preserving data dissemination tech-
niques beyond the scope of this work, nevertheless, the interested reader may
refer to [19] for an overview of such methods related to location privacy.

Depending on the nature of the exchanged data, we can have further catego-
rization. Most protocols will use the GPS location of the users, or more precisely
their position on a grid, allowing users to report fake locations. To counter this
issue, Zheng et al. [20] as well as Lin et al. [21] have recently provided efficient
solutions. Both these protocols gather “environmental” data such as GPS and
WiFi signals which are known only to users who are in a specific area at a given
time to derive some “fingerprints”. These fingerprints are then sent to the other
user to perform a private check to determine whether they are within proximity.

Finally, one could categorize the private proximity protocols depending on
the underlying cryptographic primitive. For instance, there are protocols which
are based on symmetric algorithms, grid transformation keys, while others are
based on homomorphic encryption or specific hard mathematical problems.

An overview of the categorization of current state of the art algorithms in
private proximity testing is illustrated in Figure 1.

2.3 The protocol of Narayanan et al.

Narayanan et al. in [2] make a significant contribution in private proximity test-
ing. As already discussed, they introduced a new grid system with three over-
lapping grids which reduces the problem of private proximity testing to private
equality testing. From the protocols that they introduced in their work, of spe-
cific interest is the synchronous protocol which is based on an elliptic curve
variant of ElGamal.

Let g a generator of the group G, x Alice’s private key and let h = ¢g*. For
efficiency, we may use as G the additive group of an elliptic curve over a finite
field. Moreover, we assume that Alice is located at £4, Bob at £5. Alice’s public
key is (E, g, h); where E denotes the elliptic curve she uses, and « is her private
key. The steps of the protocol are the following:
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Fig. 1. Categorization of current state of the art protocols in private proximity testing.

Firstly, Alice encrypts £4 with her public key and sends Bob C4 = (g", h"+%4),
where r is a random integer. On receiving C'q = (c1, ¢2), Bob picks two random
integers s,t and sends Alice: Cp = (cigt, c3h(*=58)). Finally, when Alice re-
ceives: Cp = (u1, uz), she computes R = ugu; *. If R = 1, then she deduces that
{4 = {p, otherwise R will be a random point of E.

3 The proposed protocol

3.1 Threat model

Like most privacy-preserving techniques, we assume that users have a honest
but curious (HBC) behavior. According to the HBC model, also known as semi-
honest, users will follow the rules of the protocol (honesty), they will not act
maliciously, nevertheless, they will try to extract as much information as possible
from the other users. This threat model can be considered realistic as in most
social LBS services, the users have some form of acquaintance (e.g. friends,
colleagues) or want to have (case of mobile dating applications). Thus, users
have no incentive to behave maliciously.

We assume probabilistic polynomial time (PPT) passive adversaries that
are polynomially bounded and do not have the ability to break the underlying
cryptographic primitives. Moreover, we assume that an adversary may monitor
all the exchanged traffic of the users. Nevertheless, we do not consider active



attacks; the exchanged messages in a execution of the protocol are authenticated
and integrity protected, therefore an adversary cannot modify or inject fake
messages making them seem legitimate.

3.2 Main actors and desiderata

In what follows, we use the grids of Narayanan et al [2], to reduce private prox-
imity testing to private equality testing. In this regard, we assume that we have
divided the earth with a grid, where each square is marked as L£;. Therefore,
the scope of the protocol will be to determine whether two users, Alice and
Bob are in the same square. The set of all possible squares is denoted as L, so
L= {El,ﬁg, ey Ek} where |£| = 0(232)

Moreover, we assume that there is a bijection x : £ — L(x), where L(z) is
a set of polynomials in Z,/(z"V — 1). The role of x is to encode a square L; to
a polynomial ¢; in order to use it in the NTRU-based protocol. Therefore, for
simplicity from now on when we refer to a location of an entity, we will represent
it as ¢;. Clearly, this encoding is known to everyone.

Finally, we assume that each user constructs a NTRU key pair. Note that
users do not need to share their public keys with others, but only n, p, ¢ and
the “noise” parameters. For the sake of simplicity, we assume that users have
already agreed on the above, e.g. they use NTRU_EES439EP1 for 128 bits of
security, and we call them public parameters. Clearly, this feature drastically
decreases the communication cost as users do not need to store any additional
information about their “friends”. As it will become apparent, the knowledge
of the actual public key does not add any additional value, since the operations
that have to be made by the recipient are depend solely on the n, p, ¢ and the
“noise” parameters. Moreover, since NTRU is considered secure, the publication
of the public key h does not jeopardize the security of the scheme.

3.3 The protocol

Let Alice be located in ¢4 and Bob in £g. Even if Bob does not know Alice’s
public key, he may perform some operations on Alice’s encrypted location us-
ing the public parameters, to allow Alice determine whether he is within her
proximity, that is £4 = (.

Initially, Alice sends the message c4 = rh + £4 to Bob, where r is a random
invertible polynomial in Z,[z]/(z" — 1). Then Bob picks a random polynomial
p with small coefficients and sends Alice cg = p(ca — £). Alice receives it and
checks whether r—!cpg decrypts to zero.

3.4 Protocol correctness

Let us assume that [, = . Then, in step 2, Bob computes:

cg = plca — L) =rhp



that he will sent to Alice. Thus, when Alice in step 3 decrypts:

rleg =r"lrhp=hp

the result will be 0, otherwise it will be a random polynomial.

3.5 Security Analysis

We consider both external and internal adversaries. An external adversary rep-
resents all entities other than the users running the protocol, while an internal
adversary represents an honest-but-curious user running the protocol. In any
case, the goal of the adversary is on input the messages exchanged during a pro-
tocol run and (in case of internal adversaries the private keys of the adversary),
to learn the private input of the honest user(s) running the protocol. In the fol-
lowing analysis we will first examine internal adversaries (either a curious Bob
against Alice or a curious Alice against Bob). Obviously, the security arguments
also hold for external adversaries.

Definition 1. A function v(-) is negligible in x, or just negligible, if for every
positive polynomial p(-) and any sufficiently large x it holds that:
1

v(z) < m

Private input indistinguishability We formalize private input indistinguisha-
bility by a security experiment DistFExp in which the adversary A has access
to an oracle O that on input: the low-entropy set of all possible private input
L, the public parameters of two users Alice and Bob n4,np and a protocol run
[ca,cB,y], is used to extract information about the private input of Alice and/or
Bob. In case on an internal adversary, then the oracle is also given the private
keys K of the compromised user. If O%# is able to distinguish the private input
of a target user (l4 and/or Ig) from the set £ using the given input (where |£]| is
the security parameter), then the output of the experiment is 1, else the output
is 0.

Definition 2. [Private input indistinguishability] A protocol provides private
input indistinguishability if V. PPT adversary A, 3 a negligible function v such
that:

1
Advantage(A) = | Pr[DistExp(|L]) = 1] — ] | = v(£])
Theorem 1. The proposed PET protocol provides private input indistinguisha-

bility for Alice against a curious Bob, provided that the NTRU encryption algo-
rithm is secure.

Proof. Since Bob only learns the public key h of Alice and ¢4 which is the NTRU
encryption of 4 with the key h, clearly Bob cannot learn the private input of
Alice assuming that the NTRU cryptosystem is secure. ad



Theorem 2. The proposed PET protocol provides private input indistinguisha-
bility for Bob against a curious Alice, provided that the NTRU encryption algo-
rithm is secure.

Proof. Let us assume that Alice wants to find Bob’s location when £, # (g.
Alice has cya,cp, as well as to her private keying material f and f, and to the
polynomial r. Since Bob is assumed honest, the structure of c¢g will be of the
form cg = p(rh+ €4 — {p).

Since the value p is only known to Bob, the only possible way for Alice to
reveal £ is through brute forcing. Alice may attempt to calculate all 6; = €4 —¢;,
for each possible ¢; € L (recall that £ is a low entropy set). Then Alice would
decrypt ¢p in order to find which d; corresponds to the actual decrypted value
and thus learn ¢;.

While the values rh+6; are known to Alice, trying to solve these equations in
Zy[x] /(2N — 1) would not give her an actual advantage. We consider two cases:
In the first case, if 7h + §; in not an invertible polynomial, then Alice will not
be able to recover p from cp and thus she will not be able to test these values,
without the knowledge of p.

In the second case, if rh + §; is invertible, then for each such ¢;, Alice would
get |K| additional possible values for p, without being able to distinguish the
correct one. Therefore, Alice cannot distinguish the private input of Bob in case
of private input inequality.

We should note that in either case; rh+9d; being or not being invertible, Alice
would have to brute force the polynomial which would requires O(cV) attempts.
For more details on the latter, the interested reader may refer to [15]. a

Note that while the original NTRU is not IND-CPA secure, like RSA with-
out padding, the variant of Stehlé and Steinfeld [13] provides this feature and
the adaption of the latter scheme is straightforward. Moreover, the paddings
proposed in [38-40] make NTRU IND-CCA2-secure, with the latter making it
IND-CCA2-secure in the random oracle model.

Theorem 3. The proposed PET protocol provides private input indistinguisha-
bility against external adversaries, under the NTRU assumption.

Proof. The proof is an immediate result of the previous proofs. Notice that
external adversaries have no access to any keying material (e.g. of a curious
party). O

4 Comparison/Experimental Results

We compare the NTRU with the Narayanan et al. protocol in a machine with an
Intel Core i3-2100 CPU at 3.1 GHz with 6GB of RAM, running on Ubuntu 15.04
64 bit. The implementation in both cases is made in Sage?. For NTRU we have
used the latest parameters proposed by SecurityInnovation [15]. The parameters

2 sagemath.org



are illustrated in Table 2. According to their recommendations, to generate f,
we compute a polynomial P(x) which is of the form A;(x)Az(x) + Az(z), where
polynomial A;,i € {1,2,3} have D; coefficients set to 1 and D; coefficients set
to -1. Similarly, to construct polynomial g, we select a polynomial having D,
coeflicients set to 1 and Dy — 1 coefficients set to -1. Finally, each message, when
converted to polynomial must have at most D,,, coefficients set to 1 and D,,, — 1
coefficients set to -1. The code to perform the experiments is publicly available
on Github?.

Table 2. NTRU parameters for different security levels

Level(bits)p q n Di Dy D3 Dy Dy,

128 32048439 9 8 5 146 112
192 32048 593 10 10 8 197 158
256 32048 743 11 11 15 247 204

The protocol of Narayanan et al. has been implemented over elliptic curves,
as the original. To provide 128-bits of security, we used Curve25519 [41] well-
known for its security and performance. Furthermore, to provide 192 and 256 bits
security we used the curves M-383 and M-511 respectively, both described in [42].
Note that all these curves are renowned for their security and performance, so
they were selected instead of random elliptic curves. The experiments report the
averages of 1,000 executions of the protocol in a single thread.

Table 3 clearly illustrates that the proposed protocol is far more efficient
than the protocol of Narayanan et al. More precisely, the protocol is approxi-
mately 20 times faster. The result can be considered expected, as the protocol of
Narayanan et al. has to perform more and heavier computations. In Narayanan
et al. Alice (the initiator of the protocol) has to perform 3 exponentiations and
Bob 4 exponentiations. On the contrary, in the proposed protocol Alice has to
perform 1 encryption and 1 decryption with NTRU, while Bob has to perform
one polynomial addition and one polynomial multiplication. Therefore, in all
security levels Bob’s cost is below 2ms. Further comparison to other schemes is
illustrated in Table 5.

It has to be noted that implementing the protocols in another language like
C would make the implementations far more efficient, mostly in favor of NTRU
as its structure is rather lightweight and can receive many improvements, as
highlighted in other works e.g. [7]. Nevertheless, the result can be considered
in accordance with the reported results of other implementations e.g. NTRU
project?.

3 https://github.com/kpatsakis/NTRU_Private_Proximity_Testing
4 http://tbuktu.github.io/ntru/



Narayanan et al. Proposed
Security Alice Bob Total Alice Bob Total

128 80.718 99.194 179.912| 7.362 1.051 8.413|21.385

192 102.267 133.873 236.140(10.527 1.518 12.045|19.605

256  155.329 193.887 349.216|12.733 1.745 14.478|24.120
Table 3. Comparison of the Narayanan et al. protocol with the proposed. Time in ms
and Security in bits. Ratio denotes the ratio of the total time of the Narayanan et al.
protocol over the total time of the proposed protocol.

Ratio

While Sage is based on Python, and there is already a Python implementation
of Curve25519 available®, the Sage implementation was far more efficient so it
was used it for the experiments.

Security Narayanan et al. Proposed

128 128 1208
192 192 1630
256 256 2044

Table 4. Approximate communication cost in bytes. Security in bits.

Table 5 provides an overview of the comparison of the proposed protocol
with its peers, highlighting the “heavy” computations that each party needs to
perform.

The major disadvantage of the protocol is that it has a significant bandwidth
overhead, see Table 4. Since NTRU has far bigger keys and messages compared to
elliptic curves, the exchanged messages are far bigger than the ones in Narayanan
et al. so performance boost is balanced by the communication cost.

Protocol Efficiency
Pierre  [27] 6exp+3 DL Bob: 6exp
NFP (28] 2 exp/user
EG-PET [2] Alice: 3exp Bob: 4exp
DH-PET ([30] 2 exp/user
Proposed Alice: 3 mult.

Bob: 1 mult. 1 add.

Table 5. Comparison of our protocol with its peers.

® http://ed25519.cr.yp.to/software.html



5 Conclusions

The continuous development of location-aware applications and services might
provide users novel features and functionality, nevertheless, it implies serious
privacy exposure. This exposure can be significantly reduced in many occasions,
since users do not need to share their actual location, but their proximity to other
entities, which is a single bit of information. Current state of the art contains
several private proximity protocols to enable this functionality with the least, if
any, user exposure as they diminish information leakage.

In this work we introduced a novel protocol which is far more efficient than
its peers basing its security on lattice-based cryptography, and more precisely
the well-known NTRU algorithm. To the best of our knowledge, this is the first
private proximity testing protocol, and probably the first for private equality
testing, using lattice-based cryptography. In the future, we plan to make a more
optimized implementation, using a low level programming language to further
examine the efficiency of the protocol. Furthermore, we plan to study the cost of
converting the protocol according to the variant of Stehlé and Steinfeld [13] to
provide CPA-security, as theoretically, the changes in the protocol can be easily
made.
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