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Abstract: Spam is one of the most serious attacks against online social networks (OSN). Recently a new type of spam 

attack occurs, which named shared spam attack. The shared spam attack can separate the storage and dissemination of 

spam content, making the existing detection systems no longer effective. To address this problem, an empirical analysis of 

the process and properties of this new spam attack is performed. A novel lightweight iterative detection algorithm (LIDA) 

is proposed to detect spam accounts in OSN with these properties. LIDA contains two steps: target filter and content de-

tection. It also noteworthy that LIDA is a lightweight algorithm to infer more spam accounts by exploiting spam ac-

counts’ sharing instead of scanning or analyzing all accounts. Experimental results in RenRen, which has successfully 

detected 9 568 spam accounts, 30 732 spam albums and 2 626 780 spam URL in four round iterations, indicate that LIDA 

is effective and efficiency in detecting shared spam accounts. 
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�'¿ 10�¢��®'êL´ Spam URL�

51.34%-P¿ 10 �¢��®'Q�²ºx�¢�

�¤¥�¼Á(url7.me9bit.ly9tinyurl.com)�+²

����x�¼�¢��¤¥� t.cn9dwz.cn9

126.am9url.cn��>º»�²³�´Ã[F�¼�

¢��¤¥�taourl.com9feiyiban.cn��ïC²/¢

��M�6�
ã���sinaapp.com�-!� Spam

DEF���ÂM�À²�Web¤¥� SpamDE

�¼�M-��C/¢��¤¥Þ�6 Spam rs

,�

[28]

��v� SpamDEF
Z���C��°

±²³�´���6³ÆÇÁÂÃ[�vU

[29]

�o

p�¢��¤¥��:��- 

7  �� 

¬�Jq}Qq²de�É��� £- 

1) �§F�rs 

LIDA de��qð�F��rs�o�q�

ÂÃ@ SpamDE�Spam]^ßØÙPð�F�Ä

Å)�ßep Spam ÄÅ:ôõ�ÆÇ��ÏáÐ

ij% Spam ]^-WC�¿,0²Äz:;q�

§F��rs

[15]

- 

2) mn SpamXYÁo 

v�¬}���ãä-emn Spam XY;�

Áo�WC��qà 1�Â��mn SpamXYÁ

o³�C®��rs��²ºTz,�|�mn

SpamXYÁoQ¨©²TU�,�È'�SpamÄ

Å�JÐPC¾¯ó�� LIDA�rs��-Pù

�QÊ 1®��r��� 65.44%�ïÊ 4®�

�r��� 14.28%�Ï�o�P SpamXYÁoQ

¨©TU�,�ÄÅÈ'� Spam ÄÅ-��v�

¬}�ãäÐq Spam ÄÅ�)���rs�op

mn Spam XYÁo�lLWáÐ45rs���

���-v�¬}ãä�G��P²ú¹ûw²ú

üýþ��rs%�� Spam XY�opßM�*

:K¶� Spam XY;�mnÁo��rs�q²

��áímn Spam XYÁo�q×ù�-deP

�C":;Q�Â�áímn Spam XYÁo�á

í� Spam XY#U9áí� Spam ÄÅ#U9á

í� Spam ÄÅRS¹û¤�qrs���>rs

���45þ���C"��a��!�- 

3) áí$é SpamÄÅ 

��E 8�
Àáí¹"RS� Spam ÄÅò

¨©� Spam URL#U²ºT��Õ�P 2012�

�¿RS�ÄÅde�Ã[c�� Spam ÄÅ�ï

P 2013��9�SpamÄÅde���aÆÇÄÅ

ABÆÇ���ìE-v�. 2 ÁÄÅ�¨©²

Spam URL�opq² �C"��Â��JÖ�

¾� SpamÄÅ-ïC��¿/rs�. 2Á Spam

ÄÅ�ð�F²ºTCÞÂ�b¡���./ÄÅ

�p²F�� Spam XY�ß�PáíRS¹ûò

RS� SpamÄÅ£@áí- 

4) #$³á% 

¬}&®qÂÃ@ Spam DE��¯w���

2015144-9 



� 7� ������	
 Spam��������� �89� 

 

�6Â��M�p��	
6º»�qÂÃ@Spam

DE��U��rsãä LIDA�v����U

�	
�²���6q����Qò²�����

1órs�É����**��ù���à��¬

}�ãä³�¿�:;Ä×��P²ú¹ûwü

ý�rs%�� Spam XY-�¬}ò�%�ãä

de�M�6ÂÃ@ Spam DEQð�F����

��Gëkl�q²M��§F����.��C

"�:;- 

8  ���� 

h¿<uvP����Q Spam DErs?¶

,0²º�Äz:;-Pp'e()W³¬}�:

;��×����|à 5òÔ- 

À²�rsãä�?äðdeÂ�����

�rsãäw��)��rsãä- 

�����rsãäde² Egele ¤

[6]

��

rs���9�����*+6�¿SÝ�,

é���XY��:-x-}~[7]Q;FM�*

*�Q���*+ÒØ�>���{¤ 4 ´�

�{ÞÂ$.rsVWXY-Zhu ¤

[8]

��²/

0�·.<=q�����|ÈÉÄÅ9ÂÃ9


��¤��S,�rs SpamXY-Stringhini

¤

[9]

M�ÏÐXYjý Spam XYÁo���Â

�./ SpamXYÁo����rs SpamXY-

Thomas¤

[10]

��²1 120 019´ TwitterVWX

Y���./XYP{Å¹�È'2Ì�>{Å

�¯Q����rs SpamXY-��./��

�������rsãäde�q��� Spam

DE?@�PÂÃ@ SpamDEQ�ð�FßG

HØÙ SpamÄÅ�q²ÖI�î;'ï�§F

ßÂÃÄÅ�op�./ãäåärsÂÃ@

SpamDEXY- 

��)��rsãä² Gao ¤

[11]

�q

Facebook��O01Q� URL����� URL�

�� Spam URL�Wq Spam URL��34�rs

FacebookQT2,SpamDE-Lee¤

[12]

��Twitter

QDEFß²²úüý�ò8a�¢��P©?�

¯QÐ²b¡�À��ì�M�¢��©?�>

tweets}¬)�����rsSpam]^-Kurt¤

[13]

�� Spam URLP HTTP�]^9JavaScript159

©?��¤�ìq Twitter��
Z� URL��r

s-��./:;ß��q����QO01�F

��)�Q�À� URL ��rs�ïq�ÂÃ@

Spam DE�P�§��¯QWáâi±² URL�

op�./?äá��âi��rsÂÃ@ Spam

DE- 

G¿ß²Wang¤

[15]

��rsÂÃ@ SpamD

E-;FM�VWXY³ÆÇXYP>�����

¹êëìE15��Õ�rsVWXY-�� 3

´áíuóÂ�êëìE15�Session-level9

Activities9Click Transitions-�9M� SVMq.

� 5 ������ 

�abc ���d ef �	
 Spam ��� 

gh[6] UVijklef m m 

gh[7] WXan`o m m 

gh[8] UVp<qr m m 

gh[9] WXansgtef m m 

gh[10] UV6u6vwsx�Pqr m m 

gh[14] UVWX`oyzs{|�}~ m √ 

gh[15] 

��qr 

UV����qr √ m 

gh[11]  UVijkl� URL m m 

gh[12] URL]>�� m m 

gh[13] 

���� 

URL���qrsIP34 m m 

LIDA  789:� URL √ √ 

x���√����m���� 

2015144-10 



�90� A  B  C  D � 36E 

/�����Â�c9q**�Q 1006����

s7�
À 22 000´!iXY-��p:;8¬

}�:;�rsÂÃ@ SpamDE��� LIDA�

�U�rsãä�á-eq´XY���rs�

ïC;FM�����êëìE�ß��rs

SpamDEQ��§F�o�ß²�§FÐ��T

U�ÂÃî;�ïq�ð�Fß-e��C®ð�

î;-¬}de9b�ð�F�rs- 

P}~[16]Q�Yang¤Â�6 TwitterQ���

:;8�,��cyber criminal ecosystem��JVW

XYÂ� 2$�CriminalXYw Criminal<xXY�

�9Â�. 2 ÁXY)Þ�>=F�û����

{-c9;FM�.Á���{wç>Ä%c	


6 CIA rsãä�rs Twitter Q�VWXY-³

¬}$%�;F��� CIArsãä+��U�r

sãä��ß�M� TwitterQ� following- follower

z,�>Ä? 2´XY�ûò
Z)��ç>Ä%

ó�ïM�6ÂÃ@ Spam DE���W��6�

�)��rs- 

9  ��	 

�������@	
��SpamDEF+J

Ö;�KLMN�AB-�q����Q�À�

ÂÃ@ Spam DE�&®Â�Ö�ìW�p��

6�U��rsãä LIDA-��**��ù�

à��¬}ãäqÂÃ@ Spam DE�rs�²

���WC³À²:;Ä×�¬}ãärsò-

��#�lC�rsð�F���;�����

À²rsãä�C�-��qrs%� Spam Ä

Å9XY9URL �Â��
À Spam DEF��

²�M�DÁ Web üýEó�q�����

SpamDE-�C":;�Jde���§F�Â

Ã�{�KL�� SpamXY�Wq FacebookQ

�ÂÃ@ SpamDE��rs- 

����� 

[1] FaceBook[EB/OL]. http://en.wikipedia.org/wiki/Facebook.2014. 

[2] RenRen[EB/OL]. http://en.wikipedia.org/wiki/Renren. 2013. 

[3] MICHAEL F, ROY G, YUVAL E. Online social networks: threates and 

solutions[J]. IEEE Communications Surveys & Tutorials, 2013, 11(4): 

1-19. 

[4] WANG A. Don’t follow me: spam detection in twitter[A]. International 

Conference on Security and Cryptography (SECRYPT)[C]. Athens, 

Greece, 2010. 142-151. 

[5] HARRIS. A Study of Social Networks Scams Interactive[R]. Public 

Relations Research, 2008. 

[6] EGELE M, STRINGHINI G, KRUEGEL C. COMPA: detecting 

compromised account on social networks[A]. Network & Distributed 

System Security Symposium[C]. San Diego, CA, USA ,2013. 

[7] YANG Z, WILSON C, WANG X. Uncovering social network sybils in 

the wild[A]. Proceedings of the ACM SIGCOMM Conference on 

Internet Measurement[C]. Berlin, Germany, 2011. 259-268. 

[8] ZHU Y, WANG X, ZHONG E. Discovering spammers in social 

networks[A]. Proceedings of the Twenty-Sixth AAAI Conference on 

Artificial Intelligence[C]. Toronto, Canada, 2012. 171-177. 

[9] STRINGHINI G, KRUEGEL C, VIGNA G. Detecting spammers on 

social networks[A]. Annual Computer Security Applications 

Conference[C]. Austin, Texas, USA, 2010.1-9. 

[10] THOMAS K, MCCOY D, GRIER C. Trafficking fraudulent accounts: 

the role of the underground market in twitter spam and abuse[A]. 

USENIX Security Conferences[C]. Washington D C, USA, 2013. 

[11] GAO H, HU J, WILSON C. Detecting and characterizing social spam 

campaigns[A]. Proceedings of the ACM SIGCOMM Conference on 

Internet Measurement[C]. New York, USA, 2010.35-47. 

[12] LEE S, KIM J. WARNINGBIRD: detecting suspicious URLs in twitter 

stream[A]. Network & Distributed System Security Symposium[C]. 

San Diego, California, USA. 2012. 

[13] THOMAS K, GRIER C, MA J. Design and evaluation of a real-time 

URL spam filtering service[A]. IEEE Symposium on Security & 

Privacy[C]. Oakland, California, USA, 2011.447-462. 

[14] YANG C, HARKREADER R, GU G. Empirical evaluation and new 

design for fighting evolving twitter spammers[J]. IEEE Transactions 

on Information Forensics and Security, 2013,8 (8): 1280-1293. 

[15] WANG G, KONOLIGE T, WILSON C. You are how you click: 

clickstream analysis for sybil detection[A]. USENIX Security 

Conferences[C]. Washington D C, USA, 2013.241-256. 

[16] YANG C, HARKREADER R, ZHANG J. Analyzing spammer’s social 

networks for fun and profit[A]. Proceedings of the 21th International 

Conference on World Wide Web[C]. Lyon, France, 2012.71-80. 

[17] GRIER C, THOMAS K, PAXSON V, et al. @spam: the underground 

on 140 characters or less[A]. Proceedings of the 17th ACM 

Conference on Computer and Communications Security[C]. Chicago, 

USA, 2010.27-37. 

[18] LUPHER A, ENGLE C, XIN R. Detecting Spam on Social Networking 

Sites: Related Work[R]. University of California Berkeley, 2012. 

[19] FLORIAN K, STROHMAIER M. Short links under attack: 

geographical analysis of spam in a URL shortener network[A]. 

Proceedings of the 23rd ACM Conference on Hypertext and Social 

media[C]. Milwaukee, WI, USA, 2012. 83-88. 

2015144-11 



� 7� ������	
 Spam��������� �91� 

 

[20] Google safe browsing[EB/OL]. https://developers.google.com/ safe 

-browsing/. 2014. 

[21] DBL - the spamhaus project[EB/OL]. http://www.spamhaus.org/ dbl/. 

2014. 

[22] Wepawet[EB/OL]. http://wepawet.iseclab.org/. 2014. 

[23] LEE K, EOFF B, CAVERLEE J. Seven months with the devils: a 

long-term study of content polluters on twitter[A]. Proceedings of the 

Fifth International AAAI Conference on Weblogs and Social Media[C]. 

Barcelona, Spain, 2011. 185-192. 

[24] RenRen privacy statement[EB/OL]. http://www.renren.com/siteinfo 

/privacy. 2013. 

[25] RenRen search[EB/OL]. http://browse.renren.com/. 2013. 

[26] [EB/OL]. http://ictclas.nlpir.org/, 2014. 

[27] ZHANG J, PORRRAS P, ULLRICH J. Highly predictive 

blacklisting[A]. USENIX Security Conferences[C]. San Jose, CA, 

USA, 2008. 

[28] Spam and malware protection[EB/OL]. http://blog.bitly.com/post/ 

263859706/spam-and- malware -protectio, 2014. 

[29] THOMAS K, GRIER C, PAXSON V. Suspended accounts in 

retrospect: an analysis of twitter spam[A]. Proceedings of the 2011 

ACM SIGCOMM Conference on Internet Measurement 

Conference[C]. Berlin, Germany, 2011. 243-258. 

 

�� !" 

 

 

 

 

 

#$%�1987-��������	�

�
���������������

������ 
!" 

&'�1982-��#�$%&'	��

���������� ()*
!" 

()*�1966-����+�,-	�

���./�0��123���45�

�������� 6789:
!" 

2015144-12 


