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ABSTRACT

Secure transmission of message was the concern of early men. Several techniques have been developed ever since
to assure that the message is understandable only by the sender and the receiver while it would be meaningless to
others. In this century, cryptography has gained much significance. This paper proposes a scheme to generate a
Dynamic Key-dependent S-Box for the SubBytes Transformation used in Cryptographic Techniques.
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1. INTRODUCTION

Today communication networks transfer enormous volume of data. Information related to healthcare, defense
and business transactions are either confidential or private and warranting security has become more and more
challenging as many communication channels are arbitrated by attackers. Cryptographic techniques allow the sender
and receiver to communicate secretly by transforming a plain message into meaningless form and then
retransforming that back to its original form. Confidentiality is the foremost objective of cryptography. Even though
cryptographic systems warrant security to sensitive information, various methods evolve every now and then like
mushroom to crack and crash the cryptographic systems. NSA-approved Data Encryption Standard published in
1977 gained quick worldwide adoption. However, DES was cracked with the advancement of technology in both
hardware and software. The main disadvantage of DES was its short key length [2]. Hence it is highly indispensible
to deliver and defend the confidentiality of sensitive and confidential information such as medical image data, pin
numbers used in business transactions, defense information and personal data when stored in public databases or
transmitted over networks of any kind. Several researchers were motivated to propose a variety of
alternative designs concerning the security issue and the relatively slow operation of DES. The Advanced
Encryption Standard published by NIST in December 2001 then became the standard encryption technique. In AES,
the static S-Box denotes SubByte transformation and offers non linearity and confusion, created by multiplicative
inverse and affine transformation.

Confusion and Diffusion are the nitty-gritties of any Cryptographic technique. Cryptographic techniques are
mainly regarded as symmetric or asymmetric. The central part of any Symmetric key cryptographic technique is the
S-Box, SubBytes transformation that offers the necessary confusion. They are used for concealing the relation
between the plain text and the cipher text and are essentially non-linear mapping which take as input a certain
number of bits and convert them into some number of bits. The number of bits at the input and output need not be
equal. The security of systems using the S-boxes relies on a great deal on their proper selection.

2. DEFINITIONS
Definition 2.1 Hamming weight: The Hamming weight (H,,) of a binary vector V, is the number of 1’s in V.

Definition 2.2 Hamming distance (Hg) between two binary vectors of equal length is the number of places for
which the corresponding entries are different.



Definition 2.3 Key Dependent Dynamic S-Box function: A Key Dependent Dynamic S-Box is a mapping
function,
:{0,1}" — {0,1}",
that maps n bit input string X into n bit output string Y based on the codeword and has the following properties:
i. Bijection
ii. Strict avalanche criterion
iii. Correlation-immunity
iv. Nonlinearity
v. Balance

Definition 2.4 Bijection: A bijection (or bijective function or one-to-one correspondence) is a function between the
elements of two sets, where every element of one set is paired with exactly one element of the other set, and every
element of the other set is paired with exactly one element of the first set. A bijective function f: X — Y is a one to
one and onto mapping of a setXto a setY. A bijection from the set Xto the setY has an inverse
function from Y to X.

Definition 2.5 Strict Avalanche Criterion: If a one bit change in the input results in at least 50 percent changes
in the output bits, then there is Strict Avalanche criteria.

Definition 2.6 Correlation-immunity: If the output bits act independently from each other, then there is
Correlation-immunity.

Definition 2.7 Nonlinearity: A function with its corresponding vector is said to be highly nonlinear when the
resulting vector y; from a function f; has a high Hamming distance with all the linear vectors in the set of B,

Definition 2.8 Balanced: An S-box with n input bits and m output bits, m < n, is balanced if each output occurs
2" ™ times. For the S-box to be balanced it should have the same number of 0’s and 1’s.
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Fig 1. Dynamic Key Dependent S-Box when the CodeWord is 11000001 (Key: F95B BAF3 656E FB64)



3. GENERATION OF DYNAMIC S-BOX

The Rijindael S-Box (used in AES) is generated by determining the multiplicative inverse for a given
number in GF(2°) = GF(2)[x]/(x® + x* + x> + x + 1), Rijindael’s finite field [8]. The multiplicative inverse is
then transformed using the affine transformation.

In the proposed scheme, for generating the Dynamic key dependent S-Box, the AES S-Box is considered as
the standard and used as the look-up table. For simplicity, in this paper, the keys and the Dynamic key dependent
S-Box function are represented in hex. With the key dependent Dynamic S-Box function, each of the 256 possible
byte values is being transformed to a different byte based upon the codeword generated from the key (a complete

permutation). Every input gets changed, and all 256 possible elements are represented as the result of a change.
Moreover, no two different bytes are mapped on to the same byte. Fig. 1 represents the Dynamic key dependent S-
Box generated at runtime, when the key is A451B67290F7DE38.

DynamicS-Box(key)
Output :Dynamic S-Box

1. codeword = Codeword_Generator(key)
2. Z = Bin2dec(codeword) + 1
3. Case Zof
1-32: do row transformation
33-64 : do column transformation
65-96: transpose of results obtained in case 1- 32
97-128 : transpose of results obtained in case 33- 4
129 - 160 : nibble exchange of results obtained in case 1- 32
161 - 192 : nibble exchange of results obtained in case 32-64
193 -224: transpose of results obtained in case 129- 160
225 -256: transpose of results obtained in case 161-192
EndCase
4. Return Dynamic S-Box

End DynamicS-Box

3.1 Generation of Codeword:

The key used for encryption is considered to be 64 bits in length (eg., A451 B672 90F7 DE38). From the key, a
codeword of 8 bits (CgC;CsC5C4C3C,C,) is generated at run-time based upon the Hamming Distance and Hamming
Weight. The Dynamic key-dependent S-box generated at runtime based upon the codeword is non-linear in nature.
For generating the codeword the following two assumptions are considered.

i. Each bit of the codeword calculates the parity (Hamming weight) for certain bits in the key.
ii. A parity bit is set to 1 if the total number of ones in the positions it checks is odd or 0 otherwise.

Codeword_Generator(key)

Output : codeword

C8: check all the bits of the key(1-64)

C7: check 1 bit, skip 1 bit, check 1 bit, skip 1 bit, etc. (1,3,5,7,9,11,13,15,...)
C6: check 2 bits, skip 2 bits, check 2 bits etc. (2,3,6,7,10,11,14,15,...)

C5: check 4 bits, skip 4 bits, check 4 bits etc. (4,5,6,7,12,13,14,15,...)

C4: check 8 bits, skip 8 bits, check 8 bits etc. (8-15,24-31,40-47,...)

C3: check 16 bits, skip 16 bits, check 16 bits, skip 16 bits, etc. (16-31,48-56)
C2: check 32 bits, skip 32 bits, check 32 bits etc. (32-63)

C1: check bit 1 and bit 64

COdEWOFd:C8C7C6C5C4C3C2C1

©ooNOR~WNE



End Codeword_Generator
The codewords for the keys A451 B672 90F7 DE38 and A451 B672 90F7 DE39 and 44D2 B6F6 B576
CB3D generated using the above procedure are 10111001, 00111100 and 11111111 respectively.

4. DESIGN ANALYSIS

The proposed scheme of dynamic key dependent S-Box is analyzed based on the five criteria for a good S-
Box.

4.1. Bijection:

In the dynamic key dependent S-Box generated, there is a one-to-one and onto mapping from input vectors
to output vectors as the input vectors and output vectors are isomorphic. Hence the property of Bijection holds good
for the dynamic key dependent S-Box proposed.

4.2. Strict Avalanche Criterion

In the proposed work, slight changes in the input vector leads to a significant change in the output vector.

The codewords for the keys A451 B672 90F7 DE38 and A451 B672 90F7 DE39 (differ only in the least
significant bit- ie., one bit change) are 10111001, 00111100 and hence significantly different Dynamic S-Boxes
based on the codewords are generated. Hence there exists Strict Avalanche Criterion in the dynamic key dependent
S-Box proposed and it is complete.

4.3. Correlation Immunity:

In the proposed dynamic key dependent S-Box scheme, the S-box values are not known initially and this
increases its main strength, as both linear and differential cryptanalyses require known S-boxes. The dynamic key
dependent S-Box generated has high Correlation-immunity, as the output bits act independently from each other.
4.4.  Non-Linear Mapping:

As the dynamic key dependent S-Boxes are generated from the key in sufficiently random fashion based
upon the codeword, each S-box possesses fairly high nonlinearity and has a high probability of being complete.

45. Balance:

If there are equal number of zeros and ones in the S-Box generated, then the dynamic key dependent S-box
generated is balanced. The condition for balance can be proved by the principle of induction.

Let P(n) denote the number of zeros(ones) in the different combinations.

When n = 1, the bit can be either 0 or 1.
P(1) = Number of zeros = Number of ones = 1.

When n = 2, the combinations are 00, 01, 10 and 11.
P(2) = Number of zeros = Number of ones = (2*n)/2 + 2 * P(1) = 4/2 + 2*1 = 4.

When n = 3, the combinations are 000,001,010,011,100,101,110,111
P(3) = Number of zeros = Number of ones = (2*n)/2 + 2 * P(2) = 8/2 + 2*4 = 12.

P(4) = (2™n)/2 + 2 *P(3) = 8 + 24 = 32

Assume P(K) is true for n = k.
P(k) = (27k)/2 + 2 * P(k-1)

To prove P(k+1) is true.
P(k+1) = (2"k+1)/2 + 2 * P(k)



If p(k) is true, then p(k+1) is true.
Hence by the principle of mathematical induction, P(n) is true for all n € N.

Therefore, when n=8, P(k) = (2"8)/2 + 2 * P(7) = 1024.
Number of zeros = number of ones = 1024 indicating that the dynamic key dependent S-box generated is balanced.

Thus the proposed scheme for the generation of dynamic key dependent S-Box satisfies all the criteria for a
good S-Box.

5. CONCLUSION

. The proposed dynamic key dependent S-Box coding when incorporated with other cryptographic techniques
will support in higher degree of security. The proposed scheme is simple, easy to implement, difficult to guess and
can be adopted to enhance security and thereby resist internet-borne attacks.
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