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Abstract—In vehicular ad hoc networks, message au-
thentication using proxy vehicles was proposed to reduce
the computational overhead of roadside unites. In this
type of message authentication schemes, proxy vehicles
with verifying multiple messages at the same time improve
computational efficiency of roadside unites when there are a
large number of vehicles in their coverage areas. In this pa-
per, first we show that the only proxy-based authentication
scheme presented for this goal by Liu et al. is not resistant
against false acceptance of batching invalid signatures and
modification attack. Next, we propose an new identity-
based message authentication scheme with employing proxy
vehicles. Then, unforgeability of underlying signature is
proved under Elliptic Curve Discrete Logarithm Problem
in the random oracle model to show that it is secure
against modification attack. It should be highlighted that
our proposed scheme not only is more efficient than Liu et
al.’s scheme since it is pairing-free and does not use map-
to-point hash functions, but also it satisfies security and
privacy requirements of vehicular ad hoc networks.

Keywords: proxy vehicles, authentication, privacy pre-
serving, vehicular ad-hoc network.

I. INTRODUCTION

In the last few years, the vehicular ad hoc network
(VANET) has been emerged due to the advances in wire-
less communications and networking technologies [1-3].
The VANETS improve traffic safety and efficiency. For
communications in VANETS, each vehicle has a wireless
communication device named as an On Board Unite
(OBU), and a wireless communication protocol named as
Dedicated Short Range Communication (DSRC) which
is used for vehicle-to-vehicle (V2V) and vehicle-to-
infrastructure (V2I) communications.

Because of the wireless communication mode, it is
easy for an adversary to take control of communication
links and can change, delete and replay messages. Hence,
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the impersonation, modification, replay and man in the
middle attacks are serious threats for VANETSs. These
threats may lead to traffic chaos or accident [4, 5].
Therefore, security of transmitted messages is one of the
main requirements in VANETSs.

In addition, privacy of the vehicle’s identity must be
achieved since leakage of their identities may result
in serious threats for drivers since malicious entities
can trace their messages and traveling roads for crimes
[6]. However, unconditional privacy preserving is not
desirable for VANETS, since malicious vehicles should
be traced and punished in case of any misbehavior [7, 8].

To satisfy security and privacy issues in VANETS,
some Public Key Infrastructure-based (PKI-based) au-
thentication schemes [6, 8, 15] have been proposed.
These schemes are not efficient since vehicles need to
store a large number of key pairs and their corresponding
certificates, and these certificates are required to be trans-
mitted with messages. To address certificate management
in PKI-based authentication schemes, various privacy
preserving identity-based authentication schemes [10—
16] have been proposed. These authentication schemes
are designed based on bilinear pairings and due to
their heavy computational cost, recently two efficient
authentication schemes by Lo and Tsai [17] and He et al.
[18] have been proposed. In fact, they proposed identity-
based signatures without employing bilinear pairings to
improve performance of these schemes. However, these
schemes are not enough fast when there are a large
number of messages in the coverage area of an RodeSide
Unite (RSU). For example, consider this scenario: since
each vehicle broadcasts its traffic safety message every
100-300 milliseconds according to the specification of
DSRC protocol, when there are 500 vehicles in the cover-
age area of an RSU, the RSU has to verify around 2500-
5000 signatures in a second. This issue is a big challenge
for the current authentication schemes [17-19] as stated
by Liu et al. [20] in 2015. To tackle the aforementioned
problem, Liu et al. [20] proposed an interesting au-
thentication protocol using proxy vehicles for vehicular
networks. In their scheme, proxy vehicles help RSUs
to verify a large number of signatures simultaneously



using distributed computing. Actually, in their proposal
the time required to verify 3000 signatures is decreased
by 88% compared to previous efficient authentication
schemes [17-19] based on batch verification method at
RSUs.

A. Our contributions

Contributions of this paper are three-fold.

o First, we show that the proxy-based authentication
scheme for vehicular networks presented by Liu et
al. [20] is not resistant against false acceptance of
invalid signatures sent by vehicles and modification
attack.

o Second, to tackle the aforementioned problems and
have a more efficient scheme, a new authentication
scheme using proxy vehicles without bilinear pair-
ings is proposed.

o Third, security analysis of the proposed scheme is
presented to show that it can satisfy security and
privacy requirements of VANETS. In this direction,
unforgebility of the underlying signature scheme
against adaptively chosen message attack is proved
under Elliptic Curve Discrete Logarithm Problem in
the random oracle model.

« Finally, its performance analysis including compu-
tation and communication overheads is presented to
show that this proposed scheme is more efficient
than previous schemes for VANETS.

B. Organization of the paper

The rest of this paper is organized as follows. Sec-
tions II and III present related works and background
information used in the paper, respectively. Review of
Liu et al’s scheme [20] and its security weaknesses
are given in Section IV. Our proposed authentication
scheme and its formal security analysis are presented in
Section V. Sections VI and VII present the comparison
and conclusion, respectively.

II. RELATED WORKS

In 2008, Zhang et al. [10] exploited identity-based
cryptography [21] in designing authentication schemes
for VANETS to address certificate management problem.
They proposed an identity-based signature scheme with
batch verification, and employed it in their scheme to
reduce verification costs at RSUs [10]. However, in 2011,
Chim et al. [11] showed that Zhang et al.’s scheme [10]
is not resistant against impersonation and anti-tractability
attacks, and proposed a new identity-based authentication
scheme which is efficient in terms of communication
overhead. In addition, Lee and Lai [12] in 2013 showed
that Zhang et al.’s scheme is vulnerable to the replay
attack and also it does not have non-repudiation property,

then they proposed a new identity-based authentication
scheme. In 2013, Horng et al. [13] indicated that Chim et
al.’scheme is not resistant against impersonation attack.

In 2012, Shim [14] presented an efficient identity-
based signature with batch verification, and used it in
proposing an efficient conditional privacy preserving
authentication scheme. In 2014, Liu et al. [19] explained
that Shim’s scheme [14] has some security weaknesses,
i.e., false acceptance of batching invalid signatures and
security flaws in the proof of Shim’s signature. Fur-
thermore, they showed Shim’s authentication scheme is
vulnerable to modification attack, and presented some
improvements for that [19]. In 2014, Zhang et al. [15]
indicated that Lee and Lie’s authentication scheme [12]
is vulnerable to impersonation attack and does not have
non-repudiation, and presented an improved scheme by
modifying the signing algorithm. Furthermore, in 2015
Bayat et al. [16] presented an impersonation attack for
Lee and Lie’s authentication scheme [12], and tried
to solve their security weakness which lead to a new
and efficient authentication scheme. Unfortunately, Bayat
et al’s scheme [16] and Zhang et al’s scheme [15]
are vulnerable to the modification attack. In 2015, Liu
et al. [20] proposed a new scheme for VANETSs to
improve computational overheads at RSUs, and named
it proxy-based authentication scheme, and they showed
that it has a great advantage in verification of vehicles’
signatures when many vehicles are in the coverage areas
of an RSU. Recently, Lo and Tsai [17] and He et al.
[18] proposed efficient authentication schemes without
employing bilinear pairings.

III. BACKGROUND

In this section, first the used notations in the paper
are introduced, then, we review several fundamental
backgrounds employed in this research, including outline
of algorithms for a typical signature scheme and its
security model, the network model and security and
privacy requirements of VANETSs.

A. Notations

In this subsection, the notations used in the paper are
defined.

e @ : X-OR operation.

e |y|: the number of bits of the string y.

e _L:an empty string.

e 0« B(yi,...): the operation of assigning the output
of algorithm B on inputs y1,... to 6.

oy E YV the operation of assigning a uniformly
random element of Y to y.



B. Outline of signature schemes

A signer with public key pk and a verifier are partic-
ipants of a signature, and the scheme consists of Setup,
Sign and Ver algorithms as follows [22].

o Setup: Given the system security parameter J, it out-
puts system’s parameters Para and the users’ key
pair (sk,pk), i.e. (Para, (sk,pk)) < Setup(X).

o Sign: Given the system’s parameter Para, signer’s
secret key sk and the message m to be signed, it out-
puts the signature 0, i.e. § <— Sign(Para, sk, m).

e Ver: Given the system’s parameter Para, the
signer’s public key pk, the signature 6 and the
message m, it outputs 1 if 6 is a valid signature
of the message m and outputs 0 otherwise, i.e.
{0,1} < Ver(Para,pk,0,m).

C. Security model of signature schemes

A signature scheme should be secure against exis-
tential forgery under an adaptive-chosen-message attack
[22].

To have a formal definition for existential unforgeabil-
ity, the adversary A and a challenger C' should interact
through the following game [22].

1) Setup: Algorithm C' runs the Setup algorithm with

a security parameter \ to obtain system’s parameter
Para and the user key pair (pk, sk), then it sends
(pk, Para) to A.

2) The adversary A in addition to making queries to
random oracles adaptively issues a polynomially
bounded number of questions to the Sign oracle as
follows.

o Sign: Adversary A can request for a signature
on the message m of its choice. Then, C
returns 6 < Sign(Para, sk, m) to A.

3) Eventually, A returns a valid signature 6* on the
message m* under the public key pk, and wins
the game if m* has not been requested to the Sign
algorithm.

The formal definition of existential unforgeability is

expressed in Definition 1.

Definition 1. A signature is (7, g0, ¢s, €)-existentially
unforgeable against adaptive chosen message attack if
there is no adversary which runs in time at most 7, makes
at most ¢,, random oracle queries and g5 Sign queries,
and can win the aforementioned game with probability
at least e.

D. Network model
There are four participants in vehicular ad-hoc net-
works as explained below [17, 18, 20]:
o Trusted Authority (TA): The TA is a trusted third
party which generates system parameters, preloads

them into vehicles, and can trace vehicles from their
pseud identities. Computation and communication
capabilities of TA are high.

e RoadSide Unites (RSUs): The RSUs are at road-
sides, communicate with vehicles, can check the
validity of received messages, and sends them to
the traffic control center.

o Application servers (AS): The AS supports safety-
related applications at traffic control center, and
communicates with RSUs to provide application
support.

o Vehicles: These are equipped with tamper-proof
devices On Board Unites (OBU), and communicate
with each others and RSUs.

Researchers consider a two-layer network model for
VANETs [17, 18, 20]. Lower layer of the network
consists of vehicles and RSUs, and the upper layer
consists of TA and AS. In the former, they communicate
with each other through DSRC, while in the latter the
communications are done through secure socket layer
(SSL).

E. Security and privacy requirements

A message authentication scheme should meet the
following requirements [17, 18, 20]:

o Message authentication: Vehicles and RSUs should
be able to check integrity and validity of the re-
ceived messages.

o Identity privacy preserving: Vehicles and RSUs ex-
cept for TA cannot extract real identity of a vehicle
from its messages.

e Traceability: The TA can find out the real identity
of a vehicle from its message in case of any misbe-
haviours.

o Unlinkability: Vehicles and RSUs cannot link two
messages sent by the same vehicle.

o Resistance to attacks: Common attacks in VANETS
such as the impersonation attack, modification at-
tack, the replay attack and man in the middle attack
should be prevented.

IV. REVIEW AND SECURITY ANALYSIS OF LIU ET
AL.”S PROXY-BASED AUTHENTICATION SCHEME

In this section, first we briefly review Liu et al.’s
authentication scheme [20], then we show that it is not
resistant against false acceptance of invalid signatures
and the modification attack.

A. Review of Liu et al’s proxy-based authentication
scheme

Liu et al’s proxy-based authentication scheme [20]
consists of the following phases:
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2)

3)

Setup: In this phase, system parameters are gener-
ated by the trusted authority (TA), and have been
loaded into vehicles’ temper proof devices and into
RSUs. For this goal, the following steps are done
by TA.

o The TA chooses two cyclic additive and mul-
tiplicative groups G and Gp of prime order
p. It selects P as a generator of the group G.
The map e : G x G — G is said to be
an admissible bilinear pairing if the following
conditions hold true.

- The map e(.,.) is bilinear, i.e.

e(aP,bP) = ¢(P,P)® for all a and
beZy.

- The value e(P,P) is non-degenerate, i.e.
B(P, P) 75 1GT'

- The map e(.,.) is efficiently computable.

We refer readers to [23] for more details on
the construction of bilinear pairings.

e The TA chooses random numbers (31, B2, (O3
and (3, i Z;, where 31 and (3, are secret keys
of the system and (35 is RSU’s secret key, and
computes the system public keys as Pp,p1 =
B1P and Py 2 = B2 P and RSU’s public keys
as P.1 = B3P and P, = (3, P. The tamper
proof device of each vehicle is preloaded with
(ﬂlaﬁ%ﬂ(ﬂ)-

o An RSU computes z,o = fS,FP,1, where
P.1 = B3P and P, = B, P. Therefore, the
secret key of the RSU is (x,1,,2) and the
public key is (P, 1, P, 2), where x,1 = f3.

e Each vehicle chooses Fk; & Ly, com-
putes PID;; = kP and PID;,, =
ID; & g(kiPyup1). Hence, vehicle’s secret
key is the tuple (z;1 = F1PID;1,2,0 =
BoH(PID; 1, PID,;5)).

e The TA selects three secure hash func-
tions g¢(.), H(.) and h(.), where g(.)
{0,1}* — {o0,1}*, H(.) : {0,1}* —
G and h : {0,1}* — Z;. There-
fore, the public parameters are Para =
{G7 q, P7 P:Dub,la Ppub,Za Pr,la Pr,27 H(.),g(.),

Message signing: Given a message (m;, T;), where
T; is the message timestamp and m; is a traf-
fic message, a vehicle computes s;1 = x;1 +
h(m;,T;)z; 2, and its tamper proof device com-
putes s;2 = (k; + B3(h(m;, T;) + s41) Py 2. Then,
the vehicle sends (PID;,T;, m;,$;1,8i2) to the
proxy vehicle.

Batch verification by proxy vehicles: given
(PID;,T;,mi, i1, 8:2) for 1 < i < d, a proxy

vehicle verifies received signatures in batch by
checking if Equation 1 holds. If it holds, the
proxy vehicle computes 1 = Z?Zl s;1 and o9 =
H?:l 54,25 and sends (b, g1,02, P].Di7 m;, 1 < ) <
d, sp1) to the RSU, where b indicates that the batch
result is valid (b = 1) or invalid (b = 0).

6(2?:1 Si,l? P) = 6(2?:1 PIDi,h PpUbyl)X
e(XL, h(mi, T,)H(PID; 1, PID; 5), Ppub,zzl)

4) Verification by an RSU at proxy vehicle’s output:
The RSU verifies the proxy vehicle’s signature
sp,1 to be sure about integrity of the received
message. Then, it checks if e(]_[f:1 Si2, Pra) =
e([Tizy PIDia[Y (h(mi, Ty) + sia) |2, 1)
holds. If it holds, the batch of the received mes-
sages is authenticated; otherwise, the RSU asks the
vehicle to revoke the malicious proxy vehicle.

B. Security analysis of Liu et al’s proxy-based authen-
tication scheme

In this subsection, we show that Liu et al.’s scheme
[20] has two security drawbacks: false acceptance of the
batch result and vulnerability to modification attack as
described below.

« False acceptance of the batch result: If an adversary
changes two valid signatures in transmission si ;
and s, 1 to two invalid signatures s’L1 =s11+wP

and 3’2)1 = s91 — wP, where w & Z3. The batch
verification of the proxy vehicle outputs validity
of these signatures since the Equation 1 holds,
while vehicles’ signatures are invalid. This is due
to the fact that in batch verification, the term wP
is omitted by the term —wP. As a consequence,
proxy vehicles cannot detect this issue, and send
the batch result and its corresponding signature oo
to an RSU. Since in verification of the result by
RSUs there exists the term o1, hence RSUs cannot
detect this issue, while two invalid signatures has
been batched. Therefore, this scheme is not resistant
against batching two or more invalid signatures,
verification by proxy vehicles and the RSU output
validity of received invalid signatures. Actually, the
reason of this vulnerability is that signatures are
added simply to verify signatures in batch

o Vulnerability to the modification attack: To show
this weakness, consider the following scenario. If a
vehicle sends a message as (PI1D;, T;, m;, Si1, Si2)
to a proxy vehicle and also it plays the role of a
proxy vehicle and sends (b, 01,09, PID;,m;,1 <
i < d,sp1) to an RSU, a malicious entity can
extract the vehicle’s secret keys x;1 and z; 2 from
two relations s; 1 = x;,1 +h(m;, T;)z; 2 and s, 1 =



x;1+h(myp, T,)x; 2. Hence, the adversary can forge
new signatures on each batch results ¢} it wants and
also on new messages m/ in the validity period of
pseudo identities. As a consequence, message au-
thentication cannot be preserved. In addition, when
the adversary modifies some messages during the
transmission and an RSU checks the correctness of
the operation of a proxy vehicle, it seems to the
RSU that the proxy vehicle is malicious, and its
privacy is revoked, while the adversary has been
modified the result. In fact, the main reason for
this vulnerability is that the underlying signature
scheme used to generate s;; iS not secure against
adaptively-chosen-message attack.

V. OUR IDENTITY-BASED AUTHENTICATION SCHEME
WITH PROXY VEHICLES

In this section, details of our efficient identity-based
authentication scheme using proxy vehicles are ex-
plained, and then its security analysis is given.

A. Details of the proposed signature scheme

There are five phases in this scheme, Setup, Anony-
mous identity generation, Message signature generation,
Batch verification by proxy vehicles and Verification by
an RSU at the outputs of proxy vehicles, which are
described in what follows.

1) Setup: In this phase, system parameters are gen-
erated by TA, and have been loaded into vehicles’
tamper proof devices and into RSUs. For this goal,
the following steps are done by TA.

e The TA chooses two large prime numbers p
and ¢, and an elliptic curve E over a prime
finite field F,, defined by equation y? = 23 +
az +b for a and b € F, such that A = 4a® +
27b2 # 0.

o The TA chooses a cyclic additive group, G,
with order ¢, and P as the generator of G. The
group G consists of all points on the elliptic
curve F and the point at infinity O.

e The TA chooses 8 and 3, €r Z*, where the
former is the system secret key and the latter
is RSU’s secret key. Then, it computes the
system public key as P,,;, = P, and RSU’s
public key as P, = (3. P.

o The TA selects three secure hash functions
h(.), k(.) and g(.), where h(.) : {0,1}* — ZZ,
k() : {0,1}* — Z; and g(.) : {0,1}* —
{0,1}*. Therefore, public parameters are
Para = {G.p.q. P, Pup, Pr. h(), k(). g()}.

e The TA puts {Para,ID;, 3} into tamper-
proof devices of each vehicle.

Algorithm 1 . Proxy vehicle selection algorithm

—_
[*))

[ g —

. Let c¢; be the total cost of a vehicle v;.

. Let ¢ be the cost of one signature generation.
. Let ¢, be the cost of one signature verification.
: Let w be the number of signed messages by v;.
Let c;,, be the extra resource of a vehicle v;.

. Let p be the number of proxy vehicles.

tfor 1 <i<wudo

the computation of ¢; , = ¢; — ucs.

if c; - > O then

v, is a potential proxy vehicle and d; , = c; .
end if

. end for
. compute the mean value d,,, of d; , for 1 <7 < p.
cif d; > dp then

v; is selected as a proxy vehicle and the number of signatures that can

be verified are w
. end if

v

2)

3)

4)

Anonymous identity generation: In this phase, each
vehicle v; hides its real identity, ID;, through
getting a registered pseudo identity PID,;, and
then generates its corresponding secret key. To
do this, the tamper proof device of a vehicle v;,
which is preloaded with Para and S, chooses «;
at random from Z;, computes PID;; = o;P,
PID; s = ID; & g(a;Ppyp) to attain the pseudo
identity PID; = (PID; 1, PID; ). Then, it com-
putes =; = «a; + Bg(PID;) mod ¢ to generate
vehicle’s secret key x;, and gives (z;, PID;) to
the vehicle.

Message signing: In this phase, a vehicle generates
a random number r;, computes R, = 7, P, h; =
h(ml,PID“T“RZ) and Si1 = Tihi + x; mod
q, and also its tamper proof device computes
sip = wxp(k(m;,T;, PID;) + s;1) + a; mod ¢
and sends (PID;,T;,m;, R;, S;1,8i2) to proxy
vehicles, where T; is the timestamp.
Methodology of proxy vehicle selection presented
by Liu et al. [20] is given in Algorithm 1.

Batch verification by proxy vehicles: In this
phase, a proxy vehicle verifies the integrity
and senders’ identities of received messages,
(PIDi,E,mi7Ri,si71,si72) for 1 S 7 S d.
For this goal, the proxy vehicle first checks the
freshness of the received message by the times-
tamp 7; and the validity period of pseudo iden-
tities. If messages are fresh and pseudo identi-
ties are valid, the proxy vehicle computes h; =
d, then it chooses a vector A = (ay, ..., aq), where
a; is a small integer from [1, 27] for small . Then,
it checks if Equation 2 holds or not.

(Zd?:l a;8;1)P = ]
2i1 d(aihi)Ri +Yi1aPID;y (2
+(3i=1(aigi)) Poup-

If Equation 2 holds, d distinct signatures are



5)

valid; the proxy vehicle computes o3 =
Zle si1 and oy = Zle si2. Then, it sends
{b,PID,,PID; T;,1 < i < d,o1,02,Rp,sp}
to an RSU. Here, the value of b indicates that
the result of the batch is valid or not, b = 1
means that the batch result is valid and b = 0
indicates that the result is invalid. The signature
(Rp, sp) is proxy vehicle’s signature on the mes-
sage (b, PID,,PID;,T;;1 < i < d,01,02) to
guarantee message integrity.

The correctness of Equation 3 is verified as fol-
lows.

25:1 ;S l)P

;i 1 ai(rihi +x;)) P

;i 1al(h R; + z;P)

Z 1((aihi) Ry + a;x; P)

i= 1(( )R +al(PID11 +91Ppub))
Ly (aihi) Ry + Y0, a;PID; 4
1(“19 )) pub-

—~~

2
2
2
2
2

T

+(22
3)

Verification by an RSU at the outputs of proxy
vehicles: In this phase, an RSU verifies the results
received from proxy vehicles to detect false results
and revokes malicious proxy vehicles. For this
purpose, the following tasks are done as described
below.

o An RSU first verifies proxy vehicle’s signa-
ture, (R,, sp), to check integrity and sender’s
identity of the received message. If it is valid,
the RSU goes to the next step; otherwise,
rejects the received message.

« It checks the freshness of the received message
by the timestamp 7; and validity of pseud
identities PID;. If messages are fresh and
PID,; are valid, go to the next step; otherwise,
rejects the received message.

o The RSU checks authentication of the received
result generated by the proxy vehicle. If the
Equation 4 holds, authenticity and integrity of
the batch result are checked.

2P = (1 ki) +00) P+ iy PIDis,
“)

where g9 = Z;‘izl Si,2 and g1 = E?:l Si,1,

ki = k(m“TZ,PIDZ) for 1 <1< d.

The correctness of Equation 4 is verified as

follows.

02P = (S, 512)P

=0 [z (k(mi, Ty, PID;) + s4,1) + ;] P

= Zle[(ki +5i1)Pr + PID, |

= (Zl 1(k + si, 1))P 3¢ PIDz 1

(Z

= (ZL

o If Equation 4 does not hold or Equation 4
holds and b = 0, the RSU indicates that the
proxy vehicle is malicious, and asks TA to

revoke that proxy vehicle. This action avoids
disturbing authentication process later.

k)P, +o1P. + Zi:l PID;

B. Analysis of the proposed scheme

In this subsection, existential unforgeability of the
signature on the batch result, o3, is proved in the random
oracle model (see [24] for the background). In order to
prove unforgeability of the proposed scheme, we need
to show that it is unforgeable against adversary A (as
defined in Section III-C). Our main result on the security
of o2 or equivalently s; 2 is summarized in Theorem 1.

To start let us present the mathematical problem which
is used in the proof of our scheme.

Definition 2. Elliptic Curve Discrete Logarithm Problem
(ECDLP). Given G, P as the generator of G and Q =
7P, output y € Z.

Theorem 1. IfECDLP problem is (TECDLP7 EE'CDLP)'
hard, then the proposed scheme is (T,qk,qs,€)-
existentially unforgeable against adaptively chosen mes-
sage attack in the random oracle model such that

2
>_49 1
€BCDLP 2 g ia. — 70 )

TECDLP < 2T + 2qstm,

qs(29s+qk)

where €, = € — and t., is the required for
scalar multiplication. In addition, q, and qs are the
number of queries to oracles k(.) and Sign, respectively.

Proof. 1t is supposed that there is an adversary A against
unforgeability of the scheme with success probability
€. We construct another algorithm C' to solve ECDLP
problem with success probability ezcprp. Given a ran-
dom instance of ECDLP (G, P,Q = ~P), algorithm C
outputs 7.

The algorithm C' runs Setup on a security parameter A,
and gets a random instance of the ECDLP (G, P,Q =
~vP), to set RSU’s public key, P,, to () and generate
the public parameters Para = {G, q, P, P.} and invokes
the adversary A on Para. The adversary A runs in
time at most 7, makes q; queries to the random oracle
k(.) and ¢, queries to the Sign oracle, and can win the
unforgeability game with probability at least e. Algorithm

)P +(Z7, 18Z 1)P +Z’L lpll)Zl



C' maintains initially empty associative table Tj[.] to
simulate random oracle k(.), and answers A’s oracle
queries as described below.

e k(.) queries: If T[.] is defined for the query
(my, T;, PID;), then, C returns its value; otherwise,
C' chooses Ty[m;, T;, PID;]
k:(mi, T’Z‘, PID,) to A.

o Sign queries: For a query (mj;,s$;1,7;) under
public key F,, C chooses two random num-
bers k; and s;o from Z; and PID;s, com-
putes PIDi,l = —Si72P + (k}z + Si,l)Pr' If
Ti[mi, T;, PID;] has already been defined, then, C
halts, returns L and sets bad < true; otherwise, it
sets Ty[m;, T;, PID;] < k;, and returns the signa-
ture (81, 8i.2, ki, PID; 1, PID;2) on the message
(my, $i.1,T;) under public key P, to A.

o Finally, it is assumed that A outputs a forged signa-

3
— Z; , and returns

ture (s} 1,879, k;, PID}, PID},) on the message
(m}, s} 1,T”‘) under public key P,. The forgery is

non-trivial if A has not made a Sign query on the
input of (mj,s;,T;) under P.

The probablhty of A in returning a forged
signature (s} 1,87, k7, PID} |, PID},) is e =
Pr[E4] Pr[E2|E1] which is computed as follows. Flrst

of all, we define events F; and E>.

o Event E; : Algorithm C does not abort as a result
of signature simulation.
o Event E5: Adversary A returns a non-trivial forgery.

To lower-bound the probability Pr[E;| and Pr[Fs|F4],
we need to compute the probability Pr[—bad], where the
event bad indicates that C' aborts in signature simulation
as a result of A’s Sign queries. This probability is
computed as follows.

Claim 1.Pr[F;] = Pr[-bad] > 1 — g5
Proof. The probability of the event El,
Pr[—bad], is multiplication of the following
probabilities.

e Case 1. We have bad < true if the
pair (m;,T;, PID;) generated in a Sign
simulation has been occurred by chance
in a previous query to the oracle k(.).
Since there are at most g5 + g entries in
the table T}[.] and the number of PID; 1,
uniformly distributed in Z, is =, the prob-
ability of this event for one Slgn query is at
most M . Hence, the probability of this

event for ¢s queries is at most M

o Case 2. We have bad « true if C previ-
ously used the same randomness PID; i,
uniformly distributed in Zg, in one Sign

simulation. Since there are at most g5 Sign

simulations, this probability is at most %S.

((‘ZS+Qk)) ﬁ_

Therefore, for g5 Sign querles the proba-
bility of this event is at most qs
Claim 2. Pr[Es|Eq] > e.
Proof. The value of Pr[F5|E}] is the probability
that A returns a valid forgery provided that C'
does not abort as a result of A’s Sign queries.
If C did not abort as a result of A’s queries,
all its responses to those queries are valid.
Therefore, by hypothesis A will produce a non-
trivial forgery with probability at least e.
Therefore, the probability that A returns a valid
forgery (871,879, kF, PID}, PID},) on the message
(m7?, st T*) under public key pk,. is at least

i 21,1
. QS(QQ5 + Qk)
q
Then, C runs Forking algorithm [25] to

obtain two valid forgeries on the same tuple
(m},s;y, 17, PID;, PID; ) with different values for

79 94,1

k(mg, Ty, PI D;) under P, as presented in Equation 7.

€1 =

st =7(ki +s}1)+a;f modgq
/*

12 (k/*+811>+04 mOdqa

where ki # k' .
As a result, the solution to ECDLP, +, is computed in
Equation 8.

)

* 1%
Si,275 4,
Y= W (®)

The success probability of C' according to the generic

Forking Lemma of Bellare and Neven [25] is bounded
qs(29s+qr) .

y — L where e = e —
aktas q .
In order to compute the value Tpcprp, it is assumed
that a scalar multiplication takes time ¢,,,, while all other
operations take zero time. The running time of C' is A’s
run-time, 7, plus the time required to respond to hash
queries and ¢, Sign queries. Therefore, C’s run-time is
TEcDLP < 2T 4 2qst,,. This completes the proof.
O

C. Security analysis

In this subsection, we show that the proposed scheme

has the following security requirements.

o Message authentication: The proposed proxy-based
authentication scheme provides message integrity
and validity of the sender’s identity due to the
following reasons:

— Lo and Tsai’s identity-based signature scheme
with batch verification [17] is used to check
authenticity of the received messages from ve-
hicles by proxy vehicles. Also, they showed
that their scheme is existentially unforgeable
against adaptive chosen message and identity



attack under difficulty of ECDLP problem in
the random oracle model. To make it clear,
proxy vehicles verify vehicles’ signatures, s; 1
for 1 < ¢ < d in batch to check message
integrity and vehicles’ identities. As a conse-
quence, authenticity and validity of vehicle’s
identity is checked by proxy vehicles. In ad-
dition, with employing the small exponent test
methodology [13? ] in the batch verification
of multiple messages, our scheme is resistant
against false acceptance of invalid signatures.

— The integrity, validity of proxy vehicle’s iden-
tity and authenticity of received messages from
proxy vehicles which include batch result oy
and its corresponding signature o, is also
checked by (R,, sp), which is existentially un-
forgeable against adaptively chosen message
attacks as proved by Lo and Tsai [17].

— An RSU can check the correctness of the batch
result which is generated by proxy vehicles by
verifying o,. In addition, security of our pro-
posed signature scheme is proved under under
difficulty of ECDLP problem in the random
oracle model in Theorem 1. In fact, the tamper
proof device of each vehicle generates s; o for
RSUs to check integrity of each signature s; ;.
As a consequence, informally without knowing
RSUs’ secret keys, z,, it is impossible to gen-
erate s; . Therefore, malicious proxy vehicles
cannot generate oo for its false results.

o Identity privacy preserving: The proposed proxy-

based authentication scheme has conditional privacy
preserving since the real identity of each vehicle is
converted to a pseudo identity by TA, and also the
pseudo identity and its corresponding secret key of
each vehicle dynamically changes. Without knowing
TA’s secret key, 3, no one can find out the real
identity of each vehicle due to the Computational
Diffie-Hellman Problem (CDHP). Hence, vehicles
and RSUs except for TA cannot extract real identity
of a vehicle from its messages.

Traceability: The TA can find out the real iden-
tity, ID;, of a vehicle with pseudo identity
(PID; 1, PID,;3) by computing ID; = PID; o &
g(BPID, ;). Therefore, TA can trace vehicles from
its messages in case of any misbehaviour.
Unlinkability: In this scheme, since two different
messages generated by the same vehicle are signed
by different pseudo identities and their correspond-
ing secret keys, and also these pseudo identities are
not related. As a consequence, vehicles and RSUs
cannot link two messages sent by the same vehicle.
Resistance to attacks: Since the used signature
schemes are existentially unforgeable against cho-

TABLE 1
COMPARISON OF COMPUTATION OVERHEADS IN AN RSU
Schemes Verifying a single | Verifying n
message messages
Our 5Tmul 5 I\%J Tmul
Scheme
Liu et al.’s ATl 2 LS%OJ Troul
Scheme [20] +5T, +(2 5551 +3)Tp
+Tmtp +Tmtp
Lo and Tsai ’s | 3Tmw (n+2)Tmw
Scheme [17]
He et al’s 3Tl (n+ 2)Trmuw
Scheme [18]

sen message attack, and our authentication scheme
is designed based on those, common attacks such
as the impersonation attack, modification attack and
the man in the middle attack are prevented. In
addition, timestamp 7; for freshness of messages
is used to avoid replay attack.

VI. COMPARISONS
A. Computational overhead

Computational overhead of an RSU for our proposed
scheme, Liu et al.’s scheme [20], the only proxy-based
authentication scheme, and two recently proposed au-
thentication schemes [17, 18] in terms of verifying a
single message and n messages is summarized in Table
I. In Table I, Tyip, T and T, denote the time
required for computing a Map-to-Point hash function,
scalar multiplication and one pairing, respectively. In the
comparison, it is assumed that each proxy vehicle can
verify at most 300 signatures which is reasonable as
used in Liu et al.’s scheme [20], and traffic density is the
number of signatures, n, in a verification period. Hence,
| 305 are the number of proxy vehicles.

According to the experimental results presented by
Horng et al. [13] which run on Intel i7 3.07 GHZ ma-
chine, T}p,1p, Tt and T}, take 0.09 ms, 0.39 ms and 3.21
ms, respectively. Since the computational costs of other
operations are negligible, they are not considered in the
comparison. As a consequence, we have T, = 8.2T},,,;.

Hence, verifying a single message at an RSU in our
scheme costs about 57,,;, while that in Liu et al’s
scheme [20] costs about 407,,,;. Similarly, verifying
n messages, which are sent by |355] proxy vehicles,
at an RSU costs about 5|55 | Ty, While that costs
about (16| 555 | +24) T} in Liu et al.’s scheme [20]. In
addition, as shown in Table I, verifying a single message
and n messages in an RSU in Lo and Tsai’s scheme [17]
and He et al.’s scheme [18] are 37,4 and (1 + 2)Thpuis
respectively. To verify 3000 signatures, the required time
in our scheme is 19.5 ms, while this value in Liu et al.’s
scheme [20], Lo and Tsai’s scheme [17] and He et al.’s
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Fig. 1. Comparison of computation overheads in terms of number of
messages in an RSU

scheme [18] is approximately 81.6 ms, 1170 ms and 1170
ms, respectively. Therefore, our scheme is more efficient
than Liu et al.’s scheme [20] and other efficient schemes
[17, 18].

In other words, as shown in Fig.l1, the maximum
number of the messages can be verified per second in
Liu et al.’s scheme [20], Lo and Tsai’s scheme [17] and
He et al’s scheme [18] are approximately 25650, 2562
and 2562, respectively, while in our scheme this number
reaches to 153846. As a consequence, our proposal
is a good candidate to improve computational cost at
RSUs when there are a large number of messages in its
coverage area compared to previous efficient schemes.

B. Communication overhead

In this subsection, comparison of communication costs
of our scheme, Liu et al.’s scheme [20] and two recently
proposed schemes; Lo and Tsai’s scheme [17] and He et
al.’s scheme [18] is given in Table II. For the security
level of 289, it is assumed that ¢ be 160 bits or 20
bytes, and each element in G is 40 bytes. In addition,
the size of the timestamp is 4 bytes. This comparison
is in terms of sending one message and n messages to
an RSU. In the comparison, the size of the message
m; is not considered since they are the same in all
authentication schemes. In Liu et al.’s scheme [20], the
signature sent by a vehicle to a proxy vehicle (V2PV) is
(PIDi’l, PIDZ"Q, ﬂ7 Sil, Si’Q), where PIDi’l, PIDZ"Q,
s;1 and s;2 € G, and so its size is 40 x 4 + 4 =
164 bytes, while in our scheme the signature sent
by V2PV is (PIDi,hPIDiQ,E,Ri75i,173i,2), where
PIDLl, PIDi72 and R; € G and Si,1 and Si2 € ZZ,
and its size is 40 X 3 +2 x 20 + 4 = 164.

Note that it is assumed that each proxy vehicle verifies
300 signatures, so the number of proxy vehicles to verify
n signatures are |55 |. In Liu et al’s scheme [20], the
message sent by a proxy vehicle to an RSU (PV2R) is
(PIDy, PIDy 2, Ty, sp1,01,02, PID; 1, PID; 5, T;,

TABLE II
COMPARISON OF COMMUNICATION OVERHEAD (IN BYTES)
Schemes Sending a Sending
single message | n messages
Liu et al’s 164 204L%J + 84n
Scheme [20]
Lo and Tsai’s 144 144n
Scheme [17]
He et al’s [18] | 144 144n
Scheme
Our 164 184] 5551 + 84n
Scheme
1 < ¢ < mn), where PID,;, PID,,, PID;,,

PID;s, sp1, 01 and o2 € G. Hence, the size of
the transmitted signatures by |35] proxy vehicles is
(40 x 5+ 4) | 555] + (2 x 40 + 4)n = 204| 555] + 84n
bytes, while in our scheme the transmitted message is
(PIDpﬁl, PIDPQ, Tp, Rp, Sp71, 01,02, .PI.DZ'J7 PI.DLQ,
T;,1 < i < n), where PID, 1, PID,s, PID,;,
PID; s and R, € G, sp1, 01 and 02 € Z;, and its size is
(40x3+3x20+4) | 555 ] +(2x40+4)n = 184 555 |+-84n
bytes. By the same analysis, the signature size sent by
vehicles to an RSU for one single and n messages in
both Lo and Tsai’s [17] and He et al.’s schemes [18] are
144 and 144n bytes, respectively.

To send 3000 signatures to an RSU, the signature size
in our scheme is 253840 bytes, while this value in
Liu et al’s scheme [20], Lo and Tsai’s [17] and He
et al’s schemes [18] is 272400, 432000 and 432000
bytes, respectively. As a consequence, our scheme has a
better communication overhead compared to the previous
authentication schemes.

VII. CONCLUSION

In this paper, we showed that Liu et al.’s proxy-based
authentication scheme [20] for VANETSs has some se-
curity drawbacks: it is not resistant against modification
and false acceptance of the batch result attacks. Then,
to tackle security weaknesses of Liu et al.’s scheme,
we proposed a new proxy-based authentication scheme
for vehicular networks. To show that it is secure against
modification attack, we proved that the underlying signa-
tures in the scheme is secure against adaptively chosen
message attack under ECDLP problem in the random
oracle model. As shown in the comparison, our proposed
scheme not only is more efficient than Liu et al’s
scheme, but also it has a better communication overhead
compared to Liu et al.’s scheme. We should emphasize
that this proposal is useful where there are a large number
of vehicles in the coverage area of an RSU, and it was
shown from the analysis the required time to verify 3000
signatures in one second of our scheme was improved
by 75% and 98% compared to Liu et al.’s proxy-based



authentication scheme [20] and the two recently efficient
authentication schemes [17, 18], respectively.
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