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Abstract

This article continues investigation of ways to obtain pseudo-random sequences
over Galois field via generating LRS over Galois ring and complication it.

Previous work is available at http://eprint.iacr.org/2016/212
In this work we provide low rank estimations for sequences generated by two

different designs based on coordinate sequences of linear recurrent sequences (LRS)
of maximal period (MP) over Galois ring R = GR(pn, r), p ≥ 5, r ≥ 2, with numbers
s such that s = kr+2, k ∈ N0, and based on digital sequences of coordinate sequences
of matrix/skew MP LRS over such Galois rings.
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1 Introduction
Here we continue investigation of linear complexity properties of different ways to generate
pseudo-random sequences over Galois field wich essentially involves linear recurrences over
Galois ring as an intermediate sequence for further complication.

On IACR ePrint Archive we have published two articles devoted to this theme [22, 23].
So we have no need to cite here well-known facts of linear recurrences over Galois ring
theory from [17, 18, 15, 16, 14, 10] and explain notification. Also we have not to explain
properties well-generated pseudo-random sequance has to obtain [3].

Only which we have to cite here for our convenience is basic result of works [22, 23].
∗This work is dedicated to the memory of A.S.Kuzmin, V.L.Kurakin and A.A.Nechaev
†Moscow Technological University MIREA
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Theorem 1.1. Let R = GR(pn, r) be a non-trivial Galois ring, q = pr, p ≥ 5, r ≥ 2, F (x)
be a polynomial of maximal period and degree m over ring R, u be a non-zero modulo
pR sequence with characteristic polynomial F (x), S = GR(pn, rm) be a Galois extension
of R, θ be a root of F (x) in S, ξ ∈ S be under condition

u(i) = TrSR
(
ξ · θi

)
.

Let θs = γs(θ), ξs = γs(ξ), s = 0, n− 1. Let’s denote by F(x) = γ0(F (x)).

H(x) =
∏

~λ∈I(m,p),
~ζ∈I(m,p−1)

(
x	 θ

∑m−1
l=0 prm+rl−2(λl+pζl)

0

)
, (1.1)

Z(x) =
∏

~ζ∈I(m,p)

x	 θ
m−1∑
l=0

prm+rl−1·ζl

0

 . (1.2)

Then for every natural s > 2 such that

s≡ 2 (mod r), (1.3)

this divisibility holds:

F(x)ps−1+1 ·H(x)ps−1
∣∣∣ms(x), (1.4)

and this inequality holds:

m(ps−1 + 1) + ps−1 ·
{
m

p

}
·
{

m

p− 1

}
≤ rank us. (1.5)

Besides that, if ξ1 6= 0 and additional conditions take place:

∀~ζ ∈ I(m, p)
∑
⊕

κ=0,m−1 : ζκ>0

(ξ−1
0 ξ1)prm+rκ−1 6= 0 (1.6)

and

∀~ζ ∈ I(m, p)
∑
⊕

l=0,m−1 : ζl>0

γ0

(
ζl∏m−1

κ=0 ζκ!

)
(θ−1

0 θ1)
∑m−1

κ=0 ζκprm+rκ−1−prm+rl−1 6= 0, (1.7)

then for previous s this divisibility holds:

F(x)ps−1+1 ·H(x)ps−1 · Z(x)ps−1
∣∣∣ms(x), (1.8)

and this inequality takes place:

m(ps−1 + 1) + ps−1 ·
{
m

p

}
·
{

m

p− 1

}
+ ps−1 ·

{
m

p

}
≤ rank us. (1.9)
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Let M,w ∈ N. Let’s denote by I(M,w) the set of vectors ~ = (j1, . . . , jM), 0 ≤ jl ≤

p−1, l = 1,M , with property:
∑M
l=1 jl = w, and by

{
M
w

}
let’s denote cardinality of the set

I(M,w). Let’s note that
{
M
w

}
is a number of placements of w indistinguishable balls in

M different boxes under condition that in every box may be placed not more than (p−1)
balls.

These equalities are true [19, p.215]:

{
M

w

}
=

min{w,(M−w)/p}∑
s=0

(−1)s
(
w

s

)(
M + w − ps− 1

M − 1

)
, (1.10)

if 0 ≤ w ≤M(p− 1), and {
M

w

}
= 0 (1.11)

in other case.
Further we shall suppose that vectors ~ constituting the set I(M,w) are ordered as-

cending in lexicographical order.
Let’s note here that

degH(x) =
{
m

p

}
·
{

m

p− 1

}
,

degZ(x) =
{
m

p

}
.

Further we shall investigate linear complexity of such extrapolations of cryptologic
design investigated previously in [22, 23]:

u(1)(i) 7→ v(1)(i) = γs
(
u(1)(i)

)
↘

...
...

...
...

u(k)(i) 7→ v(k)(i) = γs
(
u(k)(i)

)
→ v(i) =

d∏
κ=1

v(κ)(i), i ∈ N0

...
...

...
...

u(d)(i) 7→ v(d)(i) = γs
(
u(d)(i)

)
↗

(1.12)

Here s is a constant parameter, u(1), . . . , u(d) are linearly independent MP LRS over
R with common characteristic Galois polynomial F (x) of maximal period. Let’s make
accent on the fact that sequence v is over Galois field Γ(R) = GF (pr).

For sequence v we provide divisors of its characteristic polynomial and investigate its
linear complexity estimates and periodical properties.

As a next step we shall investigate this Scheme of pseudo-random sequence generating:
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~U(i) = (u1(i), . . . , um(i)) 7→ ~W (i) = (w1(i) = γs(u1(i)), . . . , wm(i) = γs(um(i)))
↓

w(i) =
m∏
κ=1

wκ(i), i ∈ N0

(1.13)
Here, as previously, s is a constant parameter of the Scheme 1.13, ~U = (u1, . . . , um) is

a ordered set of sequences, satisfying the rule:

~U(i+ 1) = A · ~U(i), i ∈ N0, (1.14)

where A ∈ Rm,m — matrix over R of m rows and of m columns. For our purposes we
shall assume that the period of A is maximal and is equal to T(A) = (prm − 1) · pn−1.
Also let’s emphasize that sequence w is over Galois field Γ(R) = GF (pr).

Sequence 1.14 may be treated as partial form of a matrix linear recurrent sequence in
terms of [13], or as a partial form of matrix linear congruent generator in terms of [20], or
a simply skew LRS in terms of [2]. Let’s note also that sometimes sequences uκ, κ = 1,m
are called coordinate sequences of matrix LRS, and sequences wκ, κ = 1,m are called
digital sequences of uκ, κ = 1,m.

For sequence w we shall provide divisors of its minimal polynomial, low estimates of
its linear complexity, its periodical properties.

Let’s note that the complication function of cryptographic design of article [23] is
injective compressing map, as it proved in [12]. For designs 1.12 and 1.13 this question is
still open.

2 Properties of Design 1.12
Before we shall investigate Design 1.12, we have to remind some old results of Zierler and
Mills.

For an arbitrary ring R by LR(F ) we denote the set of all linear recurrences with a
characteristic polynomial F (x). By LR(F1) · · ·LR(Fk) we denote the linear span of the set
of all recurrences obtained as a point-wise products of linear recurrences from LR(F1),. . .,
LR(Fk). From [24] we know that if P = GF (q) is a finite field, F1(x), . . . , Fk(x) , is a set
of monic polynomials over P then

LP (F1) · · ·LP (Fk) = LP (H), (2.1)

where polynomial H(x) ∈ P [x] is described in this way: Let

Fs(x) =
ls∏

js=1
G

(s)
js (x)b

(s)
js , s = 1, k (2.2)
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is a canonical decomposition, and for an

a(t) − 1 =
∑
ν≥0

ζ(t)
ν pν ∈ N0, 0 ≤ ζν < p, t = 1, k, (2.3)

we denote
k
∨
t=1

a(t) = pλ +
∑
ν≥λ

(
k∑
t=1

ζ(t)
ν )pν , (2.4)

where

λ = min{λ ≥ 0 | ∀ν ≥ λ
k∑
t=1

ζ(t)
ν < p}. (2.5)

Besides that, for polynomials F (x), G(x), . . . , H(x) ∈ P [x] by F (x)∨G(x)∨· · ·∨H(x)
we denote polynomial with the set of roots is equal to the set of all distinct products of
roots of polynomials F (x), G(x), . . . , H(x) in theirs common splitting field. In this case
F (x) ∨G(x) ∨ · · · ∨H(x) ∈ P [x].

Then

H(x) = LCM
js∈1,ls,s=1,k


(

k
∨
s=1

G
(s)
js (x)

) k
∨
s=1

b
(s)
js

 . (2.6)

Let’s denote by
∨
α
G(x) = G(x) ∨ · · · ∨G(x)︸ ︷︷ ︸

α times

and by
∨
α
a = a ∨ · · · ∨ a︸ ︷︷ ︸

α times

Before we start investigate divisors of mv(x) we have to provide these Lemmas:

Lemma 2.1.

∨
α

(ps−1 + 1) =
{

(α + 1)ps−1, 1 ≤ α ≤ p− 2;
ps, p− 1 ≤ α

(2.7)

�
and

Lemma 2.2.
∨
β
ps−1 = ps−1. (2.8)

�
and

Lemma 2.3.

ps−1 + 1 ∨ · · · ∨ ps−1 + 1︸ ︷︷ ︸
α times

∨ ps−1 ∨ · · · ∨ ps−1︸ ︷︷ ︸
d−α times

=
{

(α + 1)ps−1, 1 ≤ α ≤ p− 2;
ps, p− 1 ≤ α

(2.9)
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Let’s remember that

F(x) =
m−1∏
j=0

(
x	 θp

rj

0

)
,

and
H(x) =

∏
~λ∈I(m,p),
~ζ∈I(m,p−1)

(
x	 θ

∑m−1
l=0 prm+rl−2(λl+pζl)

0

)
,

as is defined in (1.1).

Lemma 2.4. Let’s denote by

F (d)(x) =
m−1∏
j=0

(x	 θdp
rj

0 ),

F (d−1)(x) =
∏

{j1,...,jd−1}⊂0,m−1, j1<···<jd−1
δ1,...,δd−1∈0,d−1: δ1+···+δd−1=d

(x	 θδ1prj1 +···+δd−1p
rjd−1

0 ),

· · ·

F (1)(x) =
∏

j1<...<jd

(x	 θp
rj1 +···+prjd

0 ),

W (α)(x) =

=
∏

j1<···<jα∈0,m−1
~λ(1)<···<~λ(β)∈I(m,p),

~ζ(1)<···<~ζ(β)∈I(m,p−1), β=d−α

x	 θp
rj1 +···+prjα+

m−1∑
l=0

prm+rl−2(λ(1)
l

+pζ(1)
l

)+···+
m−1∑
l=0

prm+rl−2(λ(β)
l

+pζ(β)
l

)

0

 ,

α = 1, d− 1, and

H(d)(x) =
∏

~λ∈I(m,p),
~ζ∈I(m,p−1)

(
x	 θd

∑m−1
l=0 prm+rl−2(λl+pζl)

0

)
,

H(d−1)(x) =
∏

~λ(1)<···<~λ(d−1)∈I(m,p),
~ζ(1)<···<~ζ(d−1)∈I(m,p−1),

δ1,...,δd−1∈0,d: δ1+···+δd−1=d

(x	

	θ
δ1
m−1∑
l=0

prm+rl−2(λ(1)
l

+pζ(1)
l

)+···+δ(d−1)

m−1∑
l=0

prm+rl−2(λ(d−1)
l

+pζd−1
l

)

0

 ,
· · ·

6



H(1)(x) =
∏

~λ(1)<···<~λ(d)∈I(m,p),
~ζ(1)<···<~ζ(d)∈I(m,p−1),

x	 θ
m−1∑
l=0

prm+rl−2(λ(1)
l

+pζ(1)
l

)+···+
m−1∑
l=0

prm+rl−2(λ(d)
l

+pζ(d)
l

)

0

 .
Then

degF (d)(x) = m, degF (α)(x) =
(
m

α

)
·
(
d− 1
α− 1

)
, α = 1, d− 1,

degW (α)(x) =
(
m

α

)
·
( {m

p

}
d− α

)
·
({ m

p−1

}
d− α

)
, α = 1, d− 1,

degH(d)(x) =
{
m

p

}{
m

p− 1

}
,

degH(α)(x) =
({

m
p

}
α

)
·
({

m
p−1

}
α

)
·
(
d− 1
α− 1

)
, α = 1, d− 1.

�

Theorem 2.5. Let R = GR(pn, r) be a non-trivial Galois ring, q = pr, p ≥ 5, r ≥ 2,
F (x) be a polynomial of maximal period and degree m over ring R, u(1), . . . , u(d) are
non-zero modulo pR sequences with characteristic polynomial F (x), d ≤ m, for κ ∈ 1, d
vκ = γs(u(κ)), s ≡ 2 (mod r),

v =
d∏

κ=1
vκ,

S = GR(pn, rm) be a Galois extension of R, θ be a root of F (x) in S, polynomial H(x)
is defined as in (1.1), F(x) = γ0(F (x)).

Then (
p−2∏
α=1
F (α)(x)(α+1)ps−1 ·

d∏
α=p−1

F (α)(x)ps ·
p−2∏
α=1

W (α)(x)(α+1)ps−1·
d−1∏

α=p−1
W (α)(x)ps ·

d∏
α=1

H(α)(x)ps−1

) ∣∣∣∣∣ mv(x)
(2.10)

and

m+
p−2∑
α=1

(α + 1)ps−1
(
m
α

)
·
(
d−1
α−1

)
+

d−1∑
α=p−1

ps ·
(
m
α

)
·
(
d−1
α−1

)
+

+
p−2∑
α=1

(α + 1)ps−1 ·
(
m
α

)
·
({mp }
d−α

)
·
({ m

p−1}
d−α

)
+

d−1∑
α=p−1

ps ·
(
m
α

)
·
({mp }
d−α

)
·
({ m

p−1}
d−α

)
+

+ps−1 ·
{
m
p

}{
m
p−1

}
+ ps−1 ·

d−1∑
α=1

ps−1 ·
({mp }

α

)
·
({ m

p−1}
α

)
·
(
d−1
α−1

)
≤ rankmv(x).

(2.11)

�
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Proof. The proof immediately follows from cited upper results of [24] and from result
(1.4) of Theorem 1.1.

Let’s denote by
W (x) = ∨

d

(
Fps−1+1 ·H(x)ps−1)

.

Then according to (2.6) it is easy to see that

W (x) | mv(x).

Further we shall investigate the form of polynomial W (x). The polynomial W (x) may
be represented in this way:

W (x) =
= LCM

(j1,...,jα)∈0,m−1α, α=0,d
(~λ(1),...,~λ(β))∈I(m,p)β,

(~ζ1),...,~ζ(β))∈I(m,p−1)β, β=d−α

(
x	 θp

rj1 +···+prjα
0 ·

·θ

m−1∑
l=0

prm+rl−2(λ(1)
l

+pζ(1)
l

)+···+
m−1∑
l=0

prm+rl−2(λ(β)
l

+pζ(β)
l

)

0


ps−1 + 1 ∨ · · · ∨ ps−1 + 1︸ ︷︷ ︸

α times

∨ ps−1 ∨ · · · ∨ ps−1︸ ︷︷ ︸
d−α times

(2.12)
In (2.12) α = 0 means that F is not consists in corresponding disjunctive product,

and β = 0 means that H(x) is not consists in corresponding disjunctive product.
Because (

p−2∏
α=1
F (α)(x)(α+1)ps−1 ·

d∏
α=p−1

F (α)(x)ps ·
p−2∏
α=1

W (α)(x)(α+1)ps−1·
d−1∏

α=p−1
W (α)(x)ps ·

d∏
α=1

H(α)(x)ps−1

)∣∣∣∣∣W (x),
(2.13)

and
W (x) | mv(x),

(2.10) holds. Inequality (2.11) follows from (2.10) and Lemma 2.4.

Statement 2.6. In conditions of Theorem 2.5 these divisibilities hold:

ps−1 | T(v) | (prm − 1)ps. (2.14)

Besides that under additional condition

GCD(d, prm − 1) = 1 (2.15)

this equality holds:

T(mv(x)) = (prm − 1) · ps (2.16)
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Proof. Let’s remember that for every κ ∈ 1, d

T(v(κ)) = (prm − 1)ps.

Hence
T(v) | (prm − 1)ps.

From the other side,

H(x) =
∏

~λ∈I(m,p),
~ζ∈I(m,p−1)

(
x	 θ

∑m−1
l=0 prm+rl−2(λl+pζl)

0

)
,

and herewith

~λ = (0, . . . , 0, 1, p− 1) and ~ζ = (0, . . . , 0, p− 1, 0)

H(d)(x) has a root of the form
θ2rm

0 = e.

Hence
(x	 e)ps−1 = xp

s−1 	 e
∣∣∣ mv(x).

So divisibilities (2.14) are proved.
Further, polynomial F (d)(x) has a root θd0. Because under condition (2.15)

ord θd0 = (prm − 1)
GCD(prm − 1, d) = prm − 1

∣∣∣∣∣ T(v),

and
ord θd0 = ord θdp

s

0 ,

we get equalities:

(x	 θd0)ps = xp
s 	 θdp

s

0 | (xps)prm−1 	 e = x(prm−1)ps 	 e.

So (2.16) holds.

3 Properties of design 1.13
In 1996 A.A.Nechaev had proved that if sequences u1, . . . , um are obtained according to
the rule (1.14) with matrix A of maximal period T(A) = (prm − 1)pn−1, then each of
uκ, κ = 1,m, is a MP LRS with Galois characteristic polynomial of maximal period
F (x) = χA(x), which coincides with characteristic polynomial of matrix A. Moreover,
in this case all LRS u1, . . . , um are linearly independent over R. In [5] this result were
published without referencing to A.A.Nechaev.

So we can apply results of previous section to the Design 1.13 herewith m = d.
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Theorem 3.1. Let R = GR(pn, r) be a non-trivial Galois ring, q = pr, p ≥ 5, r ≥ 2, F (x)
be a polynomial of maximal period and degree m over ring R, u(1), . . . , u(m) are non-zero
modulo pR sequences with characteristic polynomial F (x), satisfying the rule:(

u(1)(i+ 1), . . . , u(m)(i+ 1)
)

= A ·
(
u(1)(i), . . . , u(m)(i)

)
, i ∈ N0, (3.1)

F (x) = χA(x), T(A) = (prm − 1)pn−1, for κ ∈ 1,m wκ = γs(u(κ)), s ≡ 2 (mod r),

w =
m∏
κ=1

wκ,

S = GR(pn, rm) be a Galois extension of R, θ be a root of F (x) in S, polynomial H(x)
is defined as in (1.1), F(x) = γ0(F (x)).

Then (
p−2∏
α=1
F (α)(x)(α+1)ps−1 ·

m∏
α=p−1

F (α)(x)ps ·
p−2∏
α=1

W (α)(x)(α+1)ps−1·
m−1∏
α=p−1

W (α)(x)ps ·
m∏
α=1

H(α)(x)ps−1

) ∣∣∣∣∣ mv(x)
(3.2)

and

m+
p−2∑
α=1

(α + 1)ps−1
(
m
α

)
·
(
m−1
α−1

)
+

m−1∑
α=p−1

ps ·
(
m
α

)
·
(
m−1
α−1

)
+

+
p−2∑
α=1

(α + 1)ps−1 ·
(
m
α

)
·
({mp }
m−α

)
·
({ m

p−1}
m−α

)
+

m−1∑
α=p−1

ps ·
(
m
α

)
·
({mp }
m−α

)
·
({ m

p−1}
m−α

)
+

+ps−1 ·
{
m
p

}{
m
p−1

}
+ ps−1 ·

m−1∑
α=1

ps−1 ·
({mp }

α

)
·
({ m

p−1}
α

)
·
(
m−1
α−1

)
≤ rankmv(x).

(3.3)

�

Statement 3.2. In conditions of Theorem 2.5 these divisibilities hold:

ps−1 | T(w) | (prm − 1)ps. (3.4)

Besides that under additional condition

GCD(m, prm − 1) = 1 (3.5)

this equality holds:

T(mw(x)) = (prm − 1) · ps (3.6)

�
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