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Abstract. Authenticated key exchange (AKE) plays a fundamental role in modern cryptography. Up to now,
the HMQV protocol family is among the most efficient provably secure AKE protocols, which has been widely
standardized and in use. Given recent advances in quantum computing, it is highly desirable to develop lattice-
based analogue of HMQYV protocols for the upcoming post-quantum era. Towards this goal, an important step
was recently made by Zhang et al. at Eurocrypt’ 15 [ZZD™15/ZZDS14]. Similar to HMQYV, this ring-LWE
based analogue of HMQYV proposed there consist of two variants: a two-pass protocol TTz, as well as a one-
pass protocol TT; that implies a signcryption scheme (named as “deniable encryption” in [ZZD ™" 15])). All these
protocols are claimed to be provably secure under the ring-LWE (RLWE) assumption.

In this work, we propose a new type of attack, referred to as small field attack (SFA), against the one-pass
protocol TT; as well as its resultant deniable encryption scheme. With SFA, a malicious user can efficiently
recover the static private key of the honest victim user in TT; with overwhelming probability. Moreover, the
SFA attack is realistic and powerful in practice, in the sense that it is almost impossible for the honest user to
prevent, or even detect, the attack. Besides, some new property regarding the CRT basis of R, is also developed
in this work, which is essential for our small field attack and may be of independent interest.

The security proof of the two-pass protocol TTs is then revisited. We are stunk at Claim 16 in [ZZDS14], with a
gap identified and discussed in the security proof. To us, we do not know how to fix the gap, which traces back
to some critical differences between the security proof of HMQV and that of its RLWE-based analogue.

1 Introduction

Authenticated key exchange (AKE) plays a fundamental role in modern cryptography. Up to now, the HMQV
protocol family [LMQ™03/Kra03IYZ13] is generally considered to be the most efficient provably secure AKE
protocol family, and has been standardized and widely in use. HMQYV is built upon Diffie-Hellman (DH) [DH76],
and consists of two variants: two-pass HMQV with provable security in the Canetti-Kraczye (CK) model [[CKO1],
and one-pass HMQYV with provable security in a tailored CK model for one-pass AKE [HK11]]. Although two-pass
HMQV is more frequently used in practice, one-pass HMQYV itself is of great value and has many applications as
well. For example, it was shown in [HK11]] that one-pass HMQV implies secure higncryption (aka the deniable
encryption in [ZZDS14/ZZD™13]), and has natural applications to key wrapping. However, HMQV will become
insecure in the upcoming post-quantum era. Consequently, it would be much desirable to develop the HMQV-
analogue based on lattice problems, since lattice-based cryptosystems are commonly believed to be resistant to
quantum attacks.

As aring variant of the learning with errors (LWE) problem [Reg09]], the ring-LWE (RLWE) problem [LPR13a]
was introduced to resolve some inefficiency issues of LWE-based cryptosystems. It is versatile, and has been well-
studied ever since its introduction. Each ring-LWE instance is parameterized by a positive integer n, a positive
rational prime ¢, a parameter « > 0, and a monic irreducible polynomial f(z) € Q[z] of degree n. The hard-
ness of ring-LWE problem is captured by a (possibly) quantum reduction from the approximate SVP problem in
any ideal lattice of K to the decisional ring-LWE problem [LPR13al], where K = Q[x]/ (f) denotes a number
field of degree n. Ever since its introduction, significant cryptographic progress based on the RLWE problem has
been made, e.g., [LPR13alLPRI13b/Peil4ILST3ISS11IGen09/GGHI3a\GGH ™ 13blLyu12/DDLL13]; For an excel-
lent survey, the reader is referred to [Peil6]].

In this work, the term “ring-LWE problem” refers to a special case of the original ring-LWE problem that is
widely used in practice, i.e., n > 16 is a power-of-two, ¢ is a positive rational prime such that ¢ = 1 (mod 2n),
and f(z) = ®a,(z) € Z[z] is the 2n-th cyclotomic polynomial. For this (specific) ring-LWE problem, its
search and decisional variants are proven computationally equivalent under mild constraints on the parameters
[LPR13aDD12].
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RLWE-based Diffie-Hellman and HMQYV. We briefly review the abstract basic structure of key exchange over
RLWE [ZZDS14.ZZD* 15DXL12IPeil4BCNST5IADPST6]. Let Alice and Bob denote the two involved parties
for simplicity. To Alice (party ), the static private key is (s;,e;) € R, X R, (both are*small”), the static public
key is p, = as; + ¢ - e;, where @ € R, denotes the public system parameter; the ephemeral private key is
(ri, ;) € R, x R, (both are “small”), and the ephemeral public key is x; = ar; + c- f,. Similar notations
(sj,€5),p;,(rj, f;),; apply to Bob (party j). The value ¢ € F is a public constant, which is set to be 1 in
[Peil4] and to be 2 in [DXL12]].

For the basic KE protocol without entity authentication (i.e., Alice and Bob do not necessarily possess the static
public/private keys), first Alice sends x; to Bob; Then Bob replies to Alice with (z;, w; = g(x;, 7}, f;)), where
g denotes a probabilistic polynomial-time (PPT) signal-generation function; Finally, Alice (resp., Bob) applies
a key derivation function denoted K; (resp., K;), such that K;(z;, s, f;, w;) = K;(zi, 7, f;, w;). Briefly
speaking, the underlying key derivation mechanism is based on the bilinear map (r1,72) = d = 71 - @ - 7 of
R, X R, into R, where d € R, denotes the dominant value from which the session-key is derived. However,
neither Alice nor Bob could directly compute the dominant value d due to the small noises f; and f; involved,
and the tricky part of the key derivation functions K; and K is to reach the consensus on the shared key from
two values that are “close” to the dominant value d. This basic key exchange protocol is thus analogous to Diffie-
Hellman, which in turn is based on bilinear map over cyclic group.! In two-pass RLWE-based HMQV analogue,
we have w; = g(p;, zi, 55, e;,7;, f;), and K;(p;, x;, 8i, €, 74, f;,w;) = K;(p;, i, 85,€;,75, f;, w;). Con-
versely, in one-pass RLWE-based HMQV analogue where the values (x, p;) sent by Bob in the second round is
waived, Alice sends x; as well as the signal w; = g(pj7 Si, e, i, f;); In this case, K; and K are defined to be:
Ki(pj, si,ei,ri, fi, wi) = K;(p;, Ti, 85, €j, w;).

An important step towards constructing the RLWE-based analogue of HMQV was recently made at Euro-
crypt’15 [ZZD™15] and in its full version [ZZDS14]], where the two-pass protocol TT, and one-pass protocol TTy
were proposed. Both TT5 and TT; are claimed to be provably secure under the ring-LWE assumption in the random
oracle model, relative to a variant of the Bellare-Rogaway model [BR93] where adversary is not allowed to regis-
ter public keys on behalf of dishonest users. In particular, for the one-pass variant TTy, it is claimed to be provably
secure “in a weak model similar to [Kra05|] which avoids some reasonable insufficiencies for one-pass protocol”
(1ZZD™ 15, page 744). However, the exact security model for TT; is not made clear in [ZZD™ 15/ZZDST14], and the
actual proof is omitted there. Similar to that one-pass HMQV implies signcryption, the work [ZZD™15/ZZDS14]
also describes the signcryption scheme (i.e., the “deniable encryption” in [ZZD™ 15/ZZDS14]) resultant from the
one-pass variant TT;, where the derived session-key is used for a CPA-secure symmetric encryption and a MAC
scheme. The resultant signcryption is also claimed to be CCA-secure in [ZZD™15[ZZDST4], by following the
analogue to one-pass HMQV.

The two-pass protocol TT is presented in Section [7} Below, we briefly review TT; in Figure [I} in accordance
with our abstract protocol structure above.

The one-pass AKE scheme TT; The scheme TTy, proposed in [ZZDS14/ZZD™ 15|, is built upon the ring-LWE
assumption. In TTy, a <= R is the global public parameter, and M > 0 is a constant that is sufficiently large.
As a two-party AKE protocol, users in TT; are represented by party ¢ and party j. For party i: the static private
key is (s;, e;), where s;,e; < Dzn ,; Its associated public key is p; £ as; + 2e; € Rq; And its identity
issued by the Certificate Authority (CA) is id;. Similar notations, s;, e; < Dznﬂ,pj = as; +2e; € Rq and
id;, apply to party j. Let Hy : {0,1}* — Dzx , be a hash function that outputs invertible elements in R, and
Hjy : {0,1}* — {0, 1}* be the key derivation function. Both H; and Hy are regarded as random oracles in TT;.

The following functions are essential for the definition of TT;. First, When the prime g is clear from the context,
define the function Parity : F, — {0,1}, where Parity (u) £ u(mod2) € {0,1}. Moreover, we define the
function Mod : F, x {0,1} — {0,1}, where Mod (u,w) £ Parity ((u+ w - go) mod q) € {0, 1}. Finally,
define the function Cha : F, — {0, 1}, such that Cha (u) = Oif and only if u € {—%*, .-+, 41 }; Otherwise,
Cha (u) = 1. All these functions could be easily generalized to the n-dimensional case in the component-wise
manner; For instance, Cha (v) £ [Cha (v;)]je[ € {0,1}" for every v = [vj]je[m € [y, and it is understood
that Cha (u) £ Cha ([u;]jefn)) foru =30 e, w7 € R,

1.1 Our Contributions

In this work, we propose a new type of efficient attack, referred to as small field attack (SFA), against the
one-pass protocol TT1, as well as its resultant “deniable encryption” proposed in [ZZDS14.ZZD™ 15||. With SFA,

! Unlike traditional DH protocol where a key pair may be catched for a short time to improve performance, for RLWE-based
DH-analogue it is crucial that both parties use fresh ephemeral private keys in each session [F16JADPS16].



party party j

SkZ(Si <« DZ",Q, e; < DZ”,Q)
pk: p, =as; +2e; € Ry

SkZ(Sj — DZn7a, €e; < DZn7a)
pk: p; = as; +2e; € Ry

ephemeral sk: r;, f; < Dzn g;
ephemeral pk: x; = ar; + 2f;;
c = Hi(id;,id;, ;); g; < Dzn g;
ki =p;(sic+ri);
w; = g(p]7 Si, €4, T, .fz) = Cha (k2)7
g; = Mod (k:,,wz),
sk; = K(p;, i, ei,mi, f;, w;)
= H>(id;, idy, @i, wi, 0y). (i, w;)

>
>

c= Hy(id;,idj,@);9; < Dzn a;
kj = (p,c+ xi)s; + 2cg;;
0 = Mod (k:j,wi);
skj = K(p;, @i, 85, €, wi)
= Hg(idi,idj,illi,wi,Uj).

Fig. 1. Description of TT;. Note that in the full description in [ZZDSI41ZZD™ 15], party 4 applies the rejection sampling
operation to generate a “good” (x;, w;) pair, which does not affect SFA and is omitted here for simplicity.

a malicious user ¢ can efficiently recover the static private key of the honest user j in TT; with overwhelming
probability, after issuing a set of “random-looking” session queries with party j. The SFA attack is realistic and
powerful in practice, in the sense that it is almost impossible for the honest party j to prevent, or even detect, the
attack.? Besides, we also develop in this work a new property, i.e., Proposition |5| regarding the CRT basis of R,
which is essential for our small field attack against IT; and may be of independent interest.

We also notice that the SFA attack may not violate the security claim for TT; made in [ZZD™15], as with SFA
the malicious user needs to register its public key on its own (while in the omitted security model of [ZZD™15]],
the adversary may not be allowed to register public keys on behalf of dishonest users). Nevertheless, in our SFA,
it is hard to distinguish the public key registered by a malicious user and the public key honestly generated.
Moreover, as the malicious user does know the private key corresponding to the registered public key, traditional
mechanisms for proof-of-knowledge (POK) or proof-of-possession (POP) of private key, e.g., via requiring the
user to sign a random message with the registered public key, does not prevent our SFA attack. From our point of
view, forbidding adversary from registering public keys on behalf of dishonest users, on the one hand, seems to
be unrealistic in practice; And, on the other hand, it may result in over weak security model as naturally insecure
protocol like TT; could be proved “secure” within.

Then, the security analysis of the two-pass AKE scheme TT5 in [ZZDS14/7ZZD™15] is revisited. Loosely speak-
ing, the security proof of TTy considers five types of adversaries, Type-I through Type-V; Only Type-I is analyzed
in [ZZD™15], and the complete analysis is presented in the full version [ZZDS14]]. We are stuck at Claim 16 in
[£22DS14], which deals with Type-II adversary impersonating an honest user in the test-session without a matching
session. A different conclusion on Claim 16 is reached, with a gap in the security proof identified and discussed.
To us, we do not know how to fix the gap, which traces back to some critical differences between the security
proof of HMQYV and that of its RLWE-based analogue. Details are referred to Section

Roughly speaking, given a pair of views (view;, views) of a PPT adversary .4, consider the ability that .4 could
successfully output a value oy, t € {1, 2}, where o2 is a random value independent of viewy but o7 is essentially
committed to view; and is infeasible to be efficiently computed from view;. The corresponding author of Claim
16 [ZZDS14] concludes that: if view; and views are computationally indistinguishable and .4 could not output
o4 from view, with non-negligible probability, then A should also not be able to output o7 from view; with non-
negligible probability; In particular, whether o is distinguishable from o does not affect the conclusion. However,
from our view, to get the conclusion, we need to prove that the joint distribution of (viewy, o) is computationally

2 SFA works, in general, against the abstract structure of one-pass AKE discussed in Introduction, where both static private
keys and ephemeral private keys get mixed in generating the key material from which the session key is derived. But it does
not work against the analogues of RLWE-based Diffie-Hellman or SIGMA/TLS [DXL12/Peil14/IBCNS15/ADPS16], where
only ephemeral private keys are involved in session key generation.



indistinguishable from that of (views, 02); At least we need to argue the indistinguishability between o and oo,
as the adversarial event is defined not only on the views (viewy, views) but also on the hidden values (o1, 02). We
do not know how to fix the gap. Details are referred to Section

1.2 Outline of Small Field Attack

Here, we briefly present the outline of SFA, the main technical contribution of this work.

The CRT basis of R, and its new property Before introducing small field attack, we stress that our SFA makes
full use of the notion of the CRT basis (of R ) first proposed in [LPR13a]. Its basic properties can be summarized
as follows. First, the CRT basis of Rq is unique, and could be found efficiently [LPR13al]. Furthermore, the CRT
basis {c1,- -+ ,¢,} is an F4-basis of Rq, when Rq is seen as an IFy-module of rank n in the natural way; For
instance, every element u € R, could be uniquely written as u = ) | icn) WiCi> Ui € IF4; For simplicity, in this

work let n;(u) £ u; € F, denote the i-th CRT-coefficient of u € R, and let Dim (u) £ {i € [n]|ni(u) #0}.
Finally, the equality wv = 3=, 7:(w)ni(v) - ¢; holds in the ring R, for every u,v € R,.

In addition to these basic ones, some interesting property regarding {ci, - - - , ¢, } is further developed in this
work. To be precise, by assuming ¢; = >-;,1¢,;¢/ " € Ry ¢;; € Fy for every i € [n], we shall prove in
Proposition E], Section that for each ¢, the coefficients ¢; 1, ¢; 2, - - , ¢;.n € Fy form a geometric sequence (in
IF,). This new property is essential for our SFA against IT;, and may be of independent value.

The small field attack (SFA) The vulnerability of TT; is demonstrated as follows. First, we abstract some of the
valid functionalities of the honest party j in Ty as an oracle M with private key, where the private key of M
corresponds to the static private key of the honest party j. Each query made to M consists of the caller’s public
key, the message msg for M to create a new session, and the session key sk; of the matching session. On each
query, M first creates a new session associated with msg, computes its session key sk;, and finally returns 1
if sk; = sk;; Otherwise, 0 is returned. Notice that such one-bit oracle is always available in practice, either by
the session-key exposure oracle in the security model for one-pass HMQV [Kra05] or by the decryption oracle
in the CCA-secure “deniable encryption” proposed in [ZZD™ 15IZZDS14]]. Moreover, for one-pass protocol TT;
is deployed in reality with mutual authentications by additionally exchanging MACs, the action differences of
7 upon receiving a valid MAC value or an invalid one can be used as such one-bit oracle. To demonstrate the
vulnerability of TTy, it is sufficient to construct an efficient attacker A that can recover the private key of M.
The precise construction of .4, involves too many details. Fortunately, the following simplified analysis implies
how Ay against Mg works. For the moment, we assume that the public key of Ay is 0 € R, (this assumption
could be dropped finally). In such simplified setting, we can define an oracle M; with secret s +— Dzn o, which
could be seen as a simplified variant of M. Here, s corresponds to the static private key of party j in I'Ty, and could
be seen as an element of R, in the natural way, provided g is sufficiently large. On input (a:, w, z = [z] je[n]) €

R, x {0,1}" x {0,1}", the oracle M first generates a small error € < Z7,,, = {—6,---,60}", and then
computes o £ Parity (€s + gow + 2¢) = [0}]je[,,)» and finally returns 1 if and only if [0}] ;e[ = [2)]e[n)- In
this work, Parity () represents the parity of z € F, = {f%, cee q—;l }; Moreover, for u = Z?Zl u; ¢t e

R, uj € Fy, itis understood Parity (u) = [Parity (u;)];cpn) € {0,1}".

A simple efficient attacker A; against M is first constructed in Section Observe that if the x-entry of
every query is of the form & - ¢;, k € Fy, i € [n], then the product s = kn;(s) - ¢; always belongs to a “small”
set (¢;) = {k" - ¢; | k' € F,}, which is a subfield of the ring R, and is of size ¢ = poly(\) < ¢" = ‘Rq , making
it possible for us to recover 7;(s) € I efficiently. This explains how our small field attack bears its name. Such
observation implies the general structure of the desired attacker .A; : the main body of .4, is an n-round loop, and
the i-th round is devoted to the recovery of s; = n;(s) € F,, i € [n]; In the i-th round, given sy, -+ ,s;_1 € F,
and oracle access to M, it first picks §; <— I, randomly, guesses s; = $; € IF, and then verifies the correctness
of this guess via a set Q;($;) of queries to My ; The set Q;(§;) is carefully chosen such that the x-entry is always
of the form ke;, k € F, and the distribution of those query replies under the condition $; = s; is computationally
distinguishable from that under the condition $; # s;; In this manner, when §; runs over the set IF, the exact value
of s; € F, would be recovered successfully. In the end, the whole secret s = Zie[n] s; - ¢; is recovered.

Of every query made by A;, its w- and z-entries are “random” enough, but its z-entry is easy to recognize,
since © € {k‘c,» | keFy,ie [n]} always holds; Equivalently, |Dim ()| = 1. As a result, it is easy for M; to
prevent .4; by requiring that |Dim (x)| > 2 for each incoming query. Such restriction is reasonable in the sense
that the set {kci | kelFy,i€e [n]} is of “small” size compared with R ;. Now the first motivating question arises:
how to improve A; so that we can still recover the secret of M, even if the foregoing requirement on the a-entry
is imposed?




Actually, it is not hard to construct an improved variant of A1, i.e., A, to resolve this problem, as we shall see
in Section @ First, given that in the ¢-th round, the CRT-coefficients si,--- , s;—1 has already been recovered
successfully, we can make full use of these known CRT-coefficients to re-design the x-entry. Moreover, since s <—
Dzn o is “small”, it can be proven that the product se € R, is “small” as well for e < [~a'\/n,--- ,a'\/n]™.
These two observations are essential for us to design the desired A} : its general structure is almost the same as that
of A;, except that in its i-th round, the z-entry every query in Q;($;) is always of the form « = k - ¢; + h + 2e,
where k € F),h « {u€R,|Dim(u)=[i—1]},and e « [-a/\/n,--- ,a’y/n]". By re-designing the w-
and z-entries appropriately, the efficient attacker A} can be proven to recover every CRT-coefficient s; € F, with
overwhelming probability.

Clearly Dim (k- ¢; + h) = [i] = {1,2,---,i}, and hence the more CRT-coefficients of s we get, the more
difficult for M; to identify those queries made by .A}. However, there is still another problem with A]: in its
first round, for every query made by A}, h = 0 € R, and hence the z-entry is of the form = ke¢; + 2e. To
protect its secret, M; may reject those queries for which the x-entries are of the form = ke¢; + 2e such that
k € Fq,i € [n] and ||e|, is “small”. Such requirement seems reasonable as well. Now the second motivating
question arises: how to improve .4 so that we can still recover the secret of M, even if the foregoing requirement
on the x-entry is imposed?

It turns out this question could be resolved indirectly. As in Section [5.2] we can define an efficient solver V
to the following problem: given a nonempty index set I C [n], an |I|-dimensional vector [$;];cr € IFL”, and
oracle access to M, decide whether [$;];c; = [s;]icr or not. Moreover, as we shall see, to solve the instance
(I,[$i]ier), the x-entry of every query made by V to M; is of the form xy + 2e, where Dim (zo) = I and
e « [—a'y/n,---,a’y/n]". With the aid of V, we can construct an efficient hybrid attacker against M; as
follow:

Phase 1 First, choose a constant § of moderately large, and an index set I C [n] of size § randomly. Then, feed V
with ¢° instances, each of the form (I, [$i]ic1), §i € IF,. In this manner, the CRT-coefficients s;,i € I, would
be recovered successfully when [§;];cr runs over the set ]Fg.

In particular, the x-entry of every query made in this phase is always of the form x¢+2e, where Dim (x¢) = I,
and e < [—a'v/n, -+ ,a’y/n]™. Given the randomness of I, it is almost impossible in practice for M to
identify those queries made by V.

Phase 2 This phase consists of n — § rounds, each devoted to recovering one of the remaining n — § CRT-
coefficients of s, as is done in A].

In particular, the z-entry of every query made in this phase is always of the form @ + 2e where Dim (xg) 2 I
and e «+ [—a'/n,- -, a’y/n|™, making it more difficult for M to identify them.

The notation (V/.A’); is applied to indicate this efficient hybrid attacker against M. Clearly, it is almost impos-
sible in practice for M to identify those malicious queries made by (/A ). This finishes our discussion about
our small field attack against M, a simplified variant of M.

The desired efficient attacker A against M is similar to (V/.A})s against M. Likewise, these queries made
by Ag is so “random-looking” that it is almost impossible in practice for M to identify them. Last but not the
least, motivated by the construction of )V, we can also set the public key of .4y in a clever way such that it is almost
impossible in practice to distinguish the public key of 4 from that of an honest user.

2 Preliminaries

Let A denote the security parameters throughout this work. Let B £ {0,1}. For an odd integer p > 0, let
Z, = {-t5% ... 221} Forinstance, Z3 = {—1,0, 1}. For every positive integer k, let [k] denote the finite set
{1,2,--- ,k} C Z. The logical symbols, such as “3” and “v”, are applied in the conventional manner.

Throughout this work, let n > 16 be a power-of-two, and ¢ = poly(\) be a positive rational prime that is
polynomial in \; Moreover, ¢ = 1 (mod 2n) is necessarily required. When ¢ is clear from the context, define

qQ & q%l. LetF, £ 7./q7 be the finite field of prime order ¢; In this work, every element in I, is represented

by a unique element in {—qo,--- ,qo}. Define F* £ F, \ {0}, and zoney £ {—qo/2, - ,+qo/2} C F,.
And, when comparison is carried out between a,b € F,, both a, b are regarded as real numbers; For instance,
- < —-1<0<1<q.

Unless otherwise stated, vectors are represented in column form in this work, and the n-dimensional vector
(u1,- -+, up)" is usually abbreviated as [u;] e[, Let 0 £ (0,--- ,0)" € F2'. When either u € F} or u € Z", let



|||, and ||u]|, denote the £2- and £o-norms of w; For instance, ||[u;] e[|, = /ui + - - - 4+ u2 € R=°. When
n and g are clear in the context, define the projection 1 : F? — F, forevery j € [n] such that 11 ([u;]jefn)) = u;.

For an event F, the notation “Pr [E] = negl (\)” indicates the probability that E occurs is negligible in .
Conversely, if Pr[E] = 1 — negl (\), we say that E occurs with overwhelming probability; For simplicity, the
phrase “with overwhelming probability” is usually abbreviated as “w.o.p.” in this work. For a deterministic al-
gorithm A that returns y on input x1,xs,- - , Zk, this process is usually written as y := A(xy, o, -, k).
Conversely, for a randomized algorithm B, which returns y on input z1, o, - - - , &} as well as the random nonce
r, this process is usually abbreviated as y := B(z1, 22, -+ ,Zk; 1), or simply y <— B(z1, 9, - ,xk). The nota-
tion Pr[Ry;- - ; Ri : E] denotes the probability of the event E after the ordered execution of random processes

Ry, -+, Rg. For a finite set S, let x < S denote a sample drawn from the uniform distribution over the (finite) set
S.

3 The CRT Basis in the Ring-LWE Setting

This section reviews the ring-LWE problem and its associated notions/results. The definition of the ring-LWE
problem, as well as its hardness results, is reviewed in Section In Section we first recall the notion of
the CRT basis in the ring-LWE setting, and then develop an algebraic property of the CRT basis of R, i.e.,
Proposition [5| that are essential for our small field attack against the one-pass AKE scheme IT; proposed in
[zzD*15[ZZDS14].

3.1 The Ring-LWE Problem

Below are the preliminaries about ideal lattices and the ring-LWE problem. For the full detail, please refer to
[LPR13alLPR13b/DD12/Lan02].
The rings R and R, Let ¢ denote a primitive 2n-th root of unity in C, and its minimum polynomial over Q is

the 2n-th cyclotomic polynomial @y, (z) £ 2™ + 1 € Z[x]. Let R £ Z[(] be the ring of integers of the number
field Q(¢)/Q. Moreover, define the principal ideal (g) = ¢R and its associated quotient ring R, £ R/qR. In this

u; € Fq}.
Since ¢0,- -, ¢! constitute an [F4-basis of the free Fy-module R, of rank n, every u = Zje[n] uj g-le R,
could be identified with the (column) vector (uy, - -+ ,un)" = [uj]jem) € [y, and vice versa. Such identification
is denoted as u ~ [u;];¢],) in this work. Hence, every n-dimensional (column) vector in I can be regarded as
an element of R, in the natural way when necessary, and vice versa. It follows that the domain of the projection

work, each coset of ¢R in R is naturally represented by a unique element in the set {Zje[n] u; ¢ 1

A

t;(+) defined previously could be generalized to R, in the sense that y; (Z] LR <j*1> = u; € F, for

every j € [n]. Moreover, let pu(u) £ [u;(w)]je[n), Which induces an F,-module isomorphism. It is understood
that [lul, £ [|u(w), and [Jull, = [|u(w)] ., for every uw € R,. To emphasize this F,-module isomorphism,
elements of R, are represented by lower-case bold letters in this work. In particular, let O denote both the vector
0,---,0) e [, and the zero element of R, in the sequel, and it would be clear from the context.

The discrete Gaussian distribution Given the positive real o > 0, define the real Gaussian function p, () =
exp (—2?/2a?) /V2ma? for z € R. Let Dz, denote the 1-dimensional discrete Gaussian distribution over Z,
determined by its density function Dz o(x) = po(z)/pa(Z),x € Z. Finally, let Dz» ,, denote the n-dimensional
spherical discrete Gaussian distribution over Z", where each coordinate is drawn independently from Dz, .

When o = w(y/logn), almost every sample ¢ < Dzn . is “short” in the sense that Pr[|[c], < ay/n] =
1—negl () [Reg0O9ILPR13a]. For the “short” noise € <— Dyzn 4, it could be seen as an element of R in the natural
way; Moreover, when g > 1 + 2a+/n, except with negligible probability, € could be considered to be an element
of ]Fg (and hence of Rq) in the natural way as well.

We prove the following lemma, which means that, for several “short” noises in R, their product is also “short”.

Lemma 1. Ler n = poly(\) > 16 be a power-of-two. If o; = w(\/logn) and e; < Dzn o, for every i €
{1,2,3}, then every e; could be regarded as an element of R in the natural way with overwhelming probability;
Moreover, the following inequalities hold with overwhelming probability:

HelegHoo S n-oajag, ||616263Hoo S n2 s 1023,



Proof. Tt suffices to show the inequality ||ab||, < ||al|,| b, always holds for every a,b € R.

) — A
=i % ,letv £ [z, 2 :
For every x v =1 € R, let vec (x .o x,t € Z™, and
L1 —Tp —Tp—1 - —L3 —T2
Ty X1 —Tp T4 T3
A I3 Z9 T e —X5 —X4 nxn
Mtr () = . . . . . . e zZnxm,
Tp—1Tp—2 Tp-3 - T1 —Tn
|l Tn Tp—-1 Tp-2 -~ T2 T1

Then we have
Mtr (a) - vec (b) = vec (ab) € Z".

Given that ||z||, = [|vec (z) ||, for every z € R and p > 1, we have

labl|,, = [lvec(ab) ||, = [Mtr (a) - vec (b)

Let a; denote the ith row vector of the matrix Mtr (a). Clearly, we have ||a,||, = --- = ||a, ]|, = ||a||,, and
Mt (a) - vee (b) .. = max [(a, vec (8))] < [lvec (b) - max [laill, = [l - [l
and the correctness of the desired inequality is thus established. ad

The ring-LWE (RLWE) problem The definition of the ring-LWE problem, as well as its hardness result, is
briefly reviewed here. Notice that the following refers only to a special case of the original ring-LWE problem
proposed in [LPR13al, since this special case, instead of the original one, serves as the underlying hard problem
of both TT; and TT, [ZZDS14lZZD* 15|}, and suffices for the discussions in this work.

Each ring-LWE instance is parameterized by n = n(\), ¢ = ¢(\) and a = a(\), where n > 16 is a power-of-
two, ¢ is a positive rational prime such that ¢ = 1 (mod 2n), and o > 0. For every (fixed) s € Rq, we define
the ring-LWE distribution A;, 4.5 Over R, X R,: a sample drawn from A,, 4 » s is generated by first choosing
a < R, & < Dzn o, and then outputting the ring-LWE sample (a,b L2as+te)c R, x R, or equivalently
(a,b = as + 2¢) as in [ZZD"15].

Definition 2 ([LPR13ajLLPR13bl)). For the ring-LWE problem, its search variant is defined as follows: given
access to arbitrarily many independent samples drawn from A, 4 o s for some arbitrary s € R, the problem asks
to recover s € Rq; In contrast, the decisional variant asks to distinguish, with non-negligible advantage, between
arbitrarily many independent samples from A, 4 o s for a random s < R, and the same number of uniformly
random and independent samples drawn from the set R, X R,

Theorem 3 ([LPR13a/DD12]). For the RLWE problem defined in Definition [} if there is an efficient algorithm
that can distinguish, with 1/poly(\) advantage, between { samples drawn from the uniform distribution over
R, % R, and { samples drawn from Ay, 4 o.s, where B = \/naq - (nf/log (nﬁ))1/4, then there exists an efficient
quantum algorithm that runs in time O(q - poly(m)) and solves the approximate SVP problem to within a factor

O(V2n/a) in any ideal of Z(]. O

3.2 The CRT Basis of R a and Its Properties

The notion of the CRT basis (in the ring-LWE setting) was first proposed in [LPR13al]. In this subsection, we
first review its definition and basic properties; After that, we develop a new algebraic property, i.e., Proposition 5]
regarding the CRT basis of R, which would be essential for our efficient attackers to be developed later.

When the parameters n, g are clear, let {wy,--- ,w,} C F\ {1} be the set of elements in ¢ that are of
multiplicative order 2n. Since the polynomial ®2,,(2) = [];¢(,; (x — w;) (mod q) is separable over F, by the
assumption on parameters, the principal ideal gR of R could be factored as gR = Hie[n] q;, where every nonzero
prime ideal q; = (g, — w;) by a suitable ordering, and the norm of every q; in R is |R/q;| = qle&(@—«i) = q.
Hence, every quotient ring R /q; is a finite field of prime order g, indicating that R /q; = F,. Hence, the ring R,
could be identified with the direct product of n small finite field, each of prime order ¢ = poly(\). This explains
how our notion of small field attack bears its name.



As the distinct nonzero prime ideals ¢y, - - - , ¢,, are necessarily pairwise coprime, it follows from the Chinese
remainder theorem that R, = R/qR = [[,c(,) R/q: under the natural ring isomorphism u + qR — (u +
q1,-** ,% + gy ). Under the natural isomorphism, we can find n elements ¢1,--- ,¢, € R such that ¢; = di,j
(mod q;) forevery i, j € [n], where . . denotes the Kronecker delta function. The elements ¢, - - - , ¢, € R form
an integral basis of R relative to q1, - - - , q,, and is called a CRT basis of R relative to q1, - - - , q,,. Moreover, it is
easy to see for any two CRT bases of R (relative to q1, - - - , q5,), they are equivalent up to mod ¢R. In particular,

wheney, .-+, ¢, fall into the set R, = {Zje[n] u; ¢t ‘ u; € ]Fq}, they form an [F;-basis of the free IF,-module

R ,; By definition, this F,-basis is unique in R, up to ordering, which would be called the CRT basis of R,
hereafter.
The basic properties of the CRT basis of R, are summarized as follows.

Fact 4 ([LPR13a/LPR13b]). For the CRT basis {c1, - ,c,} of R,

(a) Given n and q (in unary form), the CRT basis of R, could be found efficiently.
(b) Every u € R, can be written uniquely as u = Zie[n] U - ¢, u; € Fy.
(c) Letu = Zie[n] w; - c; and v = Zie[n] v - €, Ui, Uy € Fy. Then for every k € Fy, we have:

k‘.u:Z(k.ui).ci, U+UZZ(U1‘+U1’)'C¢, U'U:Z(ui'vi)~C¢.D

Throughout this work, when n, ¢ are clear from the context, let {c1,- - ,¢,} denote the CRT basis of R
Moreover, define ¢; ; £ p;(c;) € Fy for every i, j € [n]. Thus, every ¢; = >3y ¢iyj - ¢0 7"
With the CRT basis {ci,---,c,} of R, in mind, define the map n; : R, — F, for every i € [n], where

i (Zie[n] (u; - cl)) £ w;, u; € F,. Clearly, the map n;(-) is well-defined and efficiently computable. Every

ni(u) is called a CRT-coefficient of u € R . Moreover, define the map n : R, — F}, where n(u) £ ni(w)]ien)
for every u € R,. Direct verification shows that n(-) is a ring isomorphism, and is an F,-module isomorphism
when both are regarded as free IF,-modules.

For every u € R,, define Dim (u) £ {i € [n]|n:i(u) # 0 € Fg} C [n], and the cardinality |Dim (u)| €
{0,1,--- ,n} is called the CRT-dimension of u.

New algebraic property of the CRT basis We conclude this section by developing a new property of the CRT
basis {cy,- -+ , ¢, } of R, which is essential for our SFA attacks against IT;.

Proposition 5. With the notations defined previously, we have c; j = ¢; n - wffj # 0 € F, for every i, j € [n].

Proof. Fix i € [n]. For the element { € R, we have

C+qi=C+ (¢, —wi) =wi + (¢, —wi) € R/qs.

It follows that in the ring R,
< = W; * C; (HlOd qz)

On the one hand, by FactE], we have that in Rq,
(-cg=w;-¢; = Z (wl- : Ci,j)CJ;l € Rq.
j€[n]

On the other hand, the following equality holds in R :
C-ei=C (cin+eipC o+l )
=cin(" + Z cii¢?

Jj€n—1]

= —Cin + § Ci,jcja

j€[n—1]

where the equality 0 = @2, (¢) = (" + 1 € R is implicitly applied.



As ¢%,¢, -+, ¢! form an F,-basis of the Fy-module R, we have
Ci1 = WiCi2, **° Cin—1 = WiCin, —Cin = WiC;1,

Equivalently, ¢; ; = ¢;., - w] 7/ € F, forevery j € [n].

If ¢;,, = 0, then ¢; ; = 0 for every j € [n], making ¢; = 0, contradictory to the definition of the CRT basis
of R,. It follows that ¢; , # 0, and hence c; ; # 0 for every j € [n]. And the correctness of this theorem is thus
established. O

4 How to Attack I'T;: a Warm-up

Before presenting the warm-up for our small field attack, we first review more details about the one-pass proto-
col TT; proposed in [ZZDT15/ZZDS14].

Notations/Defintions in TT; The functions Mod (-, -) , Parity (-) and Cha (-) defined in Section|I|are essential for
the definition of TT; as well as its correctness/security. In particular, the importance of the function Cha () in TTy,
as well as in our small field attack, is captured by the following fact.

Fact 6. Let n > 16 be a power-of-two and q = poly(X) be a positive rational prime such that ¢ = 1 (mod 2n).
Then for every u € I,

(a) We always have v = u + Cha (u) - gy € zoney.
(b) The value Parity (v) = Mod (u, Cha (u)) € B is immune to a short even noise in the sense that the equality

Parity (v) = Parity (v + 2¢)

holds for every —qp /4 < e < qo/4.
(¢) The value Parity (v) = Mod (u, Cha (u)) € B is sensitive to a short odd noise in the sense that the inequalities

Parity (v + 2e — 1) # Parity (v) # Parity (v + 2e + 1)

hold for every —qo/4 < e < qo/4. In particular, the foregoing inequalities hold even if v = tqo /2. a

Correctness analysis of TT; Roughly speaking, the correctness of this scheme states that the equality sk; = sk;
holds w.o0.p. On the one hand, since H>(-) is modeled as a random oracle and id;, id;, ;, w; are known to both
parties, it suffices to show the equality o; = o holds w.o.p. On the other hand, it is routine to verify

ki—kj=2-(csie; +rie; +g,— ceis; — ;5 —cg;) .

By Lemma ki — kjll . <2 (nay+ Bvn+ 2nafB + 2n”a?y) holds w.o.p. Thus, when ¢ is sufficiently large,
the difference (k; — k;) could be seen as a small even noise, and || k; — k;|| , < go/2 holds w.o.p. It follows from
Fact [6[b) that o; = Mod (k;, Cha (k;)) = Mod (k;, Cha (k;)) = o holds w.o.p. This finishes the correctness
analysis of TTy.

Clearly Lemma (1| is essential for the correctness of IT;. However, when n is not a power-of-two, or ¢ # 1
(mod 2n), inequalities in Lemma may no longer hold, which implies the underlying hard problem of TTy must
be Definition 2} a special case of the original ring-LWE problem defined in [LPRI3alLPRI3b].

Security analysis of TT; It is claimed in [ZZDST4lZZD™15] that when n is a power-of-two, 0.97n > 2,
B = w(ayny/nlogn), the prime ¢ > 203 satisfies ¢ = 1 (mod 2n), if the associated ring-LWE problem is
“hard”, then TT; is secure. In addition, four groups of parameters are suggested in [ZZD™ 15/ZZDS14] to instantiate
TT;. For instance, in one typical group of suggested parameters, n = 1024, ¢ ~ 230 o = 3.397, 8 ~ 216-1 4 = q.

4.1 Definition of the Oracle M,

First, notice that in TTy, the session key derivation function Hs(-) is modeled as an random oracle. Moreover,
notice that every time party j generates its session key by invoking sk; £ Ho(id;, id;, @, w;, 0;), all the input
values except o; are known to party ¢. It follows that except with negligible probability, if party i is able to figure
out the session key sk; of party j correctly before it issues the associated session-key query to party j, then party
1 must be able to figure out the associated o; beforehand, and vice versa.



Now we can define an oracle M, with private key, which aims to simulate some valid functionalities of party
j in TTy. The private key of My is (s,e) and the associated public key is p, where s,e < Dzn , and p =
a-s+2e € R, (recall that @ < R, is a global parameter in TT;). Moreover, as a simulator of party j, the
identifier of M, is denoted by id. On input (id*, p*, @, w, z), where x € R4z, w € B", and id" denotes the
identifier of the initiator with public key p* € R, M, does the following: it first samples g <~ Dzn o, then
computes ¢ < Hy(id*, id,x), k := (p*c+ x)s + gow + 2cg, and ¢ := Parity (k) € B™; Finally, M, returns
1 if and only if z = . Equivalently, in every session interaction party ¢ could get from party j only one bit of
information, i.e., whether the session-key returned by party j is equal to the expected one or not. As clarified in
Section [I.2] such one-bit oracle is always available in practice.

We shall construct, in Section@ an efficient attacker Ag that can recover the private key (s, e) of My, provided
that Ay can register its public/private key pair on its own; Moreover, the desired Ay is carefully designed such
that both its public key and those queries it makes are as “random-looking” as possible. Clearly the existence of
Ay implies the vulnerability of TT;. Nevertheless, given the “complexity” of Ay, we shall define, in Section4.2] a
simplified variant of M, i.e., M, and see how to construct an efficient attacker against M.

4.2 Oracle M and Its Associated Efficient Attacker A,

For the moment, we assume that there exists an efficient attacker against M, with public key p* = 0 € R,
By definition, for the input (id*,p* = 0,x,w, z) made by this attacker, M first samples g < Dzn o, then
computes ¢ « H;(id*, id, x), k := (p*c+ x)s + gow + 2¢g = s + gow + 2cg, and o := Parity (k) € B™;
Finally, M, returns 1 if and only if z = o. Notice that ||cg||, < n - ay by Lemma

This simplified analysis motivates us to define the oracle M with secret s <— Dz o: oninput (ac, w, z = [z] je[n]) €
R, x B™ x B", the oracle M first generates a small error ¢  Z{', 5 = {—0,---,0}", and then computes
o £ Parity (zs + qow + 2¢) = [0]j[n), and finally returns 1 if and only if [0;] ;¢ = [25];e[n): Otherwise, 0 is
returned. Here, 6 > 0 is a constant parameter associated with M.

Clearly, M could be seen as a simplified variant of My when § = na-y. In the remainder of this subsection,
we are devoted to the construction of an efficient attacker A; that, given oracle access to M, can recover the
secret of M; with overwhelming probability.

The CRT basis w.r.t. A; The construction of .4; could be seen as a simple application of the CRT basis
{e1,-++ ,en} of R, Recall that with {cy, - , ¢, } that is efficiently computable, every element u € R, can be
uniquely written as w = 3,1 0i(u) - ¢;; Moreover, we have uv = 3, i (w)n;(v) - ¢; forevery u,v € R,.
Thus, to recover s € Rq, it suffices to recover all of its CRT-coefficients s; = n;(s) € Fy,i € [n]. Further-
more, notice that for every query (z, w, z) made to M, if x = k - ¢; for some k € F,,i € [n], then we have
xs = ks; - ¢;; In such setting, the product xs always falls into a subfield {kc; | k € F,} of R, which is of “small
” size ¢ = poly(A), making it possible for us to recover every s; € [, separately.

General structure of A; The previous analysis implies the general structure of our desired A, is as follows:
the main body of .4, consist of an n-round loop, and the i-th round is devoted to the recovery of s; = n;(s) €
Fg, i € [n]; In the i-th round, given si,---,s;_1 and oracle access to My, it first picks §; + F, randomly,
guesses s; = §; € F,, and then verifies the correctness of this guess via a set Q;(§;) of queries to M;; The set
Q,($;) should be carefully chosen such that the distribution of these query replies under the condition s; = §; is
computationally distinguishable from that under the condition s; # §;; Thus, the exact value of s; € I, would be
recovered w.o.p. after $; runs over the set IF,.

Design of Q;(5;) For the moment, assume si, - - - , s,—1 have been recovered successfully and §; € F, is fixed,
and we are devoted to verifying the correctness of the guess s; = §; by designing the desired query set Q;(5;).
Jumping ahead,

Qi(s;) = {Qk £ (mr = ke, wi = [Wisljem) 20 = [2r,]jem)) ’k esSC qu} ,

where S is a nonempty proper subset of ' to be defined later. It remains to specify the w- and z-entries of every
query in Q;($;).

For the moment, we assume s; = §;. In such case, for the query Q = (kc;, wi, zx) € Q;(S;), if Wy, =
Cha (1 (ks;c;)) for every j € [n], then every p;(ke;s 4+ gowy) into the “secure zone” zoneg by Fact [6[a);
Moreover, when every uj(kcis + gowy) € zoney, Fact @b) guarantees that the small and even noise 2¢ does
not affect the parity values, provided that 6 is “small” relative to g; Therefore, M; would return 1 on @y if

10



zr = Mod (ke;, wi) = Parity (ke;s + gowy,). Conversely, if s; # $;, then some of the associated equalities may
not hold intuitively. The following lemma justifies the correctness of this intuition.

Lemma 7. Let g € F)* denote a primitive element of Fy, and let Sq = {g" |r € [d]} and d £ -1, Define

k‘ € Sg, ] € [n], Ukyj = 5~z . kCi’j,
wk,j = Cha (uk,j) , 2,5 = Mod (uk,j, wk,;) [

Qi(8) = {Qk = (kes, [wrglje iy [2h,5)5€m))

If ¢ > 1+ max {860, 2a\/n}, then except with negligible probability, s; = §; if and only if M returns 1 on
every query in Q;(S;).

Proof. Throughout the proof, we assume that s € R, which occurs w.o.p. by the assumption ¢ > 1 + 2ay/1.
Also, we only consider the case when the primitive element g € F satisfies g% = w;, and the other cases are
similar. Finally, let As; £ s; — §; € F,, and hence s; = §; if and only if As; = 0.

Recall that for the query Q = (zx = k - ¢;, wi, = [wi ;] e 2k = [2k,j]jem)) € Qi(Si), M first generates
e — 213 126> and then computes

Ve E x-S+ qo - wi + 26, = ks; - ¢+ qo - wy + 22

(s k-cin+qo-win 2ek,1
~ : 1 (erg = ni(en))
| Si - k- Cin + Q0 - Wk.n 2epm
[ As; - keiq +(Si-k-cin+qo-wea) 2er1
= : + :
| Asi - kein + (55 k- Cin + Qo - Wiyn) 2ekm
[ As; - keiq +ug1 + Cha(ug1) - qo 2ek1
= : + : ;
| As; - kcipn + trn + Cha (urn) - qo 2ekn

Finally, M returns 1 if Parity (vg ;) = 2y, ; for every j € [n], where vy, ; = i (vy,); Otherwise, M returns 0.

Notice that we always have uy ; + Cha (ux ;) - g0 € zoney by Fact Eka). Also, it follows from the inequality
g > 1+ 80 that we have —qo/2 < 2¢;, ; < go/2.

First consider the simple case when As; = 0. Since the short even noise 2ey, ; satisfy —gq /2 < 2y, i < qo/2,
according to Fact[f[b), it is routine to verify that M; returns 1 on every @, by definition.

In the sequel, we assume As; # 0. Define the set

offset(Asi) ES {ASZ . k’CiJ’ | ke Sg,j S [TL]},
and we claim that {—1, 1} N offset(As;) # 0, i.e., either 1 € offset(As;) or —1 € offset(As;). Since ¢; ; =
Cim - w, 7 by Proposition we have
ASi k- Cij = ASiCi)n k- w?_j.

Let As;c;,, = g¢ where e* € [g—1]. Clearly there exists ar* € [d] such thatd | (e*47*), and (e*+r*)/d € [2n]
is a positive integer. Let k* £ ¢" € Sg. Then

*  om—j _ _e'4r*  n—j _  (e+r")/d+n—j
Asicin -k w, =g ‘w; T =w; .

It is easy to see there exists a j* € [n] such that either (e* +7*)/d+n—j* = n (mod 2n) or (e*+r*)/d4+n—j* =

0 (mod 2n), or equivalently, either As;-c; ,-k*-w! ™ = w? = —1 € Fyor As;-ci k™07 =wl=1€F,.
When As; - k* - ¢; j« = +1, it is easy to verify that z;« ;- # Parity (vg- j+) by Fact Ekc). Equivalently, the
associated j*-th equality of Q-+ does not hold, and M returns 0 on the query Qr+ € Q,;(S;). a

The following theorem follows immediately from Lemma 7]

Theorem 8. When q > 1+ max {86, 2a/n}, the efficient attacker Ay defined previously can recover the secret
s of M with overwhelming probability, by making at most n - q - ‘12;1 = poly(X) queries to M;. O

n
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Remarks Some remarks about Lemma [7]and Theorem[§]are in order.

First, the proof of Lemma [7]implies that the exact distribution form of the noise term ¢ generated by M, does
not affect the correctness of A7 ; Only its support does. This explains why the noise term in M is simply defined
to be drawn from the uniform distribution over its support Z7', ,,. Moreover, it is not hard to see that the index set
Sg = {g" | € [d]} could be replaced by any complete system of representatives of cosets in the quotient group
Fx/H, where H £ (w;) is the unique subgroup of the cyclic Fx satisfying [H| = 2n. All these observations
show that our attack against M is versatile.

The success of A; relies heavily on the notion of the CRT basis ¢1, - - - , ¢, of R, as well as the its property,
which explains why our attackers (A; as well as its improved variants) are called small field attackers. Computer
experiments have justified the correctness of our small field attacker A; against M; In particular, A, succeeds
when the oracle M is instantiated with these four groups of suggested parameters in [ZZD™15/ZZDS14] (6 :=
noy).

The existence of A; implies that there exists an efficient attacker with public key 0 € R, that can recover
the private key of Mg w.o.p. Hence, A; itself suffices to show the vulnerability of TT;. Nevertheless, A; can be
improved as we shall see in Section [3]

Motivating question #1 The success of A; relies on the assumption that M; imposes no restrictions on the
incoming queries. Intuitively, for every query made by .4, the w- and z-entries seem “random” enough; However,
the algebraic structure of x-entry is rather simple, as the x-entry always falls into the set {k¢; |k € Fy,i € [n]}
with size ng < ¢". Hence, it is easy for M to identify those malicious queries made by A;, and the attacker
A, will no longer work if the oracle M, additionally requires that ¢ {kc; |k € Fy,i € [n]}. Such additional
requirement seems reasonable, given that nqg < ¢™.

Thus, our first motivating question arises: can we improve .4; so that it can still recover the secret of M, even
if the aforementioned requirement is imposed by M ? The answer is affirmative, as we shall see in Section [5}

5 Improved Attacks Against M,

In this section, we continue to improve the attacker .A; against M. Loosely speaking, we aim at constructing
an efficient attacker (V/ A/ ), against M; in Section whose queries made to M looks so “random” that it is
almost impossible in practice to distinguish those malicious queries made by (/. A} ), from the random ones. To
this end, we first present and analyze an intermediately improved variant of A4, i.e., A}, against M, in Section

51

5.1 The Attacker A} Against M,

The construction of A} relies on the following two observations. First, recall that in the i-th round of Aj,
81,--+,8;—1 € IF, are assumed to be known already. Thus, we can used these known CRT-coefficients of s ¢ ’Rq
to re-design the x-entry so that it looks much more “complex”. Moreover, by Lemmal ] the attack still succeeds
if we add a “small” even noise into the x-entry, provided that q is sufficiently large. In sum, in the -th round, for
every query made by A to M, the z-entry is of the form

x = ke; + h + 2e,

where h + {u e R, | Dim (u) =[i — 1]}, and e + L3 50y /- Intuitively, the introduction of h- and e-parts
into the x-entry is to make the queries made by A} as “random-looking” as possible. Of course, this improvement
asks us to re-design the settings of w- and z-entries appropriately.

The aforementioned improvement implies the desired A} : its general structure is similar to that of .4, and the
only difference lies in the definition of the query set in each round. The following lemma characterizes the query

set Q7(s;) used by A/ in its i-th round.
Lemma 9. Let g € F)* denote a primitive element of Fy, and let Sq = {g" |r € [d]} and d = -1, Define

ke Sy, jen], hia, - heio1 < Ty,

n
hi = Zre[ifl] hircrs ek <= L) oo ym
Uj =8 ki + 3 iy Srhkrcr,
wk,j = Cha (uk,;) , 2,5 = Mod (uk,j, wk,;)

Qi($:) = § Qi = (k- ci + by + 2ex, [w j]iem), [2h.5]jem])

If ¢ > 1+ 8(0 + naa’), then except with negligible probability, s; = §; if and only if My returns 1 on every
query in Q%(8;).
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Proof. Let As; £ s; — §; € F,. Moreover, for s <~ Dzn ,, and ej, < LY, 5o /> define e, £ s-ep € R, By

Lemma the inequality ||e7,[| . < naa’ holds w.o.p.
For the query
Q= (T =k i + by + 265, wi = [whjljem, 2k = [2jliem) € i(5),

M first generates ), < Z7, 55 = {—6,--- ,0}", and then computes

vp £ 8- Ty + QWi + 2e,
= s (ke; + hy + 2er) + qowy + 2e;,

= kAs;c; + | kS;c; + Z Sphi rer + gy | + 2(sex + €k)

refi—1]
Asike;q + <k§ici,1 + 2 reio1) Srhercry + quk,1) 2(ehy +Ek1)
~ s I
ASikCi,n + (kzs}ci,n + Zre[i—l] Srhk,rcr,n + qowkm) Q(S%,n + t’:‘k,n)
[ ASi . kcm —+ Uk, 1 + Cha (uhl) - qo 2(5%71 + Ek,l)
- z I
| As; - kcipn + tkn + Cha (urn) - qo 2(6%7n + €k.n)

where €5 ; = p;(ey) and €kj £ p;(seg). Finally, if for every j € [n], we have Parity (vy ;) = 2x; where
vk.j = pj(vy), then M returns 1; Otherwise, M returns 0.
By the assumption ¢ > 1 4 8 - (6 4+ naa’), the following inequalities hold w.o.p. for every j € [n]:

|€;w‘ +€k7j| < |5§67j] + lek,j| <nad’ +60 < 5

In such setting, similar to the proof of Lemma([7] it is not hard to verify that except with negligible probability,

o If As; = 0, then M returns 1 on every Q). € Q) (5;) by Fact[6(b); And
o If As; # 0, then M returns 0 on some Q). € Q}.(5;) by Fact|6(c). |

The success of .A] is summarized in the following theorem.

Theorem 10. When q¢ > 1 + 8(0 + nad), the efficient algorithm A’ can recover the secret of M with over-
whelming probability, by making at mostn-q- q;nl queries to M. Furthermore, in the i-th round, for every query
(z,w, z) made by A}, the x-entry is always of the form xy + 2e, where Dim (xo) = [i] and e € LY\ ooy O

As a side note, computer experiments have justified the correctness of Aj.

5.2 The Attacker (V/A}); Against M,

Motivating question #2 We have defined an improved efficient attacker A} against M. To us, the most prac-
tical way for M, to identify those malicious queries made by .4} is to analyze the algebraic structure of the
x-entry. And the h- and e-parts were introduced to complicate the algebraic structure of x. Clearly, the more CRT
coefficients of s we get, the more difficult for M to distinguish those queries made by .4} from ordinary ones.

However, there is still a problem: when A} seeks to recover the first CRT-coefficient of s in its first round,
h = 0 and hence the x-entry must fall in the set

{k-ci+2e|keFyicnle €y mf Ry,
which is of “small” size compared with R,. It is not hard for M; to identify, and thus reject, these firs set of

queries, and it sounds “reasonable” for M; to reject an incoming query if its x-entry falls into the foregoing set,
given this set is of “small” size relative to R ,. More broadly, M; can identify (and thus reject) an incoming query
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if its -entry can be written as £ = x¢ + 2e such that the CRT-dimension of x is very “small” and e is “short”.
If such similar restrictions are imposed by M, A} would fail since it cannot recover the first, and hence the
remaining, CRT-coefficient of the secret s.

Thus, our second motivating question arises: can we improve A} so that it can still recover the secret of M,
even if the aforementioned requirement is imposed by M ? The answer is affirmative, too, and we shall construct
such a desired efficient attackers (V/A] ), in this subsection.

The hybrid attacker (V/A}); Let P; denote the problem of recovering the secret of M. Similarly, we can

define a related problem P as follows: given a nonempty index set I C [n], [$i]icr € IFIII, and oracle access
to M, decide whether [s;];c; = [§i]ics or not, or more precisely, whether §; = s; for every i € I. Recall that
s; = ni(s), where s is the secret of M. In this subsection, we shall construct an efficient solver ) against the
problem Ps. Jumping ahead, to solve the instance (1, [$;];cr) of Pa, for every query made by V to M, the z-entry
is always of the form x( + 2e, where Dim (x¢) = [ and e € Zlﬂza/\/ﬁ'

With the help of V, we can construct a hybrid efficient attacker against M, which consists of two consecutive
phases as follows:

Phase 1 First, choose a constant ¢ of moderately large, and an index set I C [n] of size 0 randomly. Then, feed V
with ¢° instances, each of the form (I, [5i]ic1), §; € F,. In this manner, the CRT-coefficients s;,7 € I, would
be recovered successfully when [§;];cr runs over the set ]Fg.

In particular, the x-entry of every query made in this phase is always of the form x¢+2e, where Dim (x¢) = I,
and e «+ [—a'v/n, -+ ,a’\/n]™. Given the randomness of I, it is almost impossible in practice for M to
identify those queries made by V.

Phase 2 This phase consists of n — § rounds, each devoted to recovering one of the remaining n — § CRT-
coefficients of s, as is done in A].

In particular, the z-entry of every query made in this phase is always of the form @y + 2e where Dim (xg) 2 I
and e + [—a'\/n,- -, a’y/n|™, making it more difficult for M to identify them.

The notation (V/.A!); is applied to emphasize the structure of the foregoing attacker.

Some remarks are in order. First, we stress that due to the randomness of the index set I, this makes it almost
impossible in practice for M to identify (and hence reject) those queries made by (V/A});.

Moreover, notice that the algorithms A} and V are firmly related to each other: when M imposes no restriction
on the incoming queries, A; could be adapted to solve the problem P efficiently, and V can be used to recover
the whole secret s of M efficiently as well.

Finally, notice that we could have used V to recover the other CRT-coefficients of the secret in Phase 2. However,
this is less efficient: roughly speaking, it takes more queries on average for ) to recover one CRT-coefficient of s
than A} does, as we shall see later.

General structure of )V We are about to design the desired algorithm V. To simplify the following discussion,
we only consider the special case where I = [n], and it is easy to generalize to the more usual case where I is a
proper subset of [n].

First come some notations. Choose k < [n] randomly. Let As; = s; — §; for every i € [n]. For every
j € [n], define a; £ [8; - ¢i 5],y € Fys and by 2 [As; - ¢i5],c1, € Fys Moreover, define the maps A;(u) =
(u,a;) € F,, and B;(u) £ (u,b;) € F,, where u € [y Define the Fy-vector space Uy, £ {r-ay|reF,} C
Iy . By definition, every Uy, is a 1-dimensional subspace of Fy, and its orthogonal complement is the (n — 1)-
dimensional subspace Ut s {v S IFZ | Ap(v)=0¢€ Fq} - FZI’ Choose an IF,;-basis of U,j- randomly, say F', £
{ Fep o f k,n—l} cU, kL such that every entry of every f ; is non-zero. With U, the set IF; is partitioned into
three parts: S1 £ F7 \ Uy, S2 = Uy \ {0}, and S5 £ {0}. Finally, for every (t,u) € F, x F7, let 7(¢,u) denote
Zie[n] tui(u) - C; € Rq.

Some remarks are in order. First, notice that for every i, j € [n], s;, As; and b; are unknown to us. Moreover,
although the map A;(-) is efficiently computable, this is not true for B;(-). Finally, recall that every ¢; ; # 0 by
Proposition so the guess [s;]ic(n] = [Si]ic|n) is correctif and only if by, = 0 € Fy. Since 0 € S3 C Uy, trivially, a
necessary yet insufficient condition for by, = 0is: by, € Uy = S2USs, orequivalently, 0 = (£}, ;, bx) = Bi (£1.)
forevery i € [n — 1].

The general idea behind V is simple: it first makes the guess, i.e., [Si]ic[n] = [Si]ic[n]> and then verifies the
correctness of the guess via a set Q £ Q; U Q, of queries to M such that except with negligible probability, the
guess is correct if and only if M returns 1 on every query in Q.

In more detail, V consists of two consecutive phases: Phase 1 and Phase 2.
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e By issuing a set Q; of queries to M1, Phase 1 is devoted to deciding whether by, € U, = S3 U S5 or not;
o Conditioned on by, € U, and hence by, = 1 - a;, for some 7o € Fy, Phase 2 is to decide whether ry = 0 or
not, by a set Q5 of queries to Mj.

It remains to design Q = Q; U Q,. Jumping ahead, for every query (x, w, z) in Q, the x-entry is always of
the form x( + 2e, where Dim (z) = I = [n], and e «+ Z?Ha,ﬁ. Similar to that of A, the e-part is introduced
here to make those queries made by V as “random-looking” as possible.

Design of Phase 1 Jumping ahead, the query set Q1 = Q1 (F') is

Qi(F}) = {Qt,i = (7(t, Fri) +2€ti, Wi, 2¢4) [t € [qo],i € [n— 1], er; + Z;L+2a’\/ﬁ} .

It remains to set the w; ;- and z; ;-entries.
Observe that for the query Q;; = (7(¢, _f,H) +2eti, Wi i = (Wi jliem]s 260 = [2t,0,5]5em)) € Qu(Fr), My
first generates € ; <— Z , 5y, and then computes

Vi 28 (T(t Fr) +2€0:) 4+ qo - we + 2644
=s-7(t, fri) + 0 wei+2eiter,;) (e, =85 e~ let.i jliem))

t-A(fri) +t-Bi(fri) + 90 wein 2(etin +€141)
~ |t A(Fr) - Be(fr) + 0 wean | + | 2(6tik +€4ik)

t-An(fri) +t- Bo(fri) + a0 wein 2(etin + €t in)

Notice that when ¢ > 1 + 8(0 + naa’), the noise (e,; + €y ;) is “short” in the sense that [le; + & ,[| < 1
holds w.o.p.
And this definition is justified by the following lemma.

Lemma 11. Define

te€lgl, i€ n—1], j€n]eni 2 5 /m
Q1(Fi) £ Qui = (T(t, Fr;) + 2€1; (Wi jljem), [2i5]5em)) Utig = tA;(Fri), weiy = Cha(ugij),
Zt,i,j = Mod (ut,i,5, We,i,5)

If the parameters satisfy ¢ > 1 + 8(0 4+ naq’), then except with negligible probability, we have

(a) If My returns 0 on some queries in Q1(F'y), then by, # 0 and hence [s;];cn) 7 [5ilicin)s
(b) If My returns 1 on every query in Q1 (F), then by, € Uy, = S3 U S3.

Proof. First, if b, € S5 = {0}, then our guess is correct, every b; = 0 and hence every B;(-) = 0; By Fact @b),
M returns 1 w.o.p. for every query in Q1 (F'y).

Moreover, if by, € S1 = [y \ Uy, then there exists f), ;. € Fy such that By (f} ;) # 0; Moreover, there exists
at* € [qo] suchthatt*- By(f} ;«) = 1. By Fact@c), M returns O w.o.p. for at least one query in Q1 (Fx). O

It should be noted that, in Phase 1, it is difficult to analyze the distribution of query replies when b;, € Sy, which
explains the necessity of Phase 2.

Design of Phase 2 In Phase 2, conditioned on the hypothesis by, € Uy, = S5 U S3, it remains to consider whether
b, € Sy or b, € S3 = {0}. By hypothesis, we have b, € Uy = {r-ay|r € F,}; Hence, we can assume
br = ro - ay, for some 79 € F,,. Then By (u) = 1o - Ax(u) for every u € [F;. Moreover, our guess now could be
expressed in terms of rg, i.e., whether o = 0 or not.

Choose u* < R, randomly such that Ax(u*) = 1 and every entry of u* is non-zero. By the definition of
Aj(+), this can always be done efficiently. It follows t - A (u*) +t- By (u*) = t(1+1o) for every t € F,. Jumping
ahead, the set Qs = Qo (u*) is

Qo (u*) £ {Q:t = (7(t,u*) + 2e, w, z¢) |t € [qo], €1 + Z;ﬂrm,ﬁ} )

It remains to set the w;- and z;-entries.
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Observe that for every query Q; = (7(t,u*) + 2e;,w; = [wyjljcin], 2t = [2t,5]jem)), M first generates
€t < 27 99, and then computes

v, 2 5. (7(t,u") + 2e;) + qo - wy + 2¢;
=s-7(t,u*) +qo-w; +2(ct +¢€)) (625 e~ et ]iem)

t-Ai(u*) +t- Bi(u") + qowe 2(et1 +et1)
~ t+t-ro+ qowe + | 2(eek + k)
t-Ap(u*) +t- By(u*) + qowyn 2(etn + €4 0)

Again, when g > 1+ 8(6 + nac’), the inequality [le; + €|, < %5+ holds w.o.p. With this in mind, we can
define

* " te ,JE€n], et < Z7 5. =y ur; =tA;(u”),
0x() £ { @1 = (10, + 2 st sl | £ 0 TS0k e Bl b = 0

Wt,5 = Cha (ut,j), Zt,j = Mod (ut,j,wt,j)
And the definition is justified by the following lemma.

Lemma 12. With the notations defined previously, if the parameters satisfy ¢ > 1+ 8(0 + naa’) and by, € Uy, is
guaranteed, then except with negligible probability, we have [s;;c[n] = [Silic[n] if and only if M returns 1 on
every query in Qa(u*).

Proof. First, if [s;];c(n] = [Si]ie[n)> then our guess is correct, 79 = 0, and every B;(:) = 0. By Fact @b), My
returns 1 on every query in Qa(u*).

Conversely, if 79 # 0, then there exists a t* € [go] such that t*ry = +1. By Fact @c), for the specific query
Qe = (T(t*, u*) + 24, wer, 24 ) € Qo(uw*), its associated k-th equality does not hold w.o.p. By definition, M1
returns O w.o.p. on this specific query Q}. € Qa(u*). O

This finishes the construction of V, as well as its correctness analysis, for the special case when the index set
I = [n]. Clearly it takes at most n - gg = poly(A) queries for V to solve this special case of Ps, indicating that V
runs in polynomial time. Also, computer experiments have justified the correctness of V.

Moreover, it is easy to generalize the foregoing construction such that V' could be applied to solve the more
general case of Po, i.e., when [ is a nonempty proper subset of [n]. In general, the number of queries made by V
is upper-bounded by qq - |I| = god = poly(}).

Theorem 13. Assume q > 1+ 8(0 + naa’). With the notations defined previously, given ) # I C [n], [$;];e1 and
oracle access to M, it takes at most qo - |I| = qo - 0 queries for V to decide whether [s;];c[n) = [Si]ic|n) 0r not:
except with negligible probability, the equality holds if and only if M returns 1 on every query in @ = Q1 U Qa.
In particular, for every query in Q, its x-entry could be written as * = x + 2e satisfying Dim (xo) = I and
ec Z71L+2a’\/ﬁ' =
Theorem 14. When q > 1+ 8(0 + na’), there exists an efficient attacker (V/A') s that can recover the secret
of M1 w.o.p., after making qo0 - ¢° + (n — 8) - ¢ - qQ;nl queries to M. In particular, for every query made by
(V/AL)s to My, it x-entry is always of the form x = xo + 2e where |Dim (xo)| > d and e € LY\ oot i O

Remarks To us, the best way for M; to decide whether an incoming query is made by our small field attacker
or not is to check the algebraic structure of its x-entry, i.e., whether & can be written in the form ¢ + 2e such that
Dim () is “small” and e is “short”. Such check is similar to the bounded distance decoding problem, and it seems
to us that the best way to do such check is close to the brute-force. In practice, the instantiation of M; should
decide whether an incoming query is malicious or not in a timely manner; Moreover, such restriction imposed by
M should be reasonable in the sense that the false negative rate (i.e., the probability that an “innocent” query
made by an “honest” caller is considered a malicious one made by our small field attackers) cannot be too high. To
identify those queries made by (V/.A’);, the best way is to identify those queries made by (/. A]); in its Phase
1. Hence, when ¢ is moderately large, given the randomness of [, it takes too much time in practice to do so, and
the false negative rate is intuitively high. In sum, it is oo costly to be practical for M to protect its secret s from
our efficient attacker (V/A!);, even if the foregoing restrictions are imposed by M on incoming queries.
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6 The Actual Small Field Attack Against I'T,

In this section, we are devoted to the construction of the efficient attacker Ay which can recover the private key
of My (defined in Section , after a set of queries made to M; Moreover, both the public key of Ay and those
queries it makes to M are as “random-looking” as possible. The existence of .4g implies IT; is vulnerable to our
small field attack.

Construction of 4, The oracle M is a simplified variant of M. And it is natural that the desired A is very
close to the hybrid attacker (V/.A})s against M. Given that the public key p = as + 2e € R, of M is made
public, to recover the private key (s, e) of My, it suffices for Ag to recover s € Rq. Moreover, it suffices for Ag
to recover every CRT-coefficient s; £ n:i(s), 1 <i<mn,of s.

Ay consists of three consecutive phases: Phase 0, Phase 1, and Phase 2. In Phase 0, A generates its public/pri-
vate key pair as follows: first, it chooses a positive integer § that is moderately large, say d; Then, it chooses a
proper index set I C [n] of size & uniformly at random; After that, it samples pj < {u € R, |Dim (u) = I}
and eg <= Z1 ;24,7 uniformly at random; The public key of Ag is p* £ p} + 2e}, and the associated private key
of Ag is (8%, €*), where s* <+ R, is drawn randomly and e* £ 271(p* — as*). It should be stressed that the
public/private key pair of 4 is not honestly generated.

The Phase 1 and Phase 2 of .4 are devoted to the recovery of every s; = 7;(s), i € [n], and their functionalities
are similar to those of (V/A]),, respectively: Phase 1 is devoted to recovering 6 CRT-coefficients of s, i.e.,
{si|i € I} where I C [n] is of size §, and Phase 2 is to recover the others ones.

For simplicity, only the Phase 2 of Ay is fully described here. For the moment, we assume that I C [i — 1] and
the CRT-coefficients si,--- ,s;,_1 € F, have already been recovered successfully, and we are about to see how
Ay recovers a new CRT-coefficient of s, say s; € I, via a set of queries to M. The general strategy is simple:
first, pick §; < F, randomly, and guess s; = §;; Then, conduct a set Q;($;) of queries to M, such that except
with negligible probability, s; = §; if and only if M returns 1 on every query in Q;($;); When §; runs over the
set IF,, the exact value of s; would be recovered w.o.p.

Jumping ahead, every query in Q;($;) is of the form (id*, p*, xy = ke; + hy, + 2e, wi, zi), where k € [qo],
hi < {u € R, |Dim(u) = [i — 1]}, e < Z; 90 /m» and wy, 2, € B are to be determined later.

Recall that, on the query (id, p, @) = kc; + hi, + 2ey, wy, zj) where hy, = Zre[iq] Pircry b < F, the

oracle M, first samples g <~ Dzn , then compute ¢ = H;(id, id*, zx) and

”ké(P*C"‘xk)S-FQO"wk—ﬁ-Qc-g
=k-s-c;+pjes+s-hp+qo-wr+2-(exs+eles+cg)
= kAs;c; + (kSic; + phes + s - hy + qo - wy) + 26, (ex = exs +ejes +cg ~ lek,jljem))

As; - keiq + (ks}cm + 2 rer r(Poes)ert + 2, ey Srhircra + QOwk,l) Er1
= z +2| 1,
Asi . ]{,‘Ci;n + (kgici,n + Z’I’GI nr(pscs)cr,n + Zre[ifl] Srhk,rcr,n + quk:m) €k

where As; £ s; — §;; Finally, Mg computes o}, := Parity (vy), and returns 1 if and only if o, = zj. It should
be stressed that Dim (p{cs) C Dim (p) = I, making it possible for Ay to pre-compute every 0, (pjcs),r € I,
before issuing the query.

It is not hard to verify the correctness of the following lemma.

Lemma 15. Let g denote a primitive element of T, and define d & L S, & {g" | r € [d]}. With the notations

defined previously, if I C [i — 1] and s1,- - - , si_1 have been given and q > 1 + 8(naa’ + nay + n?a?y), then
except with negligible probability, As; = 0 if and only if M returns 1 on every query in

keSy, je€ [’I’L]7 hic i, s hkio1 F;,
hy = Zre[ifl] hk,mcr, € ZTIL+2(1’ o
Uk, = kSicij+ 3 nr(Poes)er; + 30 gy Srhkrcr,
Wk, = Cha (ukyj) y Rk,j = Mod (ukyj,wk,j)

Qi($:) = (1a",p", T = kei + ha + 2k, [wi ;e [25,5]em))

In particular, for every query in Q;(S;), its x-entry is always of the form xo + 2e, where Dim (x¢) = [i] and

n
ec Zl+2a'\/ﬁ' O
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The correctness and the efficiency of 4 can be easily verified. In sum, the efficient attacker 4, implies the
existence of the desired efficient attacker against the honest party j in Ty, as the following theorem indicates.

Theorem 16. With the notations defined previously, when ¢ > 1 + 8(naa’ + nay + n2a?v), there exists an
efficient adversary A that can recover the static private key of the honest party j in Ty w.o.p. In particular, for
every query made by A, its x-entry is always of the form x + 2e, where |Dim (x¢)| > d and e € Z?_an,ﬁ. O
Experimental results In [ZZDS14/ZZD™ 15, four groups of suggested parameters for TT; are proposed; Also,
~ = «ais suggested. We should stress that all of these four groups of parameters satisfy the parameter requirement
in Theorem[I6] And, computer experiments have justified the correctness of our analysis.

Remarks By the ring-LWE assumption, the distribution of the static public key of an honest player is compu-
tationally indistinguishable from the uniform distribution over R. Therefore, from the viewpoint of the honest
party j, every element in R, is equally likely to be the static public key of an honest initiator.

Similar to (V/.A});, the efficient adversary A against IT; can make its session queries to the honest party j as
random-looking as possible by choosing an appropriate §, making it almost impossible in practice for party j to
identify (and hence reject) those session queries made by A.

Finally, although our efficient attack against TT; is constructed with the aid of the CRT basis {cy, - , ¢, } of
R, a generalized CRT basis {c} | i € [n]}, where ¢ £ k; - ¢; € [ 95 \ {0}, ki € Fy, suffices.

7 Analysis on the Two-pass AKE Protocol TT,

In the two-pass AKE scheme T, [ZZDST4IZZD™ 15, the static private key of party i is (s; < Dgn o, €;
DZ7t7a), and the associate static public key is p, £ as; +2e; € Rq, where a Rq denotes a global parameter
in TTy. Similar notations, (s;, e;), p;, carry over to party j. Below is a brief review of TTs.

Initiation First, party ¢ acts as follows:
1. Pick v, f; < Dz~ 3, and compute x; Lar; + 2f,.
2. Compute ¢ 2 H,(id;, id;,®;), 7 2 sic+ r; and f; 2 e;c+ f,.
3. Let z € Z> be the coefficient vector of #*; concatenated with that of f ;» and z1 be the coefficient vector

of s;c concatenated with that of e;c. Repeat steps 1-3 with probability 1 — min (17 #%).
="M B,z
4. Send x; to party j. '
Response On message x;, party j works as follows:
1. Pick 7, f; < Dzn 3, and compute y; = ar; + 2f ;. )
2. Compute d & H,(id;, idi, y;, i), 7 £ s;d +rjand I £e;d+ £
3. Let z € Z2™ be the coefficient vector of 7; concatenated with that of f 3 and z; be the coefficient vector

Dyan (%)
"MDyzn 5. (7))

of s;d concatenated with that of e;d. Repeat steps 1-3 with probability 1 — min (1
4. Pick g; <= Dzn 3, and compute k; £ (p;c+ ;) - ¥; + 2cg;.
5. Letw; £ Cha(k;) € B, and send (y;,w;) to party i.
6. Compute 0; = Mod (k;,w;), and derive the session key sk; £ Hy(id;, 1d;, @, y;, w;,0;).
Finish On message (y,,w; ), party i proceeds as follows:
1. Pick g; < Dzn g, and compute k; = (p;d+y;) -7+ 2dg,.
2. Compute o; = Mod (k;,w;), and derive the session key sk; = Hy(id;, idj, @, y;, w;,0;).

7.1 Claim 16, and the Underlying Games G2 4, G2 5

In the security proof of T, [ZZDS14], the set of PPT adversaries is partitioned into five types, according to the
internal structures of the test session. We are interested in the Type-II adversaries w.r.t. the test session denoted
(Mo, I, 1ds+, idj«, i+, (yj* ,wj~)), in which the adversary A impersonates the honest party j* but Y+ is not sent
by party j* upon receiving x;~ from party ¢*; In other words, the test session has no matching session in this case.
Claim 16, together with other claims, is devoted to establishing the provable security regarding Type-II adversary,
and two games are involved in Claim 16: G2 4 and G5 5. Roughly speaking, the difference between G2 4 and G 5
lies in the simulation of the test session, as summarized below. Please refer to [ZZDS14]] for the full detail.

Denote by sid* = (Mo, I,4ds+,idjx, ;- (yj*,wj*)) the test session, where x;« is output by honest party
1* with intended honest party j*. In G 4, the simulator § maintains two tables L, Lo for the random oracles
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H,(-), Ha(-), respectively. Now, S chooses ug, u; < R, sets the global parameter a to be u, and sets the static
public key of party j* to be u1, i.e., a := ug, pj« := ui. Moreover, S prepares the table

. R lgkggy"qk7fk7gk;<jDZ"ﬁ7
T= (?‘Iﬁfk?gk?vo,kavl,k) vO,k:uoﬁk+2fk7
v,k = U1tk + 29,

Finally, for the test session, S answers oracle queries made by the efficient adversary A as follows:

e Upon receiving Sendo(TT2, I, id;=, id;«) w.r.t. the test session, S proceeds as follow:
1. Sample an invertible element c¢* <— Dz~ -, and choose the first unused tuple in T, say the £*-th one, and
set &« 1= Vg ¢+
2. Define x;« := &;» — p;«C*.
3. Repeat steps 1-2 with probability 1 — 1/M, where M is a sufficiently large positive integer.
4. Abort if there is a tuple ((id;-,id;j+, @;+),*) € Ly. Else, add ((id;~, id;«, @, ), c*) into Ly, and return
x;+ to the adversary A.
e Upon receiving Senda(ITa, I, id;x, idjx, @ix, (Y., w;)) W.rt. the test session, S proceeds as follow:
5. Setd” < Hi(idj+,id;~,y;«, - ), and compute

ki« :=d vy + Yjulor = (pj*d* + yj*)f'g* +2d"g,-.

6. Compute o;+ := Mod (k;+,w,-), and derive the session key sk;- < Hg(idi*,idj*,mi*,yj*,wj*7oi*).
e Upon the query of Test(ITy, I, id;, id;, @i+, (Y, w;+)), S chooses b <— B, and generates skj. < B If
b=0, sk;* is returned, or else sk;- is returned.

Game Gz 5 is pretty similar to G2 4, and hence only the differences are listed below. In G2 5, S generates the
table
T’ £ {(Uo,k,’va) ’ 1< k < Z, Vo,k, V1,k < RqA}

Moreover, the only difference between G 4 and G 5 is that, in G 5:
e Upon the query of Senda(ITy, I, id;x, idj, T, (Y, w;+)), S proceeds as follow:
1. Randomly choose k;« <— Rq;
2. Compute o5+ := Mod (k;-, w;- ), and derive the session key sk;« < Ha(id;-, id;», @;+, Yo, W, 0% ).
Note that in G 5, when S answers the Send oracle query for the test session, the value &;- := vy ¢+ follows the
uniform distribution over R, according to the table 7" set by S.

7.2 Analysis on the Proof of Claim 16

The proof of Claim 16 considers any PPT adversary A = (\A;, Az), which could be divided into two consecutive
stages A; and A,. A; denotes the actions of A until it just gets the RO-answer d* < H;(id;«, id;~, Yjos T ).
Let view; = (z;-, Yjos dr, Pj«, P, €, a,tr, st) be the output of A; (to Az), where tr denotes the view of A; in
other sessions other than the test session, and st denotes some state information. On input of view;, A5 performs
the remaining actions of .A.

Thanks to in-depth discussions with the author in charge of the proof of Claim 16 [ZZDS14]], we could figure
out more detailed explanations for the proof and reach some consensus as follows.

o Under the ring-LWE assumption, the output (i.e., view;) of A; in G 4 is computationally indistinguishable
from that of A; in G275.

o In the RO model, to succeed, A has to make the RO-query Ho(id;«, id;«, &;-, yj*,wj*,oq;*) with non-
negligible probability. This means that except with negligible probability, a successful A, has to compute
Oix 1= Mod (k)z* s ’lUj*).

e The actions of A; essentially makes no essential contribution to its ability of computing o~ := Mod (k;», wj- ),
even if A, could maliciously set w - in its stage. In other words, for a successful As,, its ability of computing
o= mainly stems from the output view; of A;.

e In (G5 5, the probability that .4 could compute o;+ successfully is negligible, as k; is a random value inde-
pendent of the view of A.

e In the proof of Claim 16 in [ZZDS14], it also uses the forking lemma to argue some extra properties. Ac-
cording to our discussions with the corresponding author of Claim 16, the use of forking lemma is actually
unnecessary here, and thus the part related to forking lemma can be removed.
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Now comes the divarication. The corresponding author of Claim 16 suggests that the above facts suffice to reach
the final conclusion: the probability that A, computes o;+« := Mod (k;-, w;+) in G2 4 is also negligible.

From our view, to reach this final conclusion, we need to additionally prove that the joint distribution of
(viewy, ki) in Go,4 and that in G5 are computationally indistinguishable, because the event in question is
defined over both view; and k;-. In particular, we need to at least prove the computational indistinguishability
between (x;«, ki~ ) defined over G2 4 and that defined over G 5(i.e., the uniform distribution over Rq X Rq),
which is, however, explicitly claimed to be unnecessary by the author of Claim 16.

Key differences between G'; 4 and G5 5, and subtleties buried To make the analysis clear, we would like to
highlight some key differences between G’ 4 and G5 5 explicitly.

Firstly, in game G’ 5, the random variables k;- and ;- are independent. However, this is not the case in game
Ga 4, since x;« = at - + 2}4* —p;ctand k- = d” (pj*?'g* +2g,-) + Y- T ¢~ are related by ¢+, making them
dependent. In other words, in game G2 4, when ;- is given to the efficient adversary A, it might be possible for
A to extract some information regarding k.

Secondly, since in G 4 we have ;- =ai - +2f . —p;-c* and k;- =d" vy Y o =(pjud Y )T +2d7 gy,
the tuple (x-, Y., d", p;«,P;, c*, a) essentially determines b = (pj«d™+y ;. )7 - As 2d"g,. is small, the
value k;- is essentially committed to (-, y;«,d", p;«, p;«, c*, @) up to a “small” and even noise.

Finally, notice that for the equation k;~ = d*vL oty j*f'g* in Gg 4, the two terms on the right-hand side are
not independent either. Thus, it is not that easy to analyze the exact distribution of k;- conditioned on x;~.

These highlighted differences indicate that the above facts by consensus are insufficient to establish the com-
putational indistinguishability between (x;«, k;~) defined in G 4 and the uniform distribution over R, xR, In
particular, notice that in G 4, if As can recover h;» = (pj*d* + Y Y7o« by maliciously setting Y-, then it can
determine o;~ by setting w ;- := Parity (h;-) and thus breaks the security of TT, because the following equalities
hold w.o.p. by Fact[6[b):

o+ = Mod (ki, wj+) = Mod (hi« + 2d* g, , Parity (h;=)) = Mod (h;=, Parity (h;=)) .

However, we even do not know how to formally prove, with a reducibility argument, this seemingly easier goal: in
Ga .4, given x;-=at - +2]" o+-P;=C*, no efficient Az can recover h;» with non-negligible probability by maliciously
Setting Y i« .

The above clarifications also indicate a fundamental difference between the security proof of HMQV [Kra03]
and that of its RLWE-based analogue [ZZD™15]. In the security proof of HMQV [Kra03|], the simulator can
directly obtain, from RO-query, the key material (corresponding to k;- in [ZZD™15]]) in order to reach reduction
contradiction to the underlying gap Diffie-Hellman assumption. However, in the security proof of RLWE-based
HMQV-analogue [ZZD™15], the simulator gets, also from RO-query, only the value o« := Mod (kix, wj-),
where the key material k;+ is hidden and w;« may be maliciously set only in the stage of .A;. From our view,
these buried subtleties need to be dealt with explicitly in a formal analysis.

Justification with simplified analogous games To show that it is necessary to prove the computational indis-
tinguishability between (views, k;+) in G2 4 and that in G2 4, we define a pair of simplified analogous games
(Go, G1) w.rt. a special PPT adversary A = (Aj,As). These simplified games are artificial and are actually
unrelated to G2 4 and G5 5, which are introduced for easier logical explanation. In both games, A gets access to
a random oracle H : {0,1}* — {0,1}* that is maintained and simulated by a PPT simulator S, where \ is the
security parameter. Denote by C'om a computationally hiding commitment scheme used also in these games.

In game G| (resp., G1), S simulates the random oracle H with another random oracle H' : {0,1}2* — {0,1}*
as follows. Before the game starts, it sets pre = 0* (resp., pre < {0, 1}’\, i.e., pre is a value taken uniformly at
random from {0, 1} in G). Whenever the adversary makes an RO-query with z € {0, 1}*, it returns the value
y = H'(pre||z). Notice that, from the view of A, the RO simulation of S is perfect. At the end of A, S computes
C = Com(0*) (resp., C = Com(pre’), where pre’ < {0,1}* is independent of pre), and gives C to A;. Define
view; = (C, tr, st) the output of A;, on which Ay proceeds further. Finally, A5 just simply outputs 0*.

For the above simplified analogous games, we have: (1) The output of .4; in Gy is computationally indistin-
guishable from that in G1;> (2) The actions of A5 make no contribution to its ability of computing pre; (3) Clearly,
in G5, the probability that A, correctly outputs pre with probability of just 27> in the RO model, as pre is a ran-
dom value actually independent of .4’s view in this case. However, we could not reach the conclusion that A, will
also output pre with negligible probability in G. Actually, the success probability of A5 in G is 1. The reason

3 Note that the random oracle H : {0,1}* — {0, 1}* can be perfectly simulated without using H' or the knowledge of pre.
Also, if C'is not given to A;, A’s view in Go and that in G are identical.
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is just that the success event of A, is defined not only over its view but also over the “hidden” value pre, which is
0* in Gy clearly distinguishable from a random value in G5.
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References

ADPS16.

BR93.

BCNSI15.

CKO1.

DD12.

DDLL13.

DH76.

DXL12.

F16.

Gen09.
GGHI13a.

E. Alkim, Léo Ducas, T. Péppelmann and P. Schwabe. Post-quantum key exchange - a new hope. 25th USENIX
Security Symposium, USENIX Security 16, pages 327-343. August 10-12, 2016.

M. Bellare and P. Rogaway. Entity authentication and key distribution. CRYPTO 1993, LNCS Vol. 773, pages
110-125. Springer, 1993.

Joppe W. Bos, Craig Costello, Michael Naehrig, and Douglas Stebila. Postquantum key exchange for the tls
protocol from the ring learning with errors problem. IEEE S&P 2015: 553-570.

R. Canetti and H. Krawczyk. Analysis of key-exchange protocols and their use for building secure channels.
EUROCRYPT 2001, LNCS Vol. 2045, pages 453-474. Springer, 2001.

L. Ducas and A. Durmus. Ring-LWE in polynomial rings. PKC 2012, LNCS Vol. 7293, pages 34-51. Springer,
2012.

L. Ducas, A. Durmus, T. Lepoint, and V. Lyubashevsky. Lattice signatures and bimodal gaussians. CRYPTO 2013,
LNCS Vol. 8042, pages 40-56. Springer, 2013.  CRYPTO 2013, LNCS Vol. 8042. Springer, 2013.

W. Diffie and M. E. Hellman. New directions in cryptography. IEEE Trans. Information Theory, 22(6):644-654,
1976.

J. Ding, X. Xie, and X. Lin. A simple provably secure key exchange scheme based on the learning with errors
problem. IACR Cryptology ePrint Archive, 2012/688, 2012.

Fluhrer, S. Cryptanalysis of ring-LWE based key exchange with key share reuse. JACR Cryptology ePrint Archive,
2016/085, 2016.

C. Gentry. Fully homomorphic encryption using ideal lattices. STOC 2009, pages 169 - 178. ACM, 2009.

S. Garg, C. Gentry, and S. Halevi. Candidate multilinear maps from ideal lattices. EUROCRYPT 2013. LNCS Vol.
7881, pages 1-17. Springer, 2013.

GGH™13b. S. Garg, C. Gentry, S. Halevi, M. Raykova, A. Sahai, and B. Waters. Candidate indistinguishability obfuscation

HKI11.
Kra05.

Lan02.
LMQ™03.

LPR13a.
LPR13b.
LSI15.
Lyul2.
Peil4.
Peil6.

Reg09.
SSI11.

Z7ZDT15.
77ZDS14.

YZ13.

and functional encryption for all circuits. FOCS 2013, pages 40 - 49.

S. Halevi and H. Krawczyk. One-pass HMQV and asymmetric key-wrapping. PKC 2011. LNCS Vol. 6571, pages
317-334. Springer, 2011.

H. Krawczyk. HMQV: A high-performance secure Diffie-Hellman protocol. CRYPTO 2005, LNCS Vol. 3621,
pages 546-566. Springer, 2005.

S. Lang. Algebra, revised 3rd edition. Springer-Verlag New York, 2002.

L. Law, A. Menezes, M. Qu, J. A. Solinas, and S. A. Vanstone. An efficient protocol for authenticated key agree-
ment. Des. Codes Cryptography, 28, 119-134, 2003. Des. Codes Cryptography, 2003.

V. Lyubashevsky, C. Peikert, and O. Regev. On ideal lattices and learning with errors over rings. J. ACM, 60(6):43,
2013.

V. Lyubashevsky, C. Peikert, and O. Regev. A toolkit for ring-LWE cryptography. EUROCRYPT 2013. LNCS Vol.
7881, pages 35-54. Springer, 2013.

A. Langlois and D. Stehlé. Worst-case to average-case reductions for module lattices. Designs, Codes and Cryp-
tography, 75(3):565 - 599, 2015.

V. Lyubashevsky. Lattice signatures without trapdoors. EUROCRYPT 2012, LNCS Vol. 7237, pages 738-755.
Springer, 2012.

C. Peikert. Lattice cryptography for the internet. PQCrypto 2014, LNCS Vol. 8772, pages 197 - 219. Springer,
2014.

C. Peikert. A Decade of Lattice Cryptography. Foundations and Trends in Theoretical Computer Science 10(4),
pages 283-424, 2016.

0. Regev. On lattices, learning with errors, random linear codes, and cryptography. J. ACM, 56(6), 2009.

D. Stehlé and R. Steinfeld. Making NTRU as secure as worst-case problems over ideal lattices. EUROCRYPT
2011, LNCS Vol. 6632, pages 27 - 47. Springer, 2011.

J. Zhang, Z. Zhang, J. Ding, M. Snook, and O. Dagdelen. Authenticated key exchange from ideal lattices. EURO-
CRYPT 2015, LNCS Vol. 9057, pages 719-751. Springer, 2015.

J. Zhang, Z. Zhang, J. Ding, and M. Snook. Authenticated key exchange from ideal lattices. JACR Cryptology
ePrint Archive, 2014/589, 2014.

A. C. Yao and Y. Zhao. OAKE: A new family of implicitly authenticated Diffie-Hellman protocols. ACM CCS
2013: 1113-1128.

21



	 Small Field Attack, and Revisiting RLWE-Based  Authenticated Key Exchange from Eurocrypt'15 
	 Boru Gong, Yunlei Zhao 

