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Abstract. In recent years, a lot of progress has been made on speeding up Actively-secure Two-
party Function Evaluation (SFE) using Garbled Circuits. For a given level of security, the amount of
information that has to be sent and evaluated has been drastically reduced due to approaches that
optimize the garbling method for the gates (such as Free-XOR [17], Flez-OR [16] and Half-Gates [26]).
Moreover, the total number of garbled circuits sent to the evaluator dropped by a factor of 3, mostly
due to the Forge-and-Lose-technique [3,18,12].

In another line of work, Frederiksen et al. [7] introduced the first special purpose garbling technique,
namely a garbling scheme without privacy guarantees. In this note, we present an approach to combine
such a privacy-free garbling scheme with an arbitrary SFE protocol for a certain class of circuits, such
that the overall protocol is actively secure. This then yields a SFE protocol that has a smaller overhead
in total. We instantiate our approach with the SFE protocol by [5] and show that the combination of
both allows saving substantial amounts of network bandwidth for certain classes of circuits.

1 Introduction

Background. Actively-secure Two-party Function Evaluation denotes a problem in cryptography where two
mutually distrusting parties Alice and Bob (P4, Pg) want to jointly evaluate a function h based on secret
inputs z,y that they choose individually. This is done using an interactive protocol over a network such
that, at the end of the protocol, both parties only learned the correct output z = h(z,y) of the computation
and no other information. This restriction shall also hold if one of the parties arbitrarily deviates from the
protocol, i.e. sends messages that it is not supposed to send according to the protocol. The problem was
originally stated by Yao in 1982 [24,25] and solved for the case that no party deviates from the protocol, but
tries to infer additional information from the transcript of the computation. This is the so-called semi-honest
setting, whereas arbitrarily deviating adversaries are referred to as malicious.

Let us first describe an ideal world solution towards solving the above problem: Here, we assume that both
P4 and Pp can send their inputs as well as a description of h which we call Cj, to a trusted third party 7.
This trusted third party would then do the following: We consider Cp, to be a boolean circuit with dedicated
input wires and output wires. Cp, consists of gates having two input wires and one output wire. Each gate
computes a function of its input wires and assigns the result to its output wire. 7 represents the inputs
x,y as assignments of 0,1 to the input wires of the circuit, and then the functions of the gates are applied
(as soon as both input wires of a gate have an assignment) until all the output wires! of Cj, are either 0 or
1. Afterwards, 7 translates the values on the output wires into z and sends it to both P4, Pg. What Yao
showed in his seminal work was how to replace this 7 with an interactive protocol, which is nowadays known
as garbled circuits.

Garbled circuits in a nutshell. In order to obtain a garbled circuit from Cp, P4 (also known as the
Garbler) performs the following operations: Each gate of the circuit can be represented as a table, where
for each combination of the inputs (being 0 or 1) an output from {0,1} will be assigned to the output wire
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1 We let T accept only descriptions of h where the graph representing the circuit Cy, is directed and acyclic.



(this table represents the function being computed by that specific gate). Now, the rows of this table are
first shuffled and then the 0, 1 values are replaced with bit strings (keys), such that the output key of a gate
corresponds to the input key of another gate if its output is wired into the respective input in Cp and if they
both correspond to the same value 0 or? 1. One then stores information such that an output key can be
derived if and only if both input keys for the corresponding row are known. Such a gate is called a Garbled
Gate and by applying this technique recursively on all gates, P4 computes a so-called Garbled Circuit. One
then considers the gates whose inputs are the input wires of the circuit. These keys are considered as the
input keys of the circuit. Moreover, P4 also has to store a table of the keys that belong to the output wires
of the circuit, and to which value 0,1 they belong.

After this garbling step is done, P4 sends the garbled gates and the input keys corresponding to her chosen
input to the Evaluator Pg. He obtains these keys from P4 by a so-called Oblivious Transfer(OT) protocol,
where P4 inputs all possible keys and Pg starts with his input y, such that afterwards P only learns the
keys that correspond to his input and P4 does not learn y. With all this information, Pg can now evaluate
the circuit gate by gate so that he obtains the output of the computation, which he then sends to Pj4.
Intuitively, the security of the protocol is based on the OT hiding Pgs input while the garbling hides both
the inputs of both parties and the circuit that is actually evaluated.

If P4 actively deviates from the above protocol, then she can cheat in multiple ways: Since the circuit that
is computed is hidden from Pg, he can not be sure that the function it computes is the same that he and Py
agreed upon to compute (or that he obtains input keys that correspond to his inputs). This way, information
might leak to P4 that was not intended to leak. A solution to this problem is called the cut-and-choose
approach, where a number of circuits is garbled and sent to Pg. He then chooses a random subset to be
opened completely to him (so he can check that the circuit indeed computes the right function). For the
other garbled instances, the above protocol is then run multiple times in parallel. In the end, Pp will take
the majority of the outputs as the result of the computation. This approach introduces new problems, such
as the consistency of inputs over multiple instances or selective failure attacks. A thorough proof of security
of the protocol sketched above can be found in [20].

Garbling schemes. The garbled circuits-approach was initially thought of only to be a technique for SFE,
but later has found multiple applications such as in verifiable computation [8], private set intersection [11],
zero-knowledge proofs [14] or functional encryption with public keys [22] (to just name a few). Moreover, it
has been treated on a more abstract level e.g. in [13] as Randomized Encodings. Kamara & Wei [15] discuss
the idea of special purpose garbled circuits which do not yield full-fledged SFE but can on the other hand
efficiently be instantiated using Structured Encryption Schemes and yield smaller overhead compared to
directly using GC. Moreover, Bellare et al. [2] discussed garbling as a primitive having potentially different
security notions, and studied how these are related. Their framework makes it possible to compare different
properties that a garbling scheme can have such as privacy, authenticity and obliviousness. This then allows
to look for special schemes that may only implement a subset or rather different properties, that may be
of use in certain contexts. As an example for such an application, one can e.g. consider the efficient zero-
knowledge protocol due to Jawurek et al. [14] where the prover evaluates a garbled circuit in order to prove
a certain statement.

Since only the evaluator in [14] has private inputs to the circuit and in turn then evaluates it on known
values, the privacy guarantee of e.g. the original Yao garbling is not necessary. One in turn hopes that a
garbling scheme without privacy can be constructed with less overhead. Frederiksen et al. [7] showed that
one can in fact construct such a tailored scheme.

The problem. From the above exposition, the following question arises:

Can one construct Secure Function Evaluation protocols based on a combination of garbling schemes both
with and without privacy, thus reducing overhead?

2 If a wire is 0 or 1 in different rows, then the key for this wire will be the same.



Our idea can be thought of as a generalization of [14]: Those parts of a circuit Cp, that do only depend on
one party’s input may not need to be computed with active security (because the party knows the outputs
already). Such cases can occur e.g. when a part of the circuit must correctly compute a data structure (think
of sorting values) or if statements about inputs must be validated. While the idea seems intuitive, it is unclear
how to combine those schemes while not introducing new problems. In particular, one has to make sure that
the outputs of the privacy-free part correspond to the inputs of the actively-secure computation.
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Fig.1: A graphical depiction about the functions to which our approach can be applied.

Contributions. In this note, we describe a solution to the aforementioned problem. It can be applied for
a certain class of functions that are decomposable as shown in Figure 1. For such functions it can then
potentially improve the runtime of SFE.

On the left side of the figure, the evaluation without optimization is shown. Here the whole circuit must be
evaluated using an actively secure two-party SFE scheme, while on the right side only parts of the circuit
(the gray circuit) will be computed with active security. For the sake of simplicity, our solution allows that
the evaluation of f can be done by an arbitrary SFE scheme.

To achieve this goal, we use circuit augmentation for g,, gs, f which in itself introduces a small overhead.
We will show that this overhead can mostly be eliminated using certain SFE protocols.

Intuitively, we start with the following idea:

(1) Let P4 compute a privacy-free garbling of g, and P compute a privacy-free garbling of g,,.
(2) Both parties exchange and evaluate the privacy-free garbling, whose output in turn will be the input to
the evaluation of f.

Here, we must verify that both P4 and Pg take the output of their respective functions and do not replace
it before inputting it into f. At the same time, one must also keep the outputs of g,, g» confidential and
prevent the garbler from sending an incorrect circuit or wrong input keys. Our solution will deal with the
inconsistency problem by comparing that the inputs to f come indeed from g,, g, using a hash function
whose output is properly masked. This, in turn, creates new problems since such a mask can be used to
tamper with the obtained hash. Therefore, care must be taken about the timing in the protocol. Details
follow in Section 3.

Related work. Our problem shares some similarity with the area of Verifiable Computation [8,1,21]. Here,
the idea is that a weak client outsources an expensive computation to a computationally stronger but possibly
malicious server. This server then performs the computation and delivers a proof of correct computation.
Based upon this proof, the client can then decide whether the computation was done correctly or not.
A crucial requirement is that the verification of the proof shall be computationally less expensive than
the computation itself. Our setting is different from verifiable computation, since we want that the server
performs the evaluation of the circuit on his own inputs correctly, and these must be kept secret. Moreover,



we do only require one evaluation of the circuit while in verifiable computation, the same preprocessed data
may be used in multiple instances.

Our solution, as already mentioned above, also bears resemblance with the concept of Zero-Knowledge Proofs
[10,9] where a prover convinces a verifier about the truth of the statement in an interactive protocol without
revealing anything but the validity of this statement. In particular (in our setting), P4 proves to Pp that
her input to f lies in the image of the function g, and vice versa. In cryptographic protocols, these proofs
are often used to show that certain algebraic relations among elements hold. The fact that these proofs can
also be used to (efficiently) show that the prover knows a specific input to a circuit was already observed
n [14]. In comparison to their work, we exploit this phenomenon in a more general sense and not just for
zero-knowledge proofs.

2 Preliminaries

Let us assume that P4, Pp agreed to evaluate a function h : {0,1}?" — {0,1}™, where the first n input bits
are provided by P4 and the second n input bits by Pg. We assume that the function can be decomposed
into f: {0,1}PT7 — {0,1}™, g4 : {0,1}" — {0,1}7, g : {0,1}" — {0,1}7 such that

Vo, y € {0,1}" : f(9a(x), 96(y)) = h(z,y)

To be more applicable in our setting, we have to look at the functions as circuits, and will do so using an
approach similar to [2]. We can then go on to make our above definition more formal, but based on a boolean
circuit-level.

2.1 Circuits and the split-input representation
Consider the tuple C¢ = (nin, Nout, Ny, L, R, G) where

— Nip > 2 is the number of input wires, nyy: > 2 the number of output wires and ngy > 1 the number of
gates. We let ny, = nin + ng be the number of wires.

— we define the sets Inputs = {1,....,n}, Wires = {1,...,ny}, Outputs = {ny — Nowt + 1, ..., 14} and
Gates = {n;, + 1,...,n4} to identify the respective elements in the circuit.

— the function L : Gates — Wires \ Outputs identifies the left incoming wire and R : Gates — Wires \
Outputs identifies the right incoming wire for each gate, with the restriction that Vg € Gates : L(g) <
R(g) <g.

— the mapping G : Gates x {0,1}? — {0,1} determines the function that is computed by a gate.

To obtain the outputs of the above circuit when evaluating it on an input z = x;...z,,, one evaluates C; as
follows:

eval(Cy,x):
(1) For g =njp + 1, ..., 1y
(1.1) I+ L(g),r < R(g)
(1.2) 24 < G(g,21,27)
(2) Output z,,,—n,,,+1-Tn,

For a function f : {0,1}"" +— {0,1}"°=, we consider Cy = (N, Nout, Ny, L, R, G) as a circuit representation
of f iff Vo € {0,1}"" : f(z) = eval(Cy, x).

In order to be able to apply our solution, the circuit in question must be decomposable in a certain way as
already outlined in the introduction. We will now formalize what we mean by this decomposability.



Definition 1 (Split-input representation (SIR)). Let h: {0,1}*" — {0,1}™, f : {0,1}PT¢ — {0,1}™,
ga 2 {0,1}™ = {0,1}?, g, : {0,1}™ — {0,1}7 be functions such that

Va,y € {0,1}" : f(ga(), g(y)) = h(z,y)

Let moreover Cy,Cy,Cq,,Cqy, be their respective circuit representations. Then we call Cy,Cq, ,Cq, the Split-
input representation of Cj,.

For every function h with n > 2 such a decomposition always exists, but it only of interest in our setting if
(intuitively) Cy is has a lot less gates than Cp,.
2.2 Secure two-party computation and garbling schemes

The notion of an SFE protocol was already intuitively introduced in Section 1. Formally, it describes a
protocol between two parties P4, P that securely implements Figure 2.

Functionality FSFE&CommitOT

Initialization:
— On input (init,C, s, I1, ..., I}) from both P4, Pg where C = (n,m, g, L, R, G) is a circuit and s the statistical
security parameter, store C, s. Moreover, the parties agree on a set of disjoint subsets I; C [n] such that
UL =[n]
Commit:
— Upon input (commit,id, z) from either P4 or Pp and if id was not used before, store (id,x, Pa) if the
command was sent by Pa, and (id, z, Pg) otherwise. Then send (commit,id) to both parties.
Open:
— Upon input (open,id) by Pa and if (id, z, Pa) was stored, output (open,id,z) to Pp.
— Upon input (open,id) by Pp and if (id,z, Pg) was stored, output (open,id,z) to Pa.
One-sided Committed OT:
— On input (cotB, id) from Pp and (cotB,id, {yé,yi}ie{lywl}) by Pa and if there is a (id, z, Pg) stored with
x = x1...21, then output (ot, {yz, bief1,....1}) to Ps.
Input by both parties:
— Upon input (input,id, x) by both parties and if id was not used before, store (id, x, ~).
Input of Py:
— Upon input (inputA) from P4 where there is a (I;, z, ) stored for each i = 1, ..., 7, output (inputA) to Ps.
Input of Pg:
— Upon input (inputB) from Pp where inputA was obtained, load all z; from ([;,z;,-), compute z =
eval(C, z1...z;) and output (output, z) to Pg.

Fig. 2: Secure function evaluation, commitments and committed OT for two parties

Note that the functionality in Figure 2 moreover provides commitments and committed OT [4]. . Commit-
ments allow a party to lock himself to a certain value (without revealing it) at a point in time, such that
he can later reveal this value (without being able to deviate). Committed OT resembles OT as mentioned
before, but where the choice of the receiver is determined by a commitment. The main reason why we need
this functionalities is that we have to ensure consistency of inputs using the commitments between the ac-
tively secure scheme and the privacy-free part, and having all of these as separate functionalities introduces
problems during the proof.

Out of the framework of [2] we will now recap the notion of projective verifiable garbling schemes. We require
the properties correctness, authenticity and verifiability of our garbling scheme. These intuitively ensure that

3 These are building blocks are used in many SFE protocols. We hence assume that they are available and cheap.



Functionality For
OT for Pga:
— On input (otA, z) from P4 and (otA, {yé,yi Yiequ,....1y) by Pp and if & = x1...2;, output (o, {y;i}ie{l ,,,,, )
to PA.
OT for Pg:
— On input (otB, z) from Pp and (otB, {yé,yi}ie{l ,,,,, 13) by Pa and if = x;...2;, output (ot, {y;i}ie{l ,,,,, )
to PBA

Fig. 3: Functionality for oblivious transfer

the evaluated circuit shall compute the correct function, only leak the output keys that can be obtained using
the provided input keys and that one can check after the fact (i.e. when obtaining all the input keys) whether
the circuit in fact was a garbling of a certain function. We will make this more formal now.

Let A be a security parameter and G = (Gb, En, De, Ev,Ve) be a tuple of (possibly randomized) algorithms
such that

Gb(1*,C¢): On input 1*,Cy where njn, noyr = poly(A),n > X and |Cy| = poly(A) the algorithm outputs a
triple (F,e,d) where we call F' the garbled circuit, e the input encoding information and d the output
decoding information.

En(e,x): On input e,x where e = {X?, X}} is a set of keys representing the input wires, output X such
that X; = X i.e. output the 0 key for input ¢ if ; = 0 and vice versa for z; = 1.

Ev(F, X, x): On input (F, X, z) where F, X are outputs of the above algorithms, evaluate the garbled circuit
F on the input keys X to produce output keys Z.

De(Z,d): Let Z,d be input to this algorithm, where d = {Z?, Z!} and Z contains [ elements. The algorithm
outputs a string z € {0,1, L} where z; = bif Z; = Z?, and z; = L if Z; ¢ {29, Z}}.

Ve(Cy, F,e): Oninput Cy, F, e with the same semantics as above, the algorithm outputs 1 if F| e is a garbling
of Cf.

The definitions are according to [7]. Correctness is straightforward and implies that combining the above
algorithms yields the expected output of the function:

Definition 2 (Correctness). Let G be a verifiable projective garbling scheme. Then G is correct if for all
Nin, Nout = POly(A), f {0, 1} — {0, 1} with circuit representation Cy and for all x € {0,1}™ it holds
that

Pr [De(Ev(F, (X}"),z),d) # f(z) | (F,e,d) + Gb(17,Cp) A (X7 En(e,z)] < negl(\)

Authenticity is very important for our later application, since it prevents the adversary from outputting
other output keys than those he can derive from the input keys and the garbling. This effectively binds the
adversary to his input.

Definition 3 (Authenticity). Let G be a verifiable projective garbling scheme. Then G provides authenticity
if for all nip,noue = poly(N), f = {0,1}™» — {0,1}" with circuit representation C; and for all x €
{0,1}™in y € {0, 1}t with y # f(x) it holds that

Pr [De(A(Cy, F,(XF),x),d) =y | (F,e,d) + Gb(1*,Cs) A (X]) « En(e,x)] < negl(\)
for every A that is running in probabilistic polynomial time in \.
In the definition of verifiability one has to consider that the Ve algorithm can also output 1 for adversarially

chosen garblings F”. In such a case, we require that no information about the input is leaked if the evaluator
honestly evaluates the garbled circuit.



Definition 4 (Verifiability). Let G be a verifiable projective garbling scheme. Then G has verifiability
if for all nip,Moue = poly(X), f + {0,1}"n — {0,1}ut with circuit representation Cy and for all x,y €
{0,1}in £y, f(x) = f(y) it holds that

Pr[Bo(F,(X]"),2) # Eo(F,(X}"),y) | (FAXY, X[}) + AL, Cp) AVe(Cy, FA{XT, X[}) = 1] < negl())
for every probabilistic polynomial-time A.

A garbling scheme G that fulfills all the above three conditions will from now on be called privacy-free.

2.3 Universal hash functions

A third ingredient that we need for our protocol are universal hash functions. On a high level, for such
a function two inputs will yield the same output only with small probability for as long as the function
itself is randomly chosen after the inputs are fized. This is a rather weak requirement in comparison to e.g.
collision-resistant hash functions, but it is strong enough in our setting: If the circuits are first garbled and
the inputs are fixed before the hash function is chosen, then the chance of two inputs colliding is very small
(even though the universal hash function might be easily invertible).

Definition 5 (Universal Hash Function). Let X = {h : {0,1}™ — {0,1}°}, then H is a family of
universal hash functions if

Va,y € {0,1}™, 2 #y : Pracpulh(z) =h(y)] <27°
A family of universal hash functions has the uniform difference property if
Vo,y € {0,1}", 2 #y, V2 € {0,1}° : Prpe,u[h(x) ®h(y) =2] <27°

An family of functions that we will later use is defined as follows:

Definition 6. Let b € {0,1}™ ! and M € {0,1}**™ such that M; j = b;y;_1 and define hy : © — M.
Moreover, define the family H as H = {hy | b € {0,1}m+s71}.

Remark 1. H'™ is a family of universal hash functions with the uniform difference property.

Proof. See [5, Appendix E|

3 Construction

In our protocol, we use the functions defined above to protect against the adversary providing an inconsistent
input to f. To do so, we augment the computed circuits slightly. A graphical depiction of that can be found
in Figure 4.

The solution is tailored for protocols with one-sided committed OT (which is normally available for SFE
schemes based on garbled circuits). If there is committed OT for both or none of the parties, then the
protocol and function augmentation can be adjusted in a straightforward manner.

We let h, f, g, g» be functions as defined before. To compute a proof that P4, Pg computed g,, g, correctly,
we will make the other party compute a digest on the output of the function. Therefore, we augment g,
with a universal hash function h; drawn from H to which P4 then adds a random string s, that is fixed in
advance. As such, the output will not reveal any information about the computed value. On the other hand,
since P4 will commit to the input before h; is chosen, the inputs g, (z), s, to f will differ from the output
g, with high probability. We observe that b, g, can be public inputs to f.

In the case of Ppg, it is not necessary for him to compute an actual hash of g,. This is because only P4 can
arbitrarily send differing inputs for f by choosing different values that blind her input (whereas committed
OT is available for Pp to circumvent this). Therefore, P4 will send a privacy-free garbling of the function
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Fig. 4: The functions and how they will be augmented.

computing g;(-) = gp(-) ® sp where s, is a random value Pp committed to before. We can now once again
make the value g a public input to f’.

The actively secure protocol will now evaluate f on the inputs g.(x),gs(y) as before. The correct value
will only be output of f’ if, given the auxiliary inputs s,, s, and the public inputs b, g/, g; it holds that
h(ga(2)) ® s == ¢/, and gy(y) & s == g¢;. Otherwise, an abort symbol L will be delivered.

The protocol will be as follows:

Input phase Both parties P4, Pp first locally compute gq(z),gs(y). They then commit to the inputs
T, Y, Sa, b, 9o (), gb(y) using Fsre&CommrOT-

Function sampling Pp samples a hash function A, € H and sends its description b to Fsrr&comuror- He
then sends a privacy-free garbling of g/ (-,-, ). Pa sends a privacy-free garbling of a circuit computing
gp(-,+) to Pg.

Privacy-free phase Pp use committed OT to obtain the input keys that correspond to the his commit-
ments from the input phase. P4 uses For. Afterwards, Pg decommits b and thereby reveals the hash
function hy. They then evaluate the privacy-free garblings locally and commit to the output keys.

Check phase P4, Pg open the whole privacy-free garbling towards the other party. They each verify that
the circuit was constructed correctly and afterwards open the commitments to the output keys. These
values are then used as public inputs g/, g to f’ in the next step.

Computation phase P, and Pg evaluate f’ securely using SFE. The inputs are defined by the commit-
ments from the input phase and the opened commitments from the check phase.

Based on the transformation that was outlined in Figure 4, the augmented circuits for the functions f’, ¢/, g;
can easily be obtained from the SIR of h. Moreover, these augmentations are small and, with respect to an
implementation of SFE using garbled circuits, come almost for free using the Free-XOR technique.

The concrete protocol. We are now ready to formulate the protocol as outlined in the previous subsection.
It can be found in Figure 5.

4 Security

We will now prove the security of our protocol in Figure 5. More formally, consider the stripped-down
functionality in Figure 6 which basically focuses on the SFE. Then we prove the following theorem:



Protocol IIsirEvar

Both parties Pa, Pp want to evaluate a function h : {0,1}*" — {0,1}™ and we consider its SIR Cy,Cq,,Cq,- Pa
has input x € {0,1}" and Pg has input y € {0,1}".

Input phase:
(1) Let C},Cq,,Cq, be circuits representing f', go, g;, which were defined before.
(2) Both parties send (init, Ct,s,” ga(x)”,”5a”,7ga” """ g6 (y)”, 7 5", 7 g1 ) t0 FsPrgCommmoT-
(3) Pa computes gq(z) locally and chooses sq €r {0,1}°. Pp computes gy(y) locally and chooses b €r
{0, 1}’”371, sp €r {0,1}7.
(4) Pa sends (commit,”ga(x)”, ga(z)), (commit,”s,”,sqa) to Fsregcomwror. Pp sends (commit,”y”,y),
(commit,” gs(y)”, go(y)), (commit, " sp”, sp), (commit,” hp”, b) to FsrE&CommrOT-
Function sampling:
(1) Pa computes (Fy, {yé,y{'}iel,mzn{sé,b, Si,b}ielv,.“,q,.db) + Gb(1°,Cy, ) and sends Fy to Pg.
(2) Likewise, Pp computes (Fa, {z0, 2] }ie1,....n{50,a; 81,4 }icl,....s, da) < Gb(1°,C,, ) and sends F, to Pa.
Privacy-free phase:
(1) Pa sends (otA,z) and Pp sends (otA, {xé,xﬁ }ie1,....,n) to For, hence Pa obtains {x’},eln They do the
same for ”s,” so P4 obtains {s&}ic1,...s-
(2) Conversely, Pg sends (cotB,”y”) and Pa sends (cotB,”y”, {yd, vitie1,...n) t0 Fsrpecomuror, hence Pp
obtains {y*}ic1,...,n. They do the same for ”s,” so Pp obtains {s; }ic1,...,q-
(3) Pp sends (Open, 7 hb”) to FSFE&CommrOT- ) ) )
(4) P4 evaluates the privacy-free garbling as (g% )ic1,...s « FEv(Fa,{z"}ie1,...n{sL}ie1,....s,784) and then
commits to (g% )ic1,....s-
(5) Pgp evaluates the privacy-free garbling as (g)ie1,....q + Ev(Fy, {t Yiet,...n{5t Yiet,....q, ysp) and then com-
mits to (g )ic1,....q-
Check phase:
(1) Pa sends (Fy, {yé,y{}iel ,,,,, n{sé’ms’i’b}ig ,,,,, ¢,dp) to Pp who checks that he obtained correct input and
output keys and that Ve(Cy,, Fy, {yé,yi’}ielw,n{sé,b,sli’b}iel,m,q) = 1. If not, then Pg aborts.
(2) Pp sends (Fa,{x, 21 }iet,....n{S0,a> S1,a }icl,....s, da) to Pa who checks that she obtained correct input and
output keys and that Ve(C;,, Fa, {mfh xi}iel ,,,,, n{sf),m Si,a}iel ,,,,, s) = 1. If not, then she aborts.
(3) Pa opens her commitments to (¢%)ic1,....s. Ps computes g, = De((g¥)ic1.....s,da) and aborts if one of the
indices is L. Otherwise, both send (input,”g,”, gs) to FSFE&ComwuitOT-
(4) Pgp opens his commitments to (gi')ic1,....q- Pa computes g, = De((gi)ie1
indices is 1. Otherwise, both send (input,”g;”, g;) t0 FsFE&CoamurOT-
Computation phase:
(1) Pa sends (inputA) to FsregcomuroT, followed by Pp sending (inputB).
(2) Pg obtains (output, z) from Fsregcommror and outputs z.

¢ dp) and aborts if one of the

..........

Fig. 5: Protocol IIsiggva;, to evaluate SIR of a function

Functionality Fsre

Initialization:
— On input (init,C, s) from both P4, Pg where C = (2n,m, g, L, R, G) is a circuit and s the statistical security
parameter, store C, s.
Input of Pa:
— Upon input (inputA,z) from P4 where z € {0,1}" and where no input was given by P4 before, store z
and send (inputA) to Pg.
Input of Pg:
— Upon input (inputB,y) from Pp where y € {0,1}" and where no input was given by Pg before and if
(inputA) was obtained by Pg, compute z = eval(C,zy) and output z to Pg.

Fig. 6: Secure function evaluation, commitments and committed OT for two parties

Theorem 1. Let G = (Gb, En, De, Ev,Ve) be a privacy-free garbling scheme, X\ its computational secu-
rity parameter, and s be a statistical security parameter, then IlsirEvan Securely implements Fspg in the
FSFE&CommirOT, FoT1-hybrid model against static, malicious adversaries corrupting either Pa or Ppg.
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We split the proof into two different simulators, one for P4 being corrupt and the other one for a malicious
Pg, where the second one is a simplified version of the malicious-P,4 simulator. The proof works as follows:
In the ideal world, the simulator intercepts all the commitments coming from P4 and simulates an honest
Pg. It aborts when the committed values between the stages do not match up, or when P4 sends keys
that she was not supposed to obtain. Then, a hybrid argument proves the claimed statement. We consider
two distributions to be indistinguishable if their distance is negligible in either s or A, where ~, means
computational and ~, statistical indistinguishability.

Proof. As in the protocol IIsirgpva; we assume that both parties P4, Pg want to evaluate a function h :
{0,1}?>" — {0,1}™ and we consider its SIR Cf,Cq,,Cy,. P4 has input z € {0,1}" and Pg has input
y €{0,1}".

Proof for malicious Pa:
We first show a simulator S4 to prove that from Pas perspective, Fspg © S4 & FsrE&CommutOT © IISIREvAL-

Simulator Sa

Input phase:
(1) Start a local version of Fsprgcomuror with which P4 will communicate.
(2) Send (init,Cy, s) for both Pa, P to Fsrrg&comuror. Moreover, send (init,Cp, s) to FsrE.
(3) Follow Step 1 — 3 of the protocol.
(4) In Step 4, extract the inputs that P4 is sending to FsrrgcomuroT - Save these values as gq(7)’, 4,1 locally.
Moreover, let y be a default input for the simulated Pg. Compute gi(y), sp, he as in the protocol and
send (commit,”y”,y), (commit,” gs(y)”, g (y)), (commit,”sp”, sp), (commit,” hp”,b) in the name of Pp to
FSFE&COMMITOT
Function sampling:

(1) Simulate Step 1,2 as in the protocol.
Privacy-free phase:

(1) Simulate Step 1 — 5 as in the protocol. During Step 1 extract the values that P4 inputs into the For

functionality as x and sq,2.

Check phase:

(1) Simulate Step 1 — 2 as in the protocol.

(2) In Step 3 compute the keys that P4 should have obtained based on sq,2, hs, z. If P4 opens commitments

to different keys, then abort.

(3) In Step 4 follow the protocol.
Computation phase:

(1) Follow Step 1,2 in the protocol, with the following restriction:

— If go(z)" # ga(z) where go(z)’,x are the extracted values above and g,(x) is the function evaluated
on the extracted input, then abort. Also abort if sq,1 # Sa,2.
— If no abort happened, then send (inputA, z) to Fsre.

3
4

Fig.7: A simulator for a malicious Py

Let Tp, rear be the distribution of the transcripts that are obtained by executing Ilsirgvar and Tp,sim be
the distribution obtained from S (both of them only for a corrupted P4), so the goal is to show that
TPaReal = Tp,sim- Define the following hybrid distributions:

Tp,Hybria1 Which is obtained from using the simulator S4 with the following change: In the Computation
phase, abort in Step 2 only if the output z of Fspg would be z == 1 i.e. if the hash function does not
detect a differing input.

TpaHybrid2 Which is obtained from using the simulator generating Tp, gypria1 With the following change: In
the Check phase, do only abort if Pg would abort instead of aborting if P4 opens commitments to
wrong, but still valid keys.

10



Simulator Sp

Input phase:

(1

(2
(3
(4

) Start a local version of Fsrrgcomuror with which Pg will communicate.

) Send (init,Cy, s) for both Pa, P to Fsrr&comuror. Moreover, send (init, Cr, s) to FsrE.

) Follow Step 1 — 3 of the protocol.

) In Step 4, extract the inputs that Pp is sending to Fsrrecomuror - Save these values as gp(y)’, sp lo-
cally. Moreover, let « be a default input value for Pa. Compute g.(z), s, as in the protocol and send
(commit,”z”, x), (commit,” go(z)”, ga(x)), (commit,”s,”, s4) in the name of Pa to Fsrrg&ComuroT

Function sampling:

(1) Simulate Step 1,2 as in the protocol.
Privacy-free phase:
(1) Simulate Step 1 — 5 as in the protocol.
Check phase:
(1) Simulate Step 1 — 3 as in the protocol.
(2) In Step 4 compute the keys that Pp should have obtained based on sp,y. If Pg opens commitments to
different keys, then abort.
Computation phase:
(1) Follow Step 1,2 in the protocol, with the following restriction:

— If g, (y) # gu(y) where g;(y),y are the extracted values above and gp(y) is the function evaluated on
the extracted input, then abort.

— If no abort happened, then send (inputB,y) to Fsre. Upon (output, z) from Fsrg, send (output, z) to
Pg.

Fig.8: A simulator for a malicious Pp

Consider the distributions 7p, sim and Tp, Hybrid1, then the only difference lies in the outputs when Py is
cheating. In the first case, P4 will always be caught cheating whereas in the second case, she gets away with
it as long as f’ does not output L. There are three mutually different events to consider:

(1) go(z) = ga(x), but 84,1 7 Sq.2: In this case, both g,(x)’, go(z) hash to the same value, hence hy,(g,(z)") ®
Sa,1 7 ho(9a()) @ 84,2 which will always be detected by f’, so the success probability is 0.

(2) go(x) # ga(x), but s41 = Sq,2: Since both g.(x)’, go(z) are independent of h;, and since hy is chosen
uniformly at random from the family H, by Remark 1 they will collide with probability 27°, which is
negligible in s.

(3) ga(®)" # ga(x) and sq,1 # 54,20 Fsruecomaror Will not output L iff hy(ge(2)') ® sa,1 = hi(ga(x)) © Sa,2-
Hence it must hold that

ho(ga(2)") @ hi(ga(®)) = Sa,1 D 802 =c

and a succeeding P4 will have to fix this ¢ before learning hy. By Remark 1 the success in doing so is
27% due to the uniform difference property and therefore negligible in s.

We hence conclude that Tp, sim ~s Tp, Hybria1- For the difference of Tp, gypria1 and Tp, Hybride, the simulator
aborts in the first case if P4 commits to the wrong values, whereas it aborts in Tp, gybrige if Pa provides
strings that are not valid output keys of G. By assumption, G provides Correctness and Authenticity, meaning
that if P4 does not cheat, then she will obtain the correct keys and the simulated Pp will continue. On the
other hand, she can succeed in providing wrong keys only with probability negl(\). Therefore, we also obtain
that Tp, Hybridi e TPaHybrid2-

Now consider the distributions 7p, gypria2; TPa Reat- The output that is delivered to Z as the output of Pg
is the same in both distributions, so we focus on the messages that P4 obtains. The only difference between
those is that in the Check phase, Step 4 these depend on a fixed input in Tp, grysrige and on the real input
of Pg in Tp, Real- In both cases, these keys correspond to values that are uniformly random to P4 since they
are obtained by XOR-ing a uniformly random value s, to gy(x) if P4 sent a correct garbling. Assume that
I, was not generated by G, but instead chosen arbitrarily by the adversary. Then the output wires may leak
some information about the inputs. In Step 1 of the Check phase the garbling F} was verified and by the
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Verifiability of the garbling scheme G the computed output keys only depend on the output of the function
except with probability negligible in A. For every fixed output g; of the circuit and for every y there exists at
least one s; to obtain g; from y, and therefore the opened keys differ only with probability negl()). Hence
TpaHybrid2 ~c TPaRrear Which proves the statement for a malicious Pa.

Proof for malicious Pp:
The proof of security for a malicious Pp goes along the same lines as the proof for P4. We define the following
hybrid distribution:

TpyHybria Which is obtained from using the simulator generating 7p, sim with the following change: In the
Check phase, do only abort if P4 would abort instead of aborting if Pg opens commitments to wrong,
but still valid keys.

By the same reasoning as before, we obtain that Tp,sim ~s Tpg Hybria- Because committed OT is available
from P4 to Pp, we do not have to cope with different values for s,. In the step between Tp, rypria and
TPy Real, We Observe that in both cases, Pp obtains L iff the values related to the keys (gi/);e1,... 4 do not
match ¢,(y) @ sp for the extracted values y, s, so the distributions of the output value z are identical.
Moreover, by the same argument as before, the keys (g¥);c1.. s do only reveal the value g/, except with
probability negligible in A due to the Verifiability of G (the keys do reveal no information because s, was
chosen uniformly at random). Therefore Tp, Hybrid ~c TPy Real, Which completes the proof. a

5 Optimizations

We will now discuss how the overhead from the protocol presented in Section 3 can be reduced. In partic-
ular, our construction requires more rounds of interaction and some computational overhead for securely
computing the hash function and the committed OT for Pg. We will show that, by making non-trivial use
of the SFE protocol by Frederiksen et al. [5] (FJN14) one can avoid parts of these extra computations. Due
to the complexity of FJN14, we will just sketch this solution without a proof of security. We describe those
concepts of the FJN14 protocol that we will exploit in a non-black box way in this section. Familiarity with
the protocol may ease understanding.

A short overview over the FJN14 construction
As mentioned already in Section 1, an SFE protocol based on garbled circuits generally works as follows:

(1) Pa garbles a number of circuits and sends them to Pg.

(2) Pp obtains his input keys from P4 using oblivious transfer.

(3) Pp chooses a random subset of circuits to be completely opened (he obtains all input keys) and checks
whether these circuits are well-formed.

(4) P4 sends her inputs for the remaining circuits and Pp evaluates these.

This scheme introduces a number of problems, which are solved in FJN14 mostly using techniques which we
will mention now. We only focus on those techniques that are important with respect to our protocol.

Consistency of Pps inputs. If one uses standard OT during the above protocol, then P may ask for
various input keys for different circuits. As an example, he could (for a subset of circuits) decide that the 5th
wire shall be 1 whereas it will be 0 for the other instances. This may, depending on the computed function,
leak information about P4s input.

To thwart this attack, FJN14 performs OT for longer strings, where all zero- or one-keys for a certain input
wire for all circuits will be obtained in one iteration?.

* To the best of our knowledge, a similar idea was first introduced in [19].
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Consistency of Pas inputs. Similarly to Pg, also P4 can send different input keys for the instances. A
solution similar to the above for Pg does not work, since Pg will then learn P4s inputs. Instead, one lets Py
commit to her input keys ahead of time. Pp chooses a message digest function from H and P4 will garble
the circuits such that they also compute a digest of her inputs. Pp checks during the evaluation that the
hash value is the same for all evaluated circuits, and aborts if not. To prevent leakage of information about
P,s input, P4 will mask the hash with a fixed string®.

Using the FJN14 construction with our protocol

The above properties can be used to interleave our protocol from Section 3 with an FJN14 instance. This
allows to save on network load or rounds of communication, which we will now show.

Using the OT of FIJN1). Let Pg obtain the input keys for the privacy-free circuit together with the input
keys of the actively-secure garbling, by also including these keys for s;, in the same OT. We therefore have
to transfer an only slightly longer string for each input wire related to s3°.

FEvaluating the hash in the SFE for free. In the actively secure protocol Pg will choose the hash
function for the consistency check. We can let this be the same hash function that is used in our protocol
with the same random padding s,. This means that we will use a lightweight version of our suggested f’
function that only checks for consistency of Pgs input, while P4s consistency is implicitly checked during
the evaluation of the actively secure protocol. Note that in the case of a cheating P4 the protocol will then
be aborted before the actual output is computed by Pg. Therefore, P4 must send her input keys for FJN14
and must have obtained her keys for the privacy-free garbling before hy, is revealed to her.

Public inputs. An approach to implement public inputs is to let the SFE protocol have a second input
phase where P4 can submit the keys for the public inputs. Like in the FJN14 protocol, the input keys will
be linked to a polynomial” (whose evaluations are linked to either the 0-keys or 1-keys for each wire 4)
which is of degree s/2. Before the evaluation, Pp checks that all such points for the keys lie on the same
polynomial (using the already opened circuits and keys from the cut-and-choose phase as well as the newly
obtained keys). Now Pp can identify to which wire the keys sent by P4 belong by taking one of the submitted
keys for both the 0, 1-wires, interpolating the polynomial and checking whether all other keys belong to the
polynomial that is linked to the correct bit of the publicly chosen input. We require that these public input
keys, the polynomials and the links are generated by P4 during the garbling phase. They are sampled the
same way as in the original protocol, and P4 is committed to the keys.
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