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ABSTRACT

Electronic Health Record (EHR) system facilitates us a lot
for health record management. Privacy risk of patients’
records is the dominating obstacle in the widely deployed
EHRs. Role-based access control (RBAC) schemes offer an
access control on EHRs according to one’s role. Only the
medical staff with roles satisfying the specified access poli-
cies can read EHRs. In existing schemes, attackers can link
patients’ identities to their doctors. Therefore, the classifica-
tion of patients’ diseases are leaked without actually know-
ing patients’” EHRs. To address this problem, we present
an anonymous RBAC scheme. Not only it achieves flexi-
ble access control, but also realizes privacy-preserving for
individuals. Moreover, our scheme maintains the property
of constant size for the encapsulated EHRs. The proposed
security model with both semantic security and anonymity
can be proven under decisional bilinear group assumptions.
Besides, we provide an approach for EHR owners to search
out their targeted EHR in the anonymous system. For bet-
ter user experience, we apply “online/offline” approach to
speed up data processing in our scheme. Experimental re-
sults show that the time consumption for key generation and
EHR encapsulation can be done in milliseconds.
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There is a trend for Electronic Health Record (EHR) sys-
tem to be a preferable alternative in healthcare service. An
EHR system enables users to share their health related in-
formation in an efficient and flexible way. For instance, to
find one’s prescription, the patient or his doctors just need
to retrieve it from database, instead of seeking from piled-
up paper. Due to the sensitivity of health records, providing
secure storage and access to EHRs is the major challenge in
morden EHR system. As most EHRs are computerized in
cloud server, they are open to potential threats and vulnera-
ble to loss, leakage, and theft [4]. To prevent EHRs from ille-
gal access, a standard way is to encapsulate patients’ EHRs
before uploading them to server. In details, the EHR owner
encapsulates the EHR by a symmetric session key and only
the proper medical staff has the access privilege to decapsu-
late. However, this solution leads to inflexible data sharing.
One issue is that it raises complicated key management and
repetitive encryption [16]. i.e., patients usually do not know
who will be allowed to access their EHRs, so they encap-
sulate many pieces with distinct session keys and distribute
the keys to different medical staff. This limits the ability of
patient to share their data at a coarse-grained level.

To address this problem, several schemes employing the
attribute-based encryption (ABE) have been proposed for
fine-grained access control [3, 22] in EHR system. Users
whose attributes satisfies the access policy would be able to
decrypt the EHR data. Furthermore, some advanced models
have been presented recently. For instance, an access con-
trol model with modular and dynamic management in EHR
data [11], and a view-based access control model [10] allow-
ing patient to create a view on EHR data and to specify a
list of able users and not able users. Besides, the role-based
access control scheme (RBAC) [20] enables a fine-grained
access control without ABE system. It offers a role-based
access policy in a hierarchical identity-based broadcast en-
cryption (HIBBE) system. While all above proposals are
shown to achieve data privacy protection very well in EHR
system, patient privacy is still an open issue. i.e., a patient
named Lily , her EHR is encapsulated and stored in cloud
server, which is secure enough that no attacker can decap-
sulate it. However, the attackers can get her disease related
information by linking Lily to her cheif doctor. If the doctor
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Figure 1: System Architecture: a typical hospital system

responsible for

is responsible for the disease of hepatitis B, the attackers
can infer that “Lily” may carry hepatitis B without reading
her EHR. Once the information spreads, Lily may be un-
fair treated at work, or subject to the deliberate threat of
criminals. If there is an anonymous scheme which blinds all
the related identities during Lily’s examination, the attack-
ers can only get “someone” carries hepatitis B. Thus, the
patient privacy is preserved.

1.1 Contribution

‘We propose a novel scheme to provide an anonymous role-
based fine-grained access control for EHR sharing. Our
scheme employing hierarchical identity-based broadcast en-
cryption is constructed in a typical hospital system, as Fig-
ure 1 depicted. We group the patient and his responsible
medical staff into a certain access policy. Every user has
one private key corresponding to his role which is used to
decapsulate the entry which in turn provides access to the
encapsulated EHR. A user can access patient EHR if and
only if his role satisfy the access policy. Scalable EHR shar-
ing is supported by allowing senior medical staff to delegate
access privilege to their subordinates. To achieve identity
privacy-preserving, we blind identity related information in
the system. Third parties or attackers get no useful infor-
mation of EHRs nor patient identities. Specific techniques
are highlighted as followings.

Identity Privacy. We build our scheme on a bilinear group
with two subgroups [7]. Identity-related information is hid-
den in one of the subgroups. The element in this subgroup
cannot be distinguished from a random element chosen from
the bilinear group.

Versatile Access Control. A user encapsulates the EHR with
an on-demand access policy. It enables one-to-many encryp-
tion, that is, one only needs to encapsulate EHR one time
and allows different medical staff to access it.

Constant Size Ciphertext. Our scheme achieves constant size
ciphertext no matter how many roles of medical staff satisfy
the access policy. We stress that it is asymptotical optimal.

Anonymous Search. We provide an approach for anonymous

search such that the patient and his doctors can link them-
selves to the targeted EHR, but the outsiders cannot.

Perfect User Experience. Online/Offline cryptography is ex-
tended to our scheme. The offline phase executes most com-
putations before it knows access control policy and EHR.
The online phase rapidly assembles secret key and the en-
capsulated EHR once these specifics become known.

1.2 Related Work

EHR is defined by Iakovidis as “digitally stored healthcare
information about an individual’s lifetime with the purpose
of supporting continuity of care, education and research, and
ensuring confidentiality at all times” [17]. The essential of
the EHR system is represented by the patients’s health data
and the ability to guarantee the confidentiality of these data.
To secure patients’ data in EHR system, the mechanism of
access control [23] is widely used. Access control is usually
specified by some legislations, i.e. health insurance portabil-
ity and accountability act (HIPAA)[1], electronic documents
[2], or company regulations. It limits who can access the s-
tored EHRs and how they can operate them.

How to achieve appropriate access control is highlight-
ed and required so as to secure EHR data [24]. Existing
scheme [21] enables legitimate sharing of access rights in
a security architecture. Some proposals employing identity-
based encryption [5, 14] allow users to implement access con-
trol with security and privacy enabled approaches. Cross-
domain EHR sharing [29] and emergency EHR sharing [30]
are also presented for some specific requirements in EHR sys-
tem. Although these models have been proposed and argued
to be suitable for healthcare, they are not appealing enough
since flexible access control is not available. Attribute-based
encryption [13] is one of the solutions for this problem, since
attributes can be used to describe users’ privileges, and data
owner determines the policy on who can access the data. For
instance, the scheme [22] with attribute-based encryption
achieves fine-grained access in EHR system, where the data
owner stores his encrypted data in the cloud and grants ac-
cess of the data according to the users’ identity information.
For further accordance with the actual healthcare system
with hierarchical organizations, the proposals with hierarchi-
cal access control would be a preferable choice. For instance,
the scheme [16] enables scalable EHR data sharing, and also
combines identity-based and attribute-based encryption to-
gether to enforce access control policy. The role-based access
control scheme [20] with hierarchical identity-based broad-
cast encryption achieves flexible access control and scalable
data sharing either.

Although a large body of schemes have been present-
ed to secure EHR data successfully, especially with a fine-
grained manner, there is missing consideration for the pri-
vacy of individuals who are the owners of the shared data.
Anonymization can be used to preserve the privacy of data
[26]. An anonymous attribute-based scheme employing ABE
addressing not only the data privacy, but also the individ-
ual identity privacy [31]. Besides, an anonymous-ciphertext
policy attribute-based encryption (CPABE) is able to en-
sure security and privacy preserved fine-grained access con-
trol in EHR system [25]. These prominent schemes pro-
vide detailed analysis for security, flexibility and anonymity.
However, there are remaining unaddressed challenges for the
deployment in the real word, where a healthcare system is
usually structured hierarchically, with a scalable sharing of



EHRs among large amount of users. In this paper, we pro-
pose a novel scheme to achieve patient privacy preserving
in a hierarchical system. Scalable data sharing is achieved
by higher-level medical staff delegating the access privilege
for the lower-level one. The delegation algorithm is used to
construct the hierarchical structure. Anonymous algorithm
[27] is used to achieve patient privacy preserving.

1.3 Paper Organization

In Section 2, we review necessary background information
related to our work, including the notations, the introduc-
tions of bilinear groups and the theoretical assumptions we
use. Section 3 formalizes anonymous RBAC system and the
security model. Then we describe our proposals and prove
its security in Section 4. We introduce the approach to im-
prove user experience in Section 5. Theoretical analysis and
experimental performance are described in Section 6. Final-
ly, we conclude our work in Section 7.

2. PRELIMINARIES
2.1 Notations

We introduce several notations to simplify the illustra-
tion of our scheme. For ease of description, we cite parts of
symbols used in [20], where a role-base access control was
proposed. Table 1 summarizes these notations and their
corresponding meanings.

Table 1: Notations

Notation Description
A Security Parameter
1d Identity for Patient
R Atom Role for medical staff
R Role for medical staff
Si Atom Role Set for R
P Access Policy
Sp Atom Role Set for P
Pref(R) | Prefix of R, defined as {(R1,...,Ra) : d’ < d}
Pref(P) Prefix of P, defined as U Pref(R)
ReP
MSK Master Secret Key
SKT Secret Key for a Role R
EHR Electronic Health Record
Hdr Header of an uploaded EHR
K Message Encapsulation Key
CcT Ciphertext for the encapsulated EHR
H Collision resistant hash function {0,1}* — Zy
SymEnc A secure symmetric encryption algorithm
SymDec A secure symmetric decryption algorithm

2.2 Bilinear Groups

Let G be a group generation algorithm that takes a se-
curity parameter \ as input and outputs the description of
a bilinear group (N, G, Gr,e), where p and ¢ are two large
prime factors, G and G are cyclic groups of order N = p-q,
and e : G x G — Gr is an efficient bilinear map satisfying
the following properties:

e Bilinearity: Forallg,h € Gandalla,b € Zy, e(g*, h®) =

e(g, h)™;

e Non-degeneracy: There exists at least a generator g in
G such that e(g, g) generates Gr;

We respectively denote the two subgroups of order p and
q in G by G, and G4, and the two subgroups of order p and ¢
in Gr by Gr,p, Gr,q, respectively. The generators of the two
subgroups G, and G, are denoted respectively by g, and g4.
These two subgroups additionally satisfy the orthogonality
property, i.e., Vhy, € Gp, hq € Gg, e(hp, hq) = 1.

Composite-order bilinear groups were first introduced by
Boneh, Goh and Nissim [7]. This tool is now widely used for
constructing cryptographic primitives with abundant securi-
ty results [8, 18, 19]. We use bilinear groups with composite
order in this paper.

2.3 Theoretical Assumptions

Our security analysis is based on the following four as-
sumptions.

[-Bilinear Diffie-Hellman Exponent assumption(l-
BDHE). This assumption was introduced by Boneh, Boyen

and Goh [6]. Chooses a random exponent a & Zn, and a
random element h & Gp. The decision I-BDHE problem
in G is to determine whether the given element T € Gr,p
equals e(gp, h)“L, or a random element in Gr,p, by taking
the input as
a a2 al—l
(NaGaGTve)ygpvgmhvgpagp y" 5 9p ’
al+1 a2l
9p " dp
The advantage of an algorithm A that outputs b € {0,1}
in solving the decision I-BDHE™ problem is defined as

Dy

Adva(\) = Pr [-A (Dl,Tl — e(gp’h)al) - 1]
va(X) = _ Pr [A(Dl,Tl (EGT,p) = 1] _

N | =

where the probability is over the random bits used by A, the
random choice of T1 € Grp.

Definition 1. The decision (¢, €,1)-BDHE assumption in G
states that no t-time algorithm has advantage at least € in
solving the decision I-BDHE problem in G.

Bilinear Subset Decision assumption (BSD). This as-
sumption was introduced by Boneh, Sahai and Waters [9].
The decision BSD problem in G is to decide whether the
given element 7% is a random element in the subgroup Grp,
or a random element in G, by taking the input as

Dy ((N7 G7 GT76)7gpng)
We define the advantage of an algorithm A that outputs
b € {0, 1} in solving the BSD problem as

Pr[A (Do, T & Gr,y) = 1]
Adva(N) = _Pr [A (DQ,T2 £ GT) = 1] —

N | =

where the probability is over the random bits used by A,
and the random choice of Ty € Gr.

Definition 2. The (t,€)-BSD assumption in G states that
there exists no t-time algorithm that has advantage at least
€ in solving the BSD problem in G.



l-composite Diffie-Hellman assumption (I-cDH). This
assumption was introduced by Seo et al. [27]. Picks two

random exponents a, b ¥id Zn, and three random elements
Ri1, R2, R3 £ Gg4. Given the input as
1

a (l2 a
(NanGT7e)7gpagqvgp7gp s 5 9p

i+

Ds + . :
a ll+1'
g¢ “Ri,gt " Ry

the decision [-cDH problem is to determine whether the giv-
en element T3 equals gf, - R3, or a random element in G.
The advantage of an algorithm A that outputs b € {0, 1} in
solving the decision I-cDH problem is defined as

. Pr[A(Da, T = g} - By ) = 1]
valh) = —Pr[A(Dg,TgﬁG):l] -

DO | =

where the probability is over the random bits used by G, the
random choice of T3 € G, and the random bits used by A.

Definition 8. The (t,¢€,1)-decision ¢cDH assumption in G
states that there exists no ¢-time algorithm that has advan-
tage at least € in solving the decision [-cDH problem in G.

l-composite Diffie-Hellman Exponent assumption (
[-cDHE). This assumption is the transformation of [-cDH
assumption in composite-order bilinear groups . Picks two
random exponents a, b &z ~, and three random elements
Ri1, Ro2, R3 £ Gg4. Given the input as

(Nva GTve)vgpvgng’g;27' o 7gzla

1+1 1+2 21

Dy + 11
a R attlp R a a
9p s, gp s 112, gp sy s 9p

the decision [-cDHE problem is to determine whether the
given element T4 equals gz - R3, or a random element in G.
The advantage of an algorithm A that outputs b € {0, 1} in
solving the decision I-cDHE problem is defined as

Adva(\) = PY[A(D“’T“:gg'&):l]
valN = —Pr[A(D4,T4<EG>:1] -

DO =

where the probability is over the random bits used by G, the
random choice of Ty € G, and the random bits used by .A.

Definition 4. The (t,¢€,1)-decision cDHE assumption in G
states that there exists no ¢-time algorithm that has advan-
tage at least € in solving decision I-cDHE problem in G.

3. SYSTEM MODEL

3.1 System Architecture

The system architecture is depicted in Figure 1. In the
system, Trusted Keying Authority (TKA) is responsible for
generating and distributing system parameters, rooting mas-
ter keys and authorizing the top-level medical staff and pa-
tient. Top-level medical staff delegate keys to his subordi-
nates, which implies a tree-like organization. Each staff is
identified by a role consisting of ordered atom roles. For
example, the role of a nurse consisting of the ordered atom
roles “dept.surgery, chief doctor, head nurse, nurse”, is ad-
ministrated by the head nurse whose role is “dept.surgery,

chief doctor, head nurse”. The head nurse is then adminis-
trated by the chief doctor and so on. We group the chief
doctor, the head nurse and the nurse in one Access Policy,
where all of them are responsible for a certain patient. The
patient is identified by his own identity related information.
Each user can encapsulate the patient’s EHR, while only
the one whose role satisfies the corresponding access poli-
cy or the patient himself can decapsulation it. Besides, we
blind all the identities in the system such that no one can
infer personal information of patients. The system works as
follows.

(PK,MSK) + Setup(\,n). The setup algorithm takes as
inputs the security parameter A and the maximal size n of
users. It outputs a masker key M SK and a public key PK.

SKE « KeyGenM(PK, MSK, 7€) The medial staff key
generation algorithm takes as inputs the public key PK,
the master key MSK, and a role R for a medical staff. It

outputs a secret key SKT for the medical staff with role R.

SKE KeyDelegM(PK, SKﬁ,,R). The medical staff key
delegation algorithm takes as inputs the public key PK, the

secret key SK R’ for a medical staff with role R/ and an atom

role R. It returns a secret key SK R for the medical staff
with role R = (R', R).

SK' « KeyGenP(PK,MSK,Id). The patient key gen-
eration algorithm takes as inputs the public key PK, the
master key M SK, and a patient’s identity Id. It outputs a
secret key SK'? for that patient.

(Hdr,En) <+ EHREnc(PK, Id, P, EHR). The EHR encap-
sulation algorithm takes as inputs the public key PK, a
patient’s identity Id, an access policy P for a group of en-
titled medical staff, and the EHR file EH R. The algorithm
outputs the ciphertext (Hdr, En), where En is the encap-
sulated EHR data by a session key K hidden in the header
Hdr. We assume that the access policy P assigned to the
EHR file is also included in the header Hdr.

EHR + EHRDecM(PK, Id,(Hdr, En), SKR). The medi-
cal staff decapsulation algorithm takes as inputs the public
key PK, the patient’s identity Id, the ciphertext (Hdr, En),

and the secret key SK® for a medical staff with role R. If
R ¢ Pref(P), the algorithm outputs | representing a de-
capsulation failure. Otherwise, R € Pref(P) so that the

secret key SK® is able to be used to decapsulate En. The
algorithm does it by first recovering the session key K from
the Hdr and then decapsulating EHR from En with K.

EHR + EHRDecP(PK,Id,(Hdr, En), SK'®). EHRDecP
algorithm takes as inputs the public key PK , a patien-
t’s identity Id, a ciphertext (Hdr, En), and a secret key
SK' for that patient. If the ciphertext (Hdr, En) is not
for that patient, the algorithm simply outputs L to report a
decapsulation failure. Otherwise, the ciphertext (Hdr, En)
is encapsulated by the identity Id. The algorithm recover-
s the session key K using the secret key SK'®. Then, it
decapsulates FHR from En with the session key K.

3.2 Security Model

We use the selective security notion [20] in which the ad-
versary must commit ahead of time the set of roles of medical
staff and the identity of a patient it wishes to attack. The



security model includes two parts, semantic security mod-
el on data confidentiality and anonymity model on identity
privacy. We define them by the security games played with
a challenger and an adversary A as followings.

3.2.1 Semantic security model

Init. The adversary outputs a challenge access policy set P
and a challenge patient’s identity Id.

Setup. The challenger runs Setup algorithm to obtain pub-
lic key PK and gives it to the adversary A.

Query Phase 1. The adversary A adaptively issues two
kinds of queries:

e Secret key query for a medical staff associated with role
R* such that R* ¢ Pref(P). The challenger generates

a secret key for R* and gives it to the adversary.

e Secret key query for a patient with identity Id* such
that Id* # Id. The challenger generates a secret key
for Id* and gives it to the adversary.

Challenge. When adversary A decides that it obtains e-
nough secret keys, it outputs two equal-length EH Ry, EH Ry
on which it wishes to be challenged. The challenger picks
a random bit b € {0, 1}, and encapsulates the FH R, under
the challenge access policy set P and the challenge identity
Id. Tt gives the challenge ciphertext (Hdr, En) to the ad-
versary A. En is the output of the encapsulation of EHRy,.

Query Phase 2. Phase 1 is repeated adaptively.

Guess. The adversary A outputs a guess b’ € {0,1} and
wins the game if b’ = b.

We require that no polynomial time adversary can dis-
tinguish a ciphertext of challenge EHR with the challenge
access policy set P and the challenge patient’s identity Id,
from a ciphertext of random message with the challenge ac-
cess policy set P and the challenge patient’s identity Id.

3.2.2  Anonymity model

The phases of Init, Setup, Query are the same as that
in Semantic security model. We stress the phases of Chal-
lenge and Guess here.

Challenge. When adversary A decides that it obtains e-
nough secret keys, it outputs two equal-length EH Ry, EH R1
on which it wishes to be challenged. The challenger picks
a random bit b € {0,1}. If b = 0, it generates the header
Hdr of ciphertext under the challenge access policy set P
and the challenge identity Id, and encapsulates EH Ry. If
b =1, it generates the header of ciphertext under a random
access policy set and a random patient’s identity, and encap-
sulates FHR;. It gives the challenge ciphertext (Hdr, En)
to the adversary A. En is the output of the encapsulation
of EHRy.

Guess. The adversary A outputs a guess b’ and wins the
game if b’ = b.

We require that no polynomial time adversary can dis-
tinguish a ciphertext of challenge EHR with the challenge
access policy set P and the challenge patient’s identity Id,
from a ciphertext of challenge EHR with a random access
policy set and a random patient’s identity.

4. PROPOSED APPROACH
4.1 The Construction

In this section, we propose an anonymous role-based ac-
cess control scheme. The scheme is based on the HIBE
scheme proposed by Boneh et al. [6] and RBAC scheme pro-
posed by Liu et al. [20] which offers an efficient approach to
support hierarchical access control. The anonymous prop-
erty is motivated by Seo et al. [27], where anonymity is
achieved by leveraging bilinear groups with composite order
N = p-q. Elements in the public parameters are utilized in
two separate layers: "key generation layer” and “anonymi-
ty layer”. Elements in the "key generation layer” are in the
subgroup G,. They provide the secret key and master se-
cret key functionality. Elements in the "anonymity layer” are
blinded by the elements in the subgroup G,. They help to
ensure anonymity. In this way, we offer information about
the subgroup G, in "key generation layer”, while keep our
scheme’s anonymity by the help of anonymity layer”.

Setup(A,n). It is run by TKA to establish the system. We
assume that the patient identity and the medical staff roles
are elements in Zy. A secure symmetric encryption scheme
with algorithms SymEnc(K, EH R) and SymDec(K, En), and
a collision resistant hash H : {0,1}* — Zn are employed
in our scheme. TKA picks a random exponent « £ Zn,
random elements w, gp, g, f, %, gn, {Ri }icp,n) ¥id Gy, and ran-
dom elements gq, Ry, Ry, Ru, R, {Rn, }ic[1,n) Yid Gq. Next,
it computes
E:(i(g,w)7 G:g'RQa F:f'Rf7 U:U'un
H=gn-Rn, {Hi=hi Rn, }icnn

The public key PK includes the description of composite-
order bilinear groups (N, G, Gr,e), as well as

PK = {gpng7G7 F7 U7 H: {Hi}ie[l,n]aE}

The master key is MSK = {w,p, q,g,f,u,gh,{hi}ie[lﬁn]},
which is kept by TKA.

KeyGenM(PK, MSK, ﬁ) For a medical staff associated
with role R = (R1, ..., Ra), denote I = {i : R; € Si}. When
the medical staff wants to join the hospital system, he should
be authenticated by TKA firstly. Next, if he is the top-level
medical staff, TKA generate a secret key SKT for him. It
picks random exponents r1,r2, s1, S2, t1, t2 @ Zn satisfying
that s1-t2 —s2-t1 # 0 mod p and s1 - t2 — s2 - t1 7# 0 mod q.
If the equations do not hold, TKA picks other random ex-
ponents jmd repeats the procedure. It outputs the secret

key SK™ that consists of two sub-keys: the sub-key SKZE

is used for decryption and delegation, and the sub-key SKX
is used for re-randomization.

T1
SKZIQ = {w<uHh’Zal> szvgrlagrzvgzla{hgl}jé[l,n]\l}
iel
(1)
51
<uHh?z> f527951a9527gf11a{hj'l}je[l,n]\l7
R iel
ty
<uHh?1) ftzagt17gt27g;tla{h’;'l}jé[l,n]\l

iel

(2)



Finally TKA outputs SK® = { SK%, SK?} for the med-

ical staff. Actually, TKA can generate secret keys for any
medical staff with authorized roles by running KeyGenM.

KeyDelegM(PK, SKR-/,R). The secret key for a low-level

medical staff associated with role R = (R’,R) is derived
from a given secret key of his supervisor at a higher-level

SKﬁ, = (SKZIW, SKZi,) associated with role 7€’, where

SKY = {aa,0,aa,1,0a.2,a4,3,{ba;}jein 1}
R Qr,0, Qr,1,Ar2, @r 3, {br,j}je[l,n]\1’7
SKT = / ! / ’ /
Ar 0, Ar 1, Ar 2, Gy 3, {br,j }je[l,n]\l’
and I' = {i : Ri € S;3,}. The high-level medical staff gen-
erates a secret key SK™ for the low-level one that consists
of two parts as well: the decryption part SK and the re-
randomization part SKX.
For the decryption part SK¥, the high-level medical staff

picks random exponents 71, d1 vl ~ and delegates the se-
cret key for the low-level one by using

SKX = {d1,da,ds,ds, {ds }jeppops } =
((sot68) - fnoR0) ™ (™))

Y1 181 Y1 161 Y1 161
ad,1*Qpy @ pr1, Qd2 Qpo-QAp2, Gd3 0r3°Qr3

)
{baj - 075 - Vo Y semmna

where I = {i : R; € Sz}. Finally, the delegated secret key

SKZF can be attained in the form

SK} = {di,da,ds,ds, {d;}jerr,nn1}

1
={w (u 11 hfﬁ) 297,97, 90" AR Yien s

iel

1 _(m s1 1 Y1
(R)=C2) (2 2) ()
It follows that SK f is well-formed as if it is generated di-
rectly by TKA with the KeyGenM algorithm.

For delegating SKZ€ , the high-level medical staff picks

random exponents 7z, 02,73, I3 Vil Zn which satisfies that
g;2‘53*73'62 #1, 932'53*73'52 # 1. Then, he delegates the
secret key by using

SKﬁ _ d?‘,17d7‘,27d7‘,3,d7”,47{dT‘,j}jE[l,n]\I7 _
d;,lv d;‘,2> d;‘,37 d;,47 {d;,j }j€[1,n]\[

((ar,o(bﬁ'))m . (a/r,o(b;,iR))&)iE]\I,’

Y2 162 Y2 162 72 182 V2 /02
a} - a’ch, a% - a, % d s, {6Vl e,

((arate) ™ (arattt ™))

ieI\I’

where

3 163 3 163 v3 183 3 163
Ar1 @1y Qpg - Qr2, Gpg - Ars, {6 j “britien g

Finally, the delegated secret key S Kzi can be written as

SKﬁ _ d'fyl?dh%dh?nd’f,‘l?{dTaj}a
LA d/ d/ d/ d/ {d/ }
r, 1y Wp 2y Wp 35 Wi 4, T, Je[l,n]\I

51
<uHh?l) f8279511982agzl>{h;1}7
el

ty
(th?i) £2,9", 9%, g0 {5}
i€l Je,n]\I

51 El _( st t Yoo 3
So  to Ss2 t2 02 03
As a conclusion, by running KeyDelegM algorithm, the del-

egated the secret key is well formed as if it is generated
directly by TKA with the KeyGenM algorithm.

where

KeyGenP(PK, MSK,Id). When a patient with identity Id
wants to access his own EHR, TKA first authorizes him
and then assigns a secret key. It picks a random exponent

R
ri,rh < Zx and outputs

SK' = (dy,db, ds, {d;}je(1,0))

- (w(ugﬁd)”f”,g”ag”v {n;! }je[l,n])

EHREnc(PK, Id, P, EHR). For an access policy P, denote
I={i:R; € Sp}. When EHR needs to be encapsulated
under the patient’s identity /d and the access policy P, the
user (a patient or a medical staff) first picks a random expo-
nent s <E Zn, and random elements 71, Zs, Zs ﬁ Gg4. Note
that the random elements in G4 can be chosen by raising

gq to random exponents from Zy. Then, the user computes
the header Hdr as follows

Hdr = {C1, G2, Cs} = {G*Z1, F*- 2, (UH”HHZ“) Zs}

iel
3)
Then, the user generates session key K = E°, and computes
En = SymEnc(K, EHR). The encapsulated EHR is output
as CT = (Hdr, En) = (C1,C2,Cs, En).

EHRDecM(PK, Id, (Hdr, En),SKﬁ). In order to retrieve
the session key K, a medical staff with role satisfied the
access policy P, can use his secret key to compute

eldi-did-| T1 d¥ |,
K— i€I\I

o 6(d2,03)-6(d3,02)

It finally runs EHR = SymDec(K, En) to get the EHR.

Correctness. Assume CT = ((C1,C2,Cs), En) is a well-
formed ciphertext, the medical staff decapsulation algorithm

can correctly decapsulate EHRs with a valid secret key SK R



with R € Pref(P) since we have that

eldi-di*- | TT dF |,
K- i€\

(& (dg, 03) - e (d3, 02)

e<w(unh?i)”f”-g;1“- I (h?i)rl,g@)

iel i€l\I

e (9”7 <u g1t T1 hfi) ) e(gm2, f*)

i€l

=e(g,w)’
The second equality holds because e(hp, hqy) = 1 for all h, €
Gp and hq € Gq.

EHRDecP(PK, Id, (Hdr, En),SK'®). The patient with i-
dentity Id can decapsulate his/her own EHRs using his/her
secret key. Denote I = {7 : R; € Sp}. The patient computes
the session key

e (d’1 T1d7, Cl)
i€l

€ (dl27 05) - € (dé’)v CQ)

It finally runs EHR = SymDec(K, En) to recover EHR.

Correctness. Assume CT = ((C1,C2,Cs), En) is a well-
formed ciphertext. The patient can also correctly recover
its own EHRs since the following equalities

€ (dll 1Lia d/?i7cl)
e(d;, Cs) - e(ds, C2)

e (w0 L0 o)

i€l

K=

e (gr’l, (wg;{d -I1 hz-zi) ) ~e(g"'2, f*)

i€l

=e(g,w)’

4.2 Security Analysis

The anonymous RBAC scheme achieves selective securi-
ty and anonymity notion which are described in Section 3.2
based on the decision [-BDHE assumption, the BSD assump-
tion , the [-cDH assumption and the [-cDHE assumption
defined in Section 2. Formally, we have the following Theo-
rems.

THEOREM 1. Let G be a group of composite order N =
p - q, equipped with an efficient bilinear map. Suppose that
the Decision (n+2)-BDHE assumption and BSD assumption
holds in G. Then our proposal is semantic secure under the
formal semantic security model defined in Section 3.2.1.

THEOREM 2. Let G be a group of composite order N = p-
q, equipped with an efficient bilinear map. Suppose that (n+
1)-¢DH assumption and (n + 1)-cDHE assumption holds in
G. Then our proposal is anonymity secure under the formal
anonymity model defined in Section 3.2.2.

We prove Theoreml and Theorem?2 through the following
games between an adversary and a challenger.

e CT: of Game;: ((C1,C2,Cs,), En)
[ ] CT2 Of Gamezz ((01702,03,),E7’L~Rp)

(] CT3 of Gamegz ((01,02,03,),En -R= REn)
e CTy4 of Games: ((R1,C2,Cs,), REn)
e CTs of Games: ((R1, R2, R3,), REn)

where R, is randomly chosen from Grp; R, Rg. are u-
niformly distributed in Gr; Ri, Rz, Rs are uniformly dis-
tributed in G.

LEMMA 1. Let G be a group of composite order N =p-q
equipped with an efficient bilinear map. If G satisfies the
(t,e1,n+2)-BDHE assumption, then there is no polynomial
time algorithm that can distinguish Games from Gamer with
advantage €.

LEMMA 2. Let G be a group of composite order N =p-q
equipped with an efficient bilinear map. If G satisfies the
(t,e2)-BSD assumption, then there is no polynomial time
algorithm that can distinguish Games from Gamey with ad-
vantage €z.

Proof of Theorem 1. If group generator algorithm G
satisfies the (¢, €1,n + 2)-BDHE assumption and the (¢, €2)-
BSD assumption, then Lemma 1 and Lemma 2 show that
there is no polynomial time adversary that makes at most
qs key extraction queries to distinguish Game; and Games
with advantage €; 4+ e2. Ciphertext of Games does not leak
any information about the EHR data since the component
regarding to EHR in ciphertext of Games is a random group
element. Therefore, if the group G with composite order
N = p - q satisfies the (¢,e1,n + 2)-BDHE assumption and
the (t,€e2)-BSD assumption, then our proposed scheme is
semantic secure with advantage €1 + €2.

LEMMA 3. Let G be a group of composite order N =p-q
equipped with an efficient bilinear map. If G satisfies the
(t,es,n + 1)-cDH assumption, then there is no polynomi-
al time algorithm that can make at most qs key extraction
queries and distinguish Games from Games with advantage

es3/(1— %)qs.

LEMMA 4. Let G be a group of composite order N =p-q
equipped with an efficient bilinear map. If G satisfies the
(t,ea,m + 1)-cDHE assumption, then there is no polynomi-
al time algorithm that can make at most qs key extraction
queries and distinguish Games from Games with advantage
es/(1— wN_l)qs.

Proof of Theorem 2. If group generator algorithm G
satisfies the (¢, e3,n + 1)-cDH assumption and the (¢, €4, n +
1)-cDHE assumption, then Lemma 3 and Lemma 4 show
that there is no polynomial time adversary that makes at
most g, key extraction queries to distinguishe Games and
Games with advantage e3/(1 — 2EL=1)9s ¢y /(1 — 2EL=L)ds
Ciphertext of Games does not leak any information about
the roles of medical staff and the identity of patient since the
components regarding to roles and identity in ciphertext of
Games are random group elements. Therefore, if the group
G with composite order N = p- ¢ satisfies the Decision (n +
2)-BDHE, BSD, (n+1)-cDH and (n+1)-cDHE assumptions,
then our proposed scheme is anonymous with advantage €1 +
€ + E3/(1 _ p+]%—1)qs + 64/(1 _ p+]¢\zf—1)qs'

In Appendix, we provide concrete proof steps through five
games.



4.3 Anonymous Search

Above section illustrates that the encapsulated EHR is
secure enough that no one can get any identity related in-
formation from it, even for the EHR owners. However, EHR
system may receive the query from the patient or medical
staff to search for someone’s EHR. In order to perform a
search responsive to the query, we set up an approach that
links EHR owners to their encapsulated EHR. We tag t-
wo labels, Id' and P’ with each ciphertext C'T', formed as
(CT;, Id;, P;). Assume the total number of stored EHRs is
m, i € [1,m]. Id’" and P’ represent the blinded identity for
patient and the blinded roles for medical staff respectively
so that outsiders cannot identify them. For the patient and
medical staff, following operations show how they can find
out the targeted EHR.

Searchlnitial. In this phase, we generate some parameters
prepared for the searching work later. Let Go be a bilinear
group of prime order p, and g be a generator of Go. When
each ciphertext C'T; generated, the ith patient with identity
Id; randomly chooses an element x;4;, < Go and the ith
group of medical staff in access policy P; randomly choose
an element xr, < Go. Then they compute a session key
SK;: SK; + ¢g”'¥ "R mod n. n is a large prime number.
The session key is only owned by the patient with identity
1d; and his responsible medical staff in access policy P;.

SearchLabelCreate. In this phase, we create the searching
labels: Id; and P;. Id; can be obtained by applying hash
function on Id;: Id; < H(Id;). P, can be obtained by
applying the symmetric encryption algorithm SymEnc with
the session key SK; on the atom roles {Ri;} in Pi: {Ri; +
SymEnc(Ri;j, SKi)}, j € {j : Rij € Sp,}. {Ri;} constitute
the atom roles for P;. Then the labels Id; and P, are tagged
with CT;, as the format of (CT;, Id;, P;}).

Search. When a patient with identity ZD tries to search his
EHR (or one of his doctors tries to do this), he first applies
hash function on the identity ZD and get H(ZD). Then he
looks through Id; in all the patients’ labels and pinpoint the
one whose value equals H(ZD). When he get the index 7, he
can use his session key to decrypt the roles for medical staff:
{Rij « SymDec(Rj;,SK;)}. {Ri;} are the atom roles in
access policy P;. When the patient knows the access policy
P; of medical staff and his identity, he can decapsulate CT;
with corresponding secret key.

5. IMPROVING USER EXPERIENCE

For the purpose of better user experience, we speed up
the data processing in the procedure of key generation, key
delegation and EHR, encapsulation. We apply online/offline
[15] cryptography to our scheme. Online/offline technique is
initiated by Goldreich and Micali [28] for signature scheme.
Guo et al. [12] extents the offline algorithm to the identity-
based encryption system. Briefly speaking, online/offline
technique splits the encryption or key generation process in-
to two phases: the offline phase first executes most of heavy
computations by assuming a set of random identities, and
then the online phase only performs light computations to
produce the ciphertext or secret key once the identities are
available. In this way, we illustrate we show how to move
the computational work of key generation and EHR encap-
sulation offline. The following offline/online algorithms are
based on our construction in Section 4.1.

Offline.KeyGenM(PK, MSK). The offline KeyGenM algo-
rithm takes in the public parameters and master key, exclud-
ing role for medical staff. We assume a random role ’R}; with
bound B on the maximum number of atom roles, which can
be used to generate secret key. Denote Ry = (z1,22,...,TB)
and Ip = {i : z; € SR*B }, where z; are randomly chosen
from Zx and regarded as intermediate atom roles. The al-
gorithm picks random exponents ri, 72, s1, s2,%1, t2 ¥id VAN,
satisfying that s; - t2 — s2 - t1 # 0 mod p anq mod ¢. Then
it generates the intermediate secret key SK™? that consists

of two sub-keys: S’K;{B and SKZfB. SKfB can be written
as following form

w uth"

iclp

T1

720,979, AR Yen g

{h* }jep,n) can be pre-computed here. SKFB has the sim-

ilar form as SK;QB but not used for EHR encapsulation.
We can view the procedure as key generation for the inter-
mediate role Rg = (z1,22,...,28). The work done in the
offline phase is roughly equivalent to the work of the regular
KeyGenM algorithm, as equations (1) and (2).

Online.KeyGenM(SKRﬁBﬂi). The online KeyGenM algo-

rithm takes in the intermediate secret key SK™& from of-
fline KeyGenM algorithm and a real role of medical staff
R = (R1,..,Ra<B). Denote I = {i : R; € Sz}. The algo-
rithm computes the “correction factors” K; = r1 - (Ri — ;)
mod N for i € I. The sub-key SKX for the medical staff is
output as the form of

1
{w <u thz1> f?“27g7“1 ; gr27921 ; {h;1 }je[l,n]\17 {Kl}lel}

1€l
= {d1,da,ds,da, {d;}jeq1,npn g, {Kitier }

The sub-key SK* is output with the form similar to SK
but without the elements {K;}i;er. The dominant cost in
online phase is HﬁH multiplications for generating {K; =
r1 - (Ri — i) bier.

Since the offline/online algorithm of key delegation fol-
lows the same way as that in KeyGenM phase, we skip its
detailed process. The dominant cost in online key delegation
procedure is one multiplication only.

Offline.EHREnc(PK). The offline EHREnc algorithm takes
in the public parameters only. We assume a random access
policy Pp with bound B on the maximum number of atom
roles, which can be used to generate a ciphertext. Denote
Ip={i:z € SPB}, where z; are randomly chosen from Zy
and regarded as intermediate atom roles. The algorithm
picks up y £ Zn and it is assumed as the intermediate pa-
tient identity. Then, the algorithm picks a random element
s & Zy and random elements Z, 2o, 23 ¥id Gq. Finally it
computes the intermediate header Hdr;r as following

HdT[T = {017 02, 03}
= GS'ZLFS'ZQv UHyHH121 Z3
iclp
The generated header in offline phase is roughly equivalent
to the work of regular EHREnc algorithm, as equation (3).



Online.EHREnc(Hdrrr, Id, P, EHR). Online EHREnc algo-
rithm takes in the intermediate header Hdrir from offline
EHREnc algorithm, a patient identity Id, an access policy P
and FHR. Denote I = {i: R; € Sp} and we should notice
that I C I since we have assumed the maximum bound B
on atom role numbers. The algorithm computes the “cor-
rection factors” Ca; = s- (R; — z;) and C5 = s - (Id — y) for
i € 1. Then it outputs the ciphertext header

Hdr = {C1, C2,C3,{Cu, }ic1, Cs5 }

= {GS -7y, F* - Zs, <UHy H H?) Zs, {04,1'}2‘611, Cs}
iel

As symmetric encryption time En = SymEnc(K, EHR) is
relative fast, the cost for EHR encapsulation can be ignored.
The dominant cost in online phase are (||P|| + 1) multipli-
cations in Zy, for generating {Cs; = s+ (Ri — zi) }ic1 and
Cs =s-(Id—y).

Finally, we should verify that the EHR can be correctly
decapsulated after online/ offline algorithm applied. The
message encapsulation key K is calculated by

eldi- TIAS-di? | I1 d ), Cn
K- iel iel\T

e (d2,6’3 I HS -HC5> -e(ds, Cs)

i€l

K can be extracted as K = e(g,w)® from above expression.
Finally, EHR can be exactly recovered by running EHR =
SymDec(K, En).

6. PERFORMANCE ANALYSIS
6.1 Theoretical Analysis

Table 2 shows the efficiency of our proposed scheme in
details. The system parameter, the master secret key and
secret keys (for medical staff and patients) are linear with
the maximum atom role number. The header only contains
three group elements in G, which achieves constant size ci-
phertext and independent of the maximal depth of the hier-
archy for the access policy set ||P||. In Table 2, we denote t.
as one exponent operation time in G, t,, one multiplication
operation time in G and ¢, one pairing operation time. We
ignore symmetric encryption and decryption time in the effi-
ciency analysis as they are relative fast. In the procedures of
KeyGenM, KeyDelegM, KeyGenP, EHREnc, exponentiations
can be pre-computed by choosing random exponents.

Table 3 compares four schemes in terms of anonymity, or-
ders of bilinear group and performance. We denote “Ours &
Improved” as our scheme with user experience improvement.
Other symbols have the same meaning as those in Table 2.

6.2 Experimental Performance

We conduct experiment on an Intel Core i7 processor with
8GB RAM and 2.6GHZ CPU clock speed. We use elliptic
curve type Al with elliptic curve expression y? = &3 + z for
the Tate symmetric pairing. The group order of Zy is set
1024 bits, and the element size in G is configured 1024 bits
as well. The experiment is executed with the jPBC library
(http://gas.dia.unisa.it /projects/jpbc/index.html).

We test the operational time for key generation, key del-
egation, EHR encapsulation and decapsulation for medical

Table 2: The Efficiency of the Proposed Scheme

Proposed scheme with n Atom Roles

MSK Size n+7
SK® Size 3-(n+4—|R|)
SK1? Size n+3

Hdr Size 3

KeyGenM Time 3-(n+5)te + BIR| + 4tm

KeyDelegM Time (31 4+ 6n — 6||R||)te+

(23 + 4n — 4||R|))tm

KeyGenP Time (n+5)te +3

EHREnc Time (1PNl + 5)te + (IP]] + Dtm

EHRDecM Time | (1 + |P] — [R)(te + tm) + 3tp + tm

EHRDecP Time (1PN (e + tm) + 3tp + tm

staff. Most exponentiations can be pre-computed by choos-
ing the random exponents. As illustrated in Figure 3a, as
the number of atom roles increases, the time consumption-
s of key generation increase gradually. When the number
of related atom roles approaches to 10, the key generation
time exceeds 5 seconds. As depicted in Figure 3b, with the
number of atom role increasing, the time consumption for
delegation procedure is almost unchanged, keeping around
2.8 seconds, if necessary pre-computations are done. The
test result is equivalent to the analysis in KeyDelegM pro-
cedure, where the number of atom role is not variable. The
time consumption for EHR encapsulation and decapsulation
are tested by setting the number of roles that satisfies the
designed access policy. As shown in Figure 3c, when the
number of roles involved in access policy approaches to 35,
the EHR encapsulation time is beyond 7 seconds. Figure
3d displays the time consumption for EHR decapsulation.
The dominant time consumption in our anonymity scheme
is introduced by exponentiations and paring operations in
composite-order bilinear groups. Figure 3e and Figure 3f
show the operational time after user experience is improved.
The time consumptions for key generation and EHR encap-
sulation remain in milliseconds. For the procedure of EHR
decapsulation, this is usually executed by users on the desk-
top computers which own a powerful data processing ability,
so we do not focus user experience on it.

7. CONCLUSIONS

In this paper, we propose an anonymous RBAC scheme to
secure identity privacy in EHR system. We achieve flexible
access control, where EHR data can be encapsulated ac-
cording to an on-demand access policy, while only the users
whose role satisfies the access policy can decapsulate it. Pa-
tient privacy is preserved by using bilinear group with two
subgroups, where one of the subgroups is used for blinding i-
dentities and the other one is used for key generation. Based
on the decisional bilinear group assumptions, we prove that
the proposed model has the property of both semantic se-
curity and anonymity. Besides, we provide an approach for
anonymous search so that patient and his doctors can find
out their own EHR in the anonymous system. To achieve
better user experience, we apply “online/ offline” approach
to speed up the data processing in the procedures of key
generation and EHR encapsulation. Experimental results
show that the online performance of our scheme reaches to
millisecond-level.



Table 3: Comparison with Related Work

Anonymity Order of Key Generation Key Delegation EHR Enc Number of
bilinear group Time Time Time paring in
EHR Dec
(n+ 6)lc+ (n+6)te+ (1Pl + 4)te+
[20] X prime order (IRII 4+ L)t (n+5)tm (1P| + 3)tm + tn
3-(n+4)te+ | (25+6n —6||R|)te+ (IP]| + 4)te+
[27] v composite order | (3||R|| + 4)tm (18 + 4n — 4| R|tm (Pl + Dtm
3-(n+5)te+ | (31+6n —6||R|)te+ (1P| + 5)te+
Ours Vv composite order | (3||R]| + 4)tm (23 +4n — 4||R||)tm (IP]l + 4)tm
Ours &
Improved 4 composite order IRI] - tm 1-tm (1P + 1tm 3
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Figure 2: Experimental result for the Proposed System
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APPENDIX
A. PROOF OF SECURITY

In this section, we provide concrete proof steps for The-
orem 1 and Theorem 2. We extend the Anonymous Hier-
archical Identity-Based Encryption technique introduced by
Seo [27] to our security proof.

Indistinguishability between Game; and Games;.

ProofofLemma 1. Assume that there exists an adversary
A that can distinguish between Game; and Games with
advantage €. Then there is an simulator B that can solve
the (n+2)-BDHE problem with the same advantage €;. The
input of simulator B is the challenge tuple (D1,7T1) of the
decision BDHE problem with

2 n+1
a _a a
D (NszGT7e)7gpng7hvgp7gp y" s 9p )
1=
an+3 a2n+4
9p y" s 9p

Simulator B needs to decide whether T1 = e(gp, h)an+2 or

T yid Gr,p. Let A; = ggi for 1 <i<2n+4.

Init. Adversary A outputs an access policy P containing
roles for medical staffs that A may decide to be challenged.
Also, adversary A outputs an identity Id for a patient that
it may decide to be challenged. We denote the challenge

roles as {R; € P}, the challenge atom roles as {R; € Sp},
and [ ={i: R; € Sp}. Asends P and Id to simulator B.

Setup. To generate the system parameter PK, simulator B
requests an instance of the Decision (n + 2)-BDHE assump-

. . R
tion. B chooses random integers v, x,y, z, {Zi}tici1,n+1] <

Zy and random elements Ry, Ry, R, R, {Rn, }ic[1,n) Yia Gyq.
Then it sets

E=e(A1,Ani1-9)), G=gp-Ry, F=g; Ry

U= (g8 ALy TT (Aumisn) ™) R

iel
H = (gp""" /An+1) - Ru, {Hi = (g5°/An—i+1) R, }iciin)
Finally, B gives the system parameters

PK:{QP,QQ7G7F7U7H7{HZ'} E}

i€[1,n]’



to the adversary A. The master key w corresponding to the
system parameters is (Ant1-95)" = Ant2 - A]. Note that
B does not know the master key as it does not have A, ;2.

Phase 1. Adversary A can adaptively issue secret key query
for medical staff with role R* and secret key query for a
patient with identity Id*.

I. When A issues secret key query for a medical staff with
role R*, the only restriction is that R* ¢ Pref(P). This
ensures /R* contains at least one atom role Ri € S7€* such
that Ry ¢ Sz, where kK < n. Let k be the smallest index
satisfying this condition. To response the query, simula-
tor B first generates secret key for the medical staff with
role R} = (Ri,---,Rk), from which B can then derive
KeyDelegM algorithm for R*. Denote I* = {i : R} € .5'752}.

B randomly choose integers r1,r2 € Zn to compute SK®* =
{SKF', SKF"}. For SKF", we have

w<u H h?:

1
> 72,9, 97 gnt AR Yer e
1el*

. +1
where 71 = r1 + RERL We observe the first component:

k:+1

uHh i” Tz*wuHh i” TZuHh

i€I* i€T* i€I*

Since uis g4 AL% ) T (An—it1)™
i€l
which can be obtained by removing R., Ry, Rn,; from U, F

and H; respectively, and ri1, r2 are known to B, so the key

“ fisgp,and hiis gyt /An—it1

k41
point for simulator B is to compute w - (u [] hza )R kTR,
i+
It equals to
okl
YAV H (Ap—ign) i\ TR
icl
Anyo - A ‘
i R}
[ /An—is1)
ier*
Az-u An+k+2 R~k
= A7.
' H (Anti—is2)™ H Ak+1
i€l igI* eI+

where all the terms in the above expression do not involve
Ay 42 and not exceed Azpt4, so B can compute it. Similar,
the remaining components can be be computed by B due to

k:+l
they do not involve A, +2. Since #1 = r1+ R* and ro are

Re
uniformly and independently distributed in Zy, SK® X" has
the same dlstrlbutlon as that of the actual key distribution.

To generate SK , B randomly choose s, 2, ti,to € Zn.
It is easier for B to compute SKR than SK]} due to there
is no component associate with w in SK ;R . The only restric-
tion is that s1, s2, t1, t2 must satisfy equation s1-t2—s2-t1 # 0
mod p and mod q. B picks up s1, s2,%1,t2 until they satisfy
the equation. The iteration will finish as soon as the equa-
tion holds without probability p*j{, L Therefore SK™" has
the same distribution as that of the actual key distribution.

I1.When A issues secret key query for a patient with identity
Id*, the restriction is that Id* # Id. To response the query,
B randomly choose 77,75 € Zn. Then it computes

SKId* _ (w(ug;lld*)ﬁ fr’z7gfi7gr/27 {h;l }je[l,n])
where 7 = 75%5; + r1. We observe the first component of
SKTd.

Id* 7y’ prh Id*\r" prl Td* \ —%%——
wugy” )™ f2=w-(u-gp" )2 (ugy® )Ta-Td

Since u, gn, f can be obtained by removing R, Ry, Ry from
U, H, F respectively, and r{, 5 are chosen by simulator itself,

*) T-Td | It equals
9 An+1 : H (An7i+1)Ri‘
Ant2AT - icl
( Zn+1/An+1)Id
= Aj - (AT~ H (An—it2)™ AT"“M*) Ta7=Ta

i€l

the key point for B is to compute w(u - gi?

PR - S
Id*—1Id

which can be computed by B since it knows all terms in-
volved in above expression. All the other components in
SK' can also be computed by B since they do not involve
Apn42. Finally, simulator B generates secret key for Id* and
responds it to adversary A.

Challenge. Adversary A outputs two equal-length EHRs
EHRy, EH R,. Simulator B chooses random elements Q1, Q2
and Q3 from Gg, picks a random coin b € {0, 1} and returns
the challenge ciphertext

(Hdr, En) = (C1, Ca,Cs, En)
) Ytena1 Td Y Ryow;
_(h-Qi,h" Qo h Qs
SymEnc(Ty - e(A1,h”), EHRy)

where h and T} are given from challenge tuple (D1,71). We
consider h as g, for some unknown ¢ € Zy. Observe each
component in the challenge ciphertext and we have

Ci=gy - Q1 =G-Q1, C2=1(g;)" Q2=F°- Q3
S LT
= (gp )C - Qs
= (gp An+1 H'. HHRlAZ? z+1> Ql3
i€l

= (U.Hfd . HH1R> Q4
iel
For the component SymFEnc(Th -
e(g]mh)“wrz7 then

e(Ah h’y) = e(gp: gzcl)a

a U.n+1 C a C
e(gp,9p ) -el9p,99)
=e(A1, Any1-gp)" = E°

Therefore it is a valid session key for EHR;, and (Hdr, En)
is a valid ciphertext of Game;. Otherwise, FHR) is en-
capsulated by a random element in Gr, and SymEnc(T -
e(A1,hY), EHR) is random from the adversarial perspective.
In that case, (Hdr, En) is a ciphertext of Games,.

e(A1,h"), EHRy), if T =

n+2 a o
e(9p:9p")

Phase 2. Repeat Phase 1.



Guess. Adversary A outputs a guess that it is in Game;
n+2
or Games. Simulator B guess T1 = e(gp, h)® " if A decides

it is in Game;. Otherwise B outputs Ti ¥id Gr,p. If A has
the advantage €1 to distinguish Game; and Gamesg, B can
solve the Decision (n + 2)-BDHE problem with the same
advantage €1, which completes the proof of Lemma 1.

Indistinguishability between Game; and Games.

ProofofLemma 2. Assume that there exists an adversary
A that can distinguish between Game; and Games with
advantage e2. Then there is an simulator B that can solve
the BSD problem with the same advantage e2. The input
of simulator B is the challenge tuple (D2, 7T%) of the BSD
assumption with

Dy = (N7G,GT,6)

B needs to decide whether 7o & Gr,p or T <E Gr.

Init. A send an access policy P containing roles for medical
staffs and an identity Id for a patient to B.

Setup. B chooses all random elements from G, and G, to
generate system parameters as the actual setup algorithm.

Phase 1. Adversary A can adaptively issue secret key query
for medical staff with role R* and secret key query for a
patient with identity Id*. B responds to queries as the actual
key generation algorithm.

Challenge. Adversary A outputs two equal-length EHRs
EHRy, EHR;:. Simulator B picks a random coin b € {0,1}
and outputs a normal ciphertext with the exception that
the EHRy is encapsulated as En = SymEnc(T2, EHRy).

It is a normal encapsulated EHR of Games if T5 <E Gr,p.

Otherwise T» 5 Gr and En is an encapsulated EHR of
Games.

Phase 2. Repeat Phase 1.

Guess. Adversary A outputs a guess that it is in Games
or Games. Simulator B guess T> & Gr,p if A decides it

is in Gamey. Otherwise B outputs T5 & Gr. If A has
the advantage ez to distinguish Game; and Games, B can
solve the Decision BSD problem with the same advantage
€2, which completes the proof of Lemma 2.

Indistinguishability between Games; and Game,.

ProofofLemma 3. Assume that there exists an adversary
A that can distinguish between Games and Games with
advantage 5. Then there is an simulator B that can solve
the (n + 1)-cDH problem with the same advantage €5 - (1 —
pta=1)9:  The input of simulator B is the challenge tuple
(D3, T5s) of the decision ¢cDH problem with

n an+1

Iy 295 s
.R2

a H42
(NvGa GTve)ygpvgthgpagp )
n—+ n+2‘b

Dy = ’
9p : Rlzgp

Simulator B needs to decide whether 75 = gf,-Rg or T3 <i G.
Let A; = g;17 B = Ay42-Ri and C = A%, R} where 9317 R
and R, are defined in D3 for 1 < <n+ 2.

Init. Adversary A outputs an access policy P containing
roles for medical staffs that A may decide to be challenged.
Also, algorithm A outputs an identity Id for a patient that

it may decide to be challenged. We denote the challenge
roles as {R; € P}, the challenge atom roles as {R; € Sp},
and [ ={i: R; € Sp}. Asends P and Id to simulator B.

Setup. To generate system parameter PK, simulator B
requests an instance of the Decision (n+1)-cDH assumption.

. R R
B choose random integers v, x, ¥, 2, {Zi }icj1,n+1] < LN, w

Gp and random elements Ry, Ry, Ru, Ri, {Rn, }ic[1,n] i Ggq.
Then it sets

E=e(B*w), G=B"-R,, F=g Ry

H = Aifﬂl - Rp,{Hi = A]*Rn,itic[i,n]

U= (gp/(H" - T] H"™"))Ru

i€l
Finally, B gives the system parameters

PK:{9P79117G7F7UaH7{Hi} E}

i€[1,n]’
to the adversary A.

Phase 1. Adversary A can adaptively issue secret key query
for medical staff with role R* and secret key query for a
patient with identity Id*.

I. When A issues secret key query for a medical staff with
role R*, we also have the restriction that R* ¢ Pref(P).

This ensures R* contains at least one atom role Ri € SR**
such that Ry ¢ S;, where & < n. Let k be the small-
est index satisfying this condition. To response the query,
simulator B first generates secret key for the medical staff
with role R} = (R1,---,R}y), from which B can then derive

KeyDelegM algorithm for R*. Denote I* = {i : R} € Sz}
k

B randomly choose integers r1,72 € Zn to compute SKF® =

{SKd *,SKF*}, where we posit 1 = 211 + —Frre, P2 =

M + —%7)72. For the first component of

— e —(
SKT", since u, f and h; can be obtained by removing blind
factors, it can be rewritten as

Tpy-Id iR i RINPL 2of
w(lgp/A - TTAr™) - TT AT ) g™
iel ier*
We focus on the exponent of g, in above expression and have
(y — a" M zp Id — Z a‘rRi + Z aixin)fl + 2o
iel iel*
y+a e, (R — Ri)—
= Z a'ziRi — a" apyId | T T A2

i€l igI*
zp(Ri — Ri)—
= Z aFri Ry — an_k+1xn+1ld Z-Tit
i€l igI*
i—k—1 n—k
Z a ziRi+a l‘n.»,.lld 2Ty
ieligl*

All the terms in above expression are not associated with
Apy2. For the the index 4, it satisfies ¢ € I,i ¢ I* (I =
{i: R} € 5752}) and k is the smallest index satisfying R}, €
S, s0 we can get ¢ > k. Hence, above expressions can be

computed by B. The remaining components in SKf* can



be computed by B as well due to they are not associated
with A, 4o.

Next, B generates SK, F* in a similar manner to generating
SKZl{*. The details of this procedure are highly similar to

those of SKZF, so they are skipped. We just highlight the
chosen parameters here. B randomly choose s1,s2,t1,t2 €
Zn and let

. Z oz z
Sl—ak s1 + k+182, t1—a7t1+7ak+1t2
.y zx(Rk — Re) Yy

52 —*afk&*( a + ak+1)s2
: Y zx (R — Re) Yy
fp=—2t — ¢

2 prdl ( a a’cﬂ) 2

§1,§2,fl,52 must satisfy equation §; - fo — 89 - 11 #0 moﬂd
p and mod ¢ with probability 1 — %‘H Therefore SK™*
has the same distribution and structure as that of the actual
key distribution with probability 1 — 2£d=t,

IT.When A issues secret key query for a patient with identity
Id*, the restriction is that Id* # Id. To response the query,
B randomly choose 71,7, € Zy and let 71 = 271 + 25 and
Py = —%r; — Lp5. Then it computes

SKTT — (w(ug{bd )flf%,gfﬁg%a{hgl}j€[17n1>

As u, gn, f can be obtained by removing R., R, Ry from

U, H, F respectively, the first component can be rewritten
Tpi1-1d z;R; Tpa1ld* 4 27
as w((gy /AN TTAT ™) - AL )™ g2
i€l

We focus on the exponent of g; and get

(y — a"“mm_l[d - Z a‘ziRi + a™

el
E al l‘z 7 /
Z-T1

_ (ana (Id* — Id) —
i€l

i—1
E a :UZRZ)Z 7”2

i€l

T Id¥)F) 4 27

(mnﬂa (Id* — Id)

which can be computed by B since it knows all terms in-
volved in above expression. All the other components in
SK'" can also be computed by B since they do not involve
Apt2. Finally, simulator B generates secret key for Id* and
responds it to adversary A.

Challenge. Adversary A outputs two equal-length EHRs
EHRy, EHR,. Simulator B ignores them and selects ran-
dom element Rg, from Gr. B also selects random elements
Q1,Q2, Q3 from G4. Then B sends the challenge ciphertext
to adversary A
(Hdr, En) = (C1,C2,C3, Rgn)
= (C*Q1,T5°Q2,T3"Q3, REn)

where T3 are given from challenge tuple (Ds,T3). Observe

each component in the challenge ciphertext and we have
C1 = (AL ,R5)°Q1 = G*Q. If T = g} - Rs, then

C = (g5 R3)* Q2 = F*Q}

Cs = (gpRs)"Qs = (UH' [[ H*)"Q%
i€l

If Ts yid G, T3 can be written as ggﬁg where r is random
integer chosen from Zy and Rj3 is a random element chosen

from G4. Then

Co = (95R)°Q2 = F' Qs

Cs = (gpRa)'Qa = (UH [T HI) Q%

iel

In this case, C2 and C3 share the same random r, while
C; uses random b independent from r. Both b and r first
appear in ciphertext from adversarial viewpoint and they
are uniformly and independently chosen from Zy. Hence,
C; is a random element from the adversarial viewpoint and
(Hdr, En) is the ciphertext of Gamey.

Phase 2. Repeat Phase 1.

Guess. Adversary A outputs a guess. i.e. if A decides
to output 0 (Games ), simulator B output 75 = gf, - Rs;

if A decides to output 1 (Games), B output T3 EG 1
A has the advantage €5 to distinguish Games and Gamey,
B can solve the Decision ¢cDH problem with the advantage
€3+ (1— %’71)‘“7 which completes the proof of Lemma 3.

Indistinguishability between Game, and Games.

ProofofLemma 4. Assume that there exists an adversary
A that can distinguish between Games and Games with
advantage ¢;. Then there is an simulator B that can solve
the (n+1)-cDHE problem with the same advantage € - (1 —
%)qs. The input of simulator B is the challenge tuple
(Da4, T4) of the decision cDHE problem with

a a2 a™ rL+1
(NvaGT7e)7gpagQ7gpygp 7"'7gp 7gp )

D4 A an+2 an+2 n+3 2n+2
9p 'R17gp RQagp 7"'7gp )

Simulator B needs to decide whether Ty = gp -R3 or Ty e G.

Let A; = g5 " B=Au2-R;and C = A% ,-R} where gy "R,
and R} are defined in Dy for 1 <4 < 2n + 2.

Init. Adversary A outputs an access policy P containing
roles for medical staff that A may decide to be challenged.
Also, algorithm A outputs an identity Id for a patient that
it may decide to be challenged. We denote the challenge
roles as {R; € P}, the challenge atom roles as {R; € Sp},
and I = {i: R; € Sp}. A sends P and Id to simulator B.

Setup. To generate system parameter PK, simulator B re-
quests an instance of the Decision (n+1)-cDHE assumption.

. R
B chooses random integers 7, x,¥y, 2, {Zi}ic[1,nt1] & ZnN,

w & G, and random elements Ry, Ry, Ru, R, {Rn, Yici1,n] Yid

Gg4. Then it sets

E=e(gp,w), G=g, Ry, F=DB* Ry

H= A4 Ry, {Hi = AV Ruiticpn

= (gp/(H'" - T] H""))Ru

i€l

B gives PK = {gp, 94, G, F,U, H,{H;}, E} to A.

i€[1,n]’

Phase 1. Adversary A can adaptively issue secret key query
for medical staff with role R* and secret key query for a
patient with identity Id*.

I. When A issues secret key query for a medical staff with
role R*, we also have the restriction that R* ¢ Pref(P).

This ensures R* contains at least one atom role Ry € Sz



such that Ry ¢ Sz, where k < n. Let k be the small-
est index satisfying this condition. To response the query,
simulator B first generates secret key for the medical staff
with role Rk = (R1, -, R%), from which B can then derive

KeyDelegM algorithm for R*. Denote I* = {i: R} € 5752}.
B randomly choose integers r1,7r2 € Zn to compute SKF® =
{SKd SKR*}, where we posit 71 = a*tlzr) + ro,To =
—2,(Rj —Ri)r1. We observe the first component of SKdH*,
wlu ] hzz’?)’:1 f™2. Since u, f and h; can be obtained by

iel*
removing blind factors from U, F' and H,; respectively, it is

gy (AT TLATRS) - T1ATTE)™ A5 We focus
1€

on the exponent of gp in above expression and have

y—a" Mo, Id—

n+l—i n+l—i o | a2
E a i Ri + E a iR} 1 2
i€l eI

y+a" T g (RE — Ri)—

_ » (k1
— Z A" Ry — 0" a1 Id (a" " zr1 +12)
i€l igI*
n+2 *
+a" "z (—zk(R" — Ri)r1)
ya* s
= Z PR - S a"+k+2xn+1ld z-ri+
i€l igI*

1o
E an+ 11'1‘7?,2‘4-
icligI* 1y

1—k 1
a™" xp(Ry — Ri) — a" M, Id

All the terms in above expression are not associated with
Ay 42 and do not exceed Aszp42, so B can compute the first
component of SK,?* Similarly, B can compute the rest
components in SK, dﬂ*

Next, B generates S K, Z@ in a similar manner to generating
SKdﬂ*. The details of this procedure are highly similar to

those of SK;{*, so they are skipped. B randomly choose
S1, S2,t1,t2 € Zn and let

E+l sl + s2, 82 = —xk(Ri — Ri)s1

i =ad" ety + ta, 2= —z5(RE — Ri)t1

§1:CL

§1,§2,£1,52 must satisfy equation §; - to — 8o - 11 #0 moﬂd
p and mod ¢ with probability 1 — %’71. Therefore SK™
has the same distribution and structure as that of the actual
key distribution with probability 1 — L]{fl.

IT.When A issues secret key query for a patient with identity
Id*, the restriction is that Id* # Id. To response the query,
B randomly choose 71,7 € Zx and let 7] = azr; + r5 and

Py = —zn 1 (Id" — Id)r}
SKI¥ = (w(ug,’ﬂ )1f2, 9™, g2, (! }jeu,nl)

As wu, gn, f can be obtained by removing R., R, Ry from

U, H, F respectively, the first component can be rewritten

Tpi1-1d ;R Ty Id*\ 4 27

as "J((Q;?J/An-:il 11 An+1 z) 'An-:il ) An-fz-
i€l

We focus on the exponent of g; and get

. Then it computes

y— a"+1wn+1ld—

~ 2 ~1
f14a" Pz 7

z :an+171xiRi+a7L+1$n+1[d*
i€l
E "M e Raz 7
i€l
—&—(y—&—a"“an( d* — Id) E " iRy )y

i€l

All the terms in above expression are not associated with
Ay 42 and do not exceed Aszp42, so B can compute the first
component of SK rar, Similarly, B can compute the rest
components in SK Id*.Finally, simulator B generates secret
key for Id* and responds it to adversary A.

Challenge. Adversary A outputs two equal-length EHRs
EHRo, EHR;. Simulator B ignores them and selects Rg,
from Gr. B also selects R; from G and random elements
Q1,Q2 from G4. Then B sends the challenge ciphertext to
adversary A

(Hdr, En) = (R1,C2,C3, REn) = (R1,C*Q1, T4 Q2, Ren)

where T, are given from challenge tuple (D4, Ts). Observe
each component in the challenge ciphertext and we have

Cy = (An+2R2) Q1= Flel
(95Rs)?Q2 = (UH'" [T HI*)* Q4

i€l

If Ty = g} - Rs, then C3 =

If T, <£ G, Ty can be written as g;ég where r is random

integer chosen from Zn aIEd/ ]’%3 is a random element chosen
from G,. Then Cs = (¢5R3)VQ2 = (UH' [[ H¥')"Q}. In
iel

this case, C uses random integer b, while C3 uses random
integer r which is independent from b. Both b and r first
appear in ciphertext from adversarial viewpoint and they are
uniformly and independently chosen from Zy. Hence, Cs
and C3 are random elements from the adversarial viewpoint
and (Hdr, En) is the ciphertext of Games.

Phase 2. Repeat Phase 1.

Guess. Adversary A outputs a guess. i.e. if A decides to
output 0 (Gamey ), simulator B output Ty = gf, - Rs; if A

decides to output 1 (Games), B outputs T4 £ G. If A has
the advantage €) to distinguish Game, and Games, B can
solve the Decision (n+1)-cDHE problem with the advantage

€y - (1 — PE=1)9s which completes the proof of Lemma 4.



