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Abstract. Social network analysis as a technique has been applied to
diverse set of fields, including, organizational behavior, sociology, eco-
nomics and biology. However, for sensitive networks such as hate net-
works, trust networks and sexual networks, these techniques have been
sparsely used. This is majorly attributed to the unavailability of network
data. Anonymization is the most commonly used technique for perform-
ing privacy preserving network analysis. The process involves the pres-
ence of a trusted third party, who is aware of the complete network, and
releases a sanitized version of it. In this paper, we propose an alterna-
tive, in which, the desired analysis can be performed by the parties who
distributedly hold the network, such that : (a) no central third party
is required; (b) the topology of the underlying network is kept hidden.
We design multiparty protocols for securely performing various social
network analysis methods. The network parameters addressed in this
paper include degree distribution, clustering coefficient, closeness cen-
trality, pagerank algorithm and K-shell decomposition algorithm. The
designed protocols are secure in the malicious adversarial model with
less than one third corrupt parties.

Keywords: Privacy preserving social network analysis, secure multi-
party computation, centrality measures

1 Introduction

Understanding the structure that emerges due to the interaction between vari-
ous social entities has intrigued many scientists. This emergent structure, known
as a social network, is observed to exhibit certain common characteristics such
as scale free degree distribution [1], high clustering coefficient [2], community
structure [3], core-periphery structure [4] and several others. The study investi-
gating these structural properties is termed as social network analysis (SNA). A
study of these properties has helped infer the functional underpinnings of several
complex networks [5-7].

The behavior of individuals observed locally, when clubbed with the network
structure, reveals the emergent collective behavior observed globally. Hence, it is



the structure that allows for inferences to be made on several functional aspects
of the system. As a result, a multitude of tools, techniques and algorithms are
available, which take the network structure as their input and provide a range
of conclusions about the network. It is therefore important that we have the
network structure prior to applying the techniques of SNA. However, there are
several networks of interest which are not easily accessible. Firstly, the network
may be distributedly held, such that each person has a partial or local view of
the global network. This local view can hold sensitive information of the indi-
vidual, preventing her from disclosing it. An example would be that of a hate
network on a set of individuals. Nodes in such a network would comprise of in-
dividuals, while an edge between two nodes would express the feeling of hatred
between the corresponding individuals. A hate network is therefore the negative
counterpart of the well studied friendship network. The underlying network is
considered to be directed such that, a directed edge from node A to node B,
denoted as (A, B), would express person A’s hatred towards person B. In such a
network, it is clear that no individual would have knowledge of the entire global
network. However, each individual would be aware of the directed edges that she
has to other individuals in the network (local view). This shows the possibility
where the knowledge of the network structure is distributely held by several in-
dividuals. Secondly, even if an individual has the global network, legal policies
might not allow her to reveal the network. For example, human contact network
collected through a database of hospital records cannot be disclosed publicly [8].
The current technique employed in collecting distributedly held sensitive data
include surveys and interviews [9], conducted by a trusted third party. Once the
network data is obtained, it is sanitized to ensure re-identification of the indi-
viduals is not possible. It is then released for data analysis [10, 11]. This process,
known as anonymization, is believed to preserve privacy and at the same time,
allows for an inferential study to be made on the network.

Even though anonymization is a widely opted for technique in performing
SNA on private networks, there are several studies that point to its shortcom-
ings [12-15]. Firstly, there have been numerous instances where sanitized data
released in public has been de-anonymized [16, 13]. The released network struc-
ture data is combined with some auxiliary information to re-identify nodes in
the original network. Secondly, during anonymization, graph structure is slightly
perturbed in order to resist re-identification attacks [17,18]. This perturbation
leads to restructuring of the original network, which might not be desirable in
certain cases. What would be ideally desired is to perform the required analysis
while the network is kept hidden, since it is results of the analysis that we are
interested in rather than learning the network structure. For example, if it is
just the average clustering coefficient of a hate network that we are interested in
computing, then releasing the network structure would provide access to more
than the required information. In this paper, we explore the possibility of per-
forming SNA on a network without having to reveal its structure.



The problem of securely computing a network parameter while keeping the
network structure hidden, can be seen as an instance of multiparty computation
(MPC). It involves designing protocols that allow a bunch of individuals to
compute a function, a network parameter in our case, while hiding each of their
private input, which would be the distributedly held network structure. Hogg
and Adamic [19] have discussed on how MPC can be used to address the privacy
concerns of the individuals on whom the social network is knit. The idea of MPC
was first introduced by Yao [20], where he proposed a method for two millionaires
to determine who amongst them is richer, without revealing each other’s wealth.
The idea is abstracted to a multiparty setting as follows: designing a protocol to
securely determine a globally known function y = F(x1,a,...,%,), where x; is
the private input supplied by party P;. Security here means that the individuals
participating in the protocol, referred to as parties, do not learn any additional
information, apart from what is computable using just their respective input and
output. MPC has been extensively applied in a myriad of problems including
computational geometry, voting, bench-marking, etc. In this paper, we provide
secure implementation of protocols that compute a network parameter without
releasing the network structure.

1.1 Owur Contribution

Determining a network parameter p is modeled as securely computing a func-
tion F(xq,22,...,2,) = p, where x; is the private input provided by party P;.
The private input of a party P; is a graph G;, such that G(V, E) = Ui, G; =
(U, Vi, Ui, Ei ). The graph G captures the global network, whose param-
eter we are interested in computing.

The protocols in the paper are designed considering two different scenarios,
based on the type of input provided by the parties. The parties could be indi-
viduals who are themselves a part of the network. When a node in the network
corresponds to a party in the protocol, we term such parties as internal agents.
For example, consider the trust network on all employees of an organization,
where an edge (A,B) represents that individual A trusts individual B. Each em-
ployee participates as an internal agent in the protocol and reports the trust she
has with other employees as her private input. Alternatively, we could have a
set of parties who collectively hold the network on a globally known set of indi-
viduals. In this case, each party has a sub-graph on the set of individuals. For
example, consider the financial transaction network on a set of individuals, where
we assume that an individual is allowed to have accounts in multiple banks. An
edge (A,B) represents that there has been a minimum m number of transactions
between node A and node B, which could be within the same bank or across
different banks. Here, the parties who collectively hold the network information
are the banks that the individuals have accounts in. Such parties are termed as
external agents. The protocols designed in the paper support modeling parties
as either internal or external agents.



The paper provide implementation details for securely computing degree dis-
tribution, clustering coefficient, closeness centrality using Dijkstra’s algorithm,
PageRank or eigenvector centrality using the random surfer model, and K-shell
decomposition algorithm. We also provide details of several sub-protocols that
have been commonly used while computing the above network parameter pro-
tocols. These have been described in section 6 as discretionary sub-protocols .

The designed protocols work under the malicious adversarial model. The as-
sumption of the adversarial model is based on the implementation of the tools
and techniques, described as building blocks, in section 4. All the proposed net-
work parameter protocols except PageRank protocol are perfectly secure, while
PageRank protocol is statistically secure. We calculate the cost involved in each
of the proposed protocol, in terms of the number of addition, multiplication,
equality /comparison and private modulo reduction operations. The exact com-
munication cost, computation complexity and the number of rounds involved
would depend on the implementation of the above mentioned operations. We
discuss these operations in Section 4.

2 Related work

Seminal works in MPC prove that any function can be securely computed in the
standard cryptographic model [21-23]. Similar results are proved in the infor-
mation theoretic model as well [24, 25]. However, the current literature aims at
designing problem specific efficient protocols.

Many recent works have focused on securely implementing graph algorithms.
Brickell and Shamatikov [26] looked at the problem of securely computing sin-
gle source shortest path and all pair shortest path. The proposed protocol is
restricted to a two party setting, where the solution is computed on the union of
the graphs held by the parties. Moreover, the adversarial model assumed is that
of the semi-honest model. Aly et al. [27] propose a set of protocols for securely
computing shortest path problems in the multiparty setting. The authors pro-
pose a secure implementation of Bellman-Ford and Dijkstra’s algorithm for the
shortest path problem. Additionally, they consider the maximum flow problem
and propose secure implementations of the Edmonds-Karp and Push-Relabel
algorithms. In a successive work, Aly and Vyve [28] consider the problem of
securely finding the cycle with the least averaged cost, better known as the Min-
imum Mean cycle problem. They also address the Minimum Cost Flow problem
in the information theoretic model, which involves minimizing the cost involved
in sending a flow from a source node to a destination node over a graph whose
edges have a capacity metric. It also provides an efficient implementation of Dijk-
stra’s algorithm, which we use as a building block in this paper. There are works
that propose data oblivious algorithms, such as the one proposed by Blanton
et al. [29], which hide the input dependent memory access pattern. Data oblivi-
ous algorithms for breadth-first search, single-source single-destination shortest
path, minimum spanning tree and maximum flow problems are proposed by



Blanton et al. [29].

Apart from the works that have focused on graph algorithms, the theme of
secure SNA has also been briefly studied. Keith Frikken and Philippe Golle de-
scribe a cryptographically secure method to compute the underlying anonymized
network [30]. Here, the entire network is distributedly held by a set of parties,
such that each row in the adjacency matrix corresponds to the input of a party.
The work assumes existence of additional authorities, who take responsibility of
collecting data securely, using which they reconstruct the graph. Another work
that proposes the construction of the graph is given by Bhat et al. [31], which
is limited to the semi-honest model. The latest work in this direction is done
by Tassa and Cohen [11], where they provide a secure implementation of an
algorithm for network anonymization through clustering. The focus in all of the
above works is to determine the structure of the underlying graph while preserv-
ing privacy. The motive of the current work is to make the necessary inferences
without revealing the network structure.

Kerschbaum and Schaad [32] propose a technique for computing the closeness
and betweenness of nodes in a distributedly held network. Their protocol assumes
a threshold homomorphic encryption scheme, like that of Paillier’s Cryptosys-
tem. Betweenness computation, in the specific case of supply chain networks, has
been looked at by Fridgen and Garizy [33]. This is modeled for the semi-honest
parties and has less stringent a definition of privacy, as the leaked neighborhood
information is allowed for in the definition. It also relies on encryption schemes
to exchange data and is secure in the cryptographic model. Tassa and Bonchi [34]
propose a secure technique for determining the influence of a person in a social
network, by combining the network data with the activity logs of the individuals
in the network. They provide a multiparty protocol for the above, which is lim-
ited to the semi-honest adversarial model. Even though the aim of the paper is
the same as ours, of finding influential nodes, their’s relies on the availability of
activity logs of individuals. Our approach to find important nodes in the network
is based entirely on the network structure and relies on the standard techniques
of measuring centrality ranking of the nodes. The algorithm used to find central
nodes are application specific and hence we discuss a few of the important ones.

3 Preliminaries

In this section, we present some basic terminologies used throughout the pa-
per. Section 3.1 discusses on some basic graph theoretic notation used in the
paper and Section 3.2 provides a brief introduction to the field of multiparty
computation.

3.1 Network Science

A graph/network G(V, E) is an ordered pair, where V represents the set of
nodes/vertices and E represents the set of edges, which is a relation on V.



Attributing to the directional nature of the edges, a graph is sometimes also
termed as a directed graph or a directed network. A graph is said to be undirected
if (u,v) € E < (v,u) € E for every u,v € V.

In the definition of a graph above, (u,v) € E or (u,v) ¢ E i.e. each ordered
pair is either present in the graph or absent. We term these networks as un-
weighted graphs as well. A generalization of the above would be to associate
a real value w(u,v) with each edge (u,v) € E, which are termed as weighted
networks. For example, hate network can be a weighted directed network, with
the weights representing the extent of hatred. On the other hand, Facebook
friendship network is an unweighted undirected network.

A graph G'(V', E’) is said to be a subgraph of G(V,E) if V' CV, E' C E
and E’ is a relation on V’. The union of the undirected graphs G1(V1, E1),
G2(Va, Es3), ..., Gy(Vi, Ex) represented as G(V, E) = Ule G;(Vi, E;) is defined
as V = Ule V; and F = Ule E;. The union of weighted graphs G1(V1, E1),
Go(Vo, E3), ...,Gi(Vi, Ey) represented as G(V, E) = Ule G;(V;, E;) is defined
as V = Ule Vi and w(u,v) = mini<;<pw;(u,v), where w is the edge weight
function for G and w; is the edge weight function for G;.

A graph G(V, E) can be represented using a square adjacency matrix A =
(@ij)nxn, where a;; is the it" row j** column entry of the matrix, representing
the edge between node 4,7 € V. In case of an unweighted graph, the value
of a;; = 11if (i,j) € E, otherwise a;; = 0. On similar lines, we can define a
symmetric/undirected adjacency matrix and a weighted adjacency matrix. The
it" row of the adjacency matrix A is termed as the i*" adjacency vector as well,
which is represented using the notation v;, hence A = [v;]px1.

3.2 Multiparty Computation

The following section formalizes the basic definitions and notions that are imper-
ative to designing any cryptographic protocol and aid in providing the rigorous
proof for the same. The notations used here are borrowed from the compre-
hensive work [35] written by Cramer et al. The section consists of only those
definitions and terminologies that are essential and suggest [35] for further read-
ing.

Definition An MPC protocol consists of parties Py, Ps, ..., P,, where n is
the number of parties. Each party P; possess a private input x;, and the parties
are interested in securely computing some globally known function F(x1, xa, ..., x,) =
(y1,Y2,---,Yn), where y; denote the output of the protocol sent to party P;.

Modeling behavior of Parties and Adversary
The behavior of parties during the execution of the protocol could be broadly
classified as honest, semi-honest, or malicious. A party is termed honest if she
sincerely follows the protocol and does not collude with any other party. A party
that is not honest is said to be corrupt. Corruption is further modeled as semi-
honest or malicious, as discussed below.



A corrupt party is said to be semi-honest if she does not deviate from the
specified protocol. However, the party may collaborate with others and try ac-
cessing private information, which would violate privacy of the remaining hon-
est parties. Such parties are also known as honest-but-curious because they are
honest in not deviating from the protocol but are curious to learn additional
information by combining their views. A party is said to be malicious when no
assumptions are made regarding her behavior. Such a party is given the full lib-
erty to behave arbitrarily during the protocol execution. These parties are in a
sense stronger than their counterparts in the semi-honest model and hence it is a
tougher challenge to prove security in the malicious adversarial model. The pro-
tocols designed in this paper assume the presence of malicious parties to model
corruption, known as the malicious adversarial model. The corruption model
in which all the corrupt parties are semi-honest is said to be the semi-honest
adversarial model.

In order to keep the corruption model simple, we assume the existence of a
central attacker called the adversary, who has control over all the corrupt parties.
The extent of control depends on the assumption of the adversarial model. In
a semi-honest adversarial model, the central adversary is capable of examining
anything that the corrupt parties see during the run of the protocol. That is,
the adversary is given access to the transcripts of all the corrupt parties. Tran-
script of a party P; is the sequence of data that is visible to P;, during the run
of the protocol. This would include its input, a random vector that is used to
model the randomness in its decisions during the protocol run, the messages it
receives from other parties and finally the output it receives. The transcript is
also sometimes referred to as the party’s view. In order for the protocol to be
secure under this model, we must ensure that the adversary does not learn any
additional information by combining the transcripts of all the corrupt parties.
Under the malicious adversarial model, not only does the central adversary have
access to the transcripts of the corrupt parties, but it also decides on how the
corrupt parties behave during the execution of the protocol.

Security in MPC protocol
The aim of a multiparty protocol is to allow the distributed computation of
a desired function while guaranteeing the security of the protocol. To deem a
protocol secure, it is required that a few conditions be met, which include:

— Correctness: The output generated by the protocol must be the desired value
of the function F' on the inputs z1,zo,...,Txy.

— Privacy: The protocol must be designed such that a party learns nothing but
the intended result. It should be noted that, any information that the party
can gather by just using its input and output does not amount to breach
in privacy. In an ideal world, the parties have access to their private input
and the designated output. Any information that the party can deduce from
the input and output alone is termed as allowed leakage. The information
that the party gathers during the run of the protocol i.e. her view is termed



as the actual leakage. For privacy to hold, the actual leakage must be the
same as the allowed leakage.

— Robustness: Just as privacy is concerned with knowledge gained, robustness
focuses on the influence gained by a corrupt party. The influence that an
adversary gains during the execution of the protocol is called actual in-
fluence, while that possible in an ideal world is called allowed influence.
Allowed influence would include input substitution i.e. a party P; can input
x} to the protocol rather than her true input z;, whereas actual influence
could represent any possible deviation from the described protocol by the
party. A protocol is said to be robust if the effect of an actual influence is
obtainable from allowed influence.

One can observe that for proving security under the semi-honest adversarial
model, it is sufficient to prove that the protocol preserves privacy, when the
proof of correctness is implicit in the structure of the designed protocol. However,
proof of correctness must be explicitly stated in case of the malicious adversarial
model. Similarly, the proof of robustness is applicable only when we consider the
malicious adversarial model.

A protocol is said to be private if the information in the transcript of the
party is no more than the input and output of the party. Therefore, a proto-
col is private if there exist an algorithm S (also known as a simulator) which
inputs the allowed leakage of the corrupt parties ({x;,y;}icc) and outputs the
views of the corrupt parties. Here, C' denotes the set of all corrupt parties. The
values generated by the simulator are called the simulated values. The proof of
robustness is given on similar lines as well. A protocol 7 is said to be robust if
there exist a simulator S which inputs the actual influence of corrupt parties,
and it outputs an equivalent allowed influence of the corrupt parties. Generally
we assume that input substitution is the only allowed influence unless otherwise
stated.

Security models
The security of a protocol is categorized based on the behavior of the adversary
as well as the assumptions about the computational power of the adversary. If
a protocol 7 is proven to be secure in the semi-honest adversarial model, then
it is said to be passively secure. If m assumes the malicious adversarial model,
it is said to be actively secure. Next, we differentiate the security of a proto-
col based on the computational capabilities of the adversary. If a protocol 7 is
proven to be secure under the assumption that the adversary is computation-
ally bounded and hence can launch attacks that are feasible in polynomial time
complexity only, we say that the protocol is computationally secure. Let us say
7 makes no assumptions about the computational capabilities of the adversary,
and the adversary is assumed to have unbounded resources. In such a case, the
protocol is said to be perfectly secure if the simulated values are perfectly in-
distinguishable from the actual leakage, while it is said to be statistically secure
if the simulated values are statistically indistinguishable from the actual leakage.



Universally Composibility Theorem
Before stating the Universally Composability (UC) theorem, we define an ideal
functionality. The exact formulation of an ideal functionality is given in terms of
interactive systems, which can be found in [35]. Intuitively, an ideal functionality
F is a private and robust protocol with the required input/output behavior. The
actual leakage of F is precisely the allowed leakage, and the actual influence
of F is precisely the allowed influence. Hence, when designing protocols for a
required functionality, our aim is always to design a protocol as secure as its
corresponding ideal functionality. Generally, if X is the function that we desire
to compute, then Fx would represent the ideal functionality for computing X
and mx would denote the protocol designed to be as secure as Fx.

Let the protocol g represent the implementation of an ideal functionality
Fg, such that 7g is as secure as Fg. Let Fy be another ideal functionality
corresponding to the protocol 7y ¢ Fg, such that my © Fg is as secure as Fy.
Here, ¢ represents the composition operation, which implies that the protocol wg
invokes the ideal functionality Fg as a sub-protocol. Then, UC theorem states
that mg ¢ mg is as secure as Fg. Therefore, UC theorem allows us to replace
ideal functionalities in a complex protocol, involving the composition of several
sub-protocols, by their respective secure implementations. This eases the process
for proving the security of a complex protocol.

Secret Sharing

Many MPC protocols are based on a secret sharing scheme. A secret sharing
scheme allows a party to distribute shares of her secret s with all the n parties,
such that any threshold ¢ or more number of parties can pool in their shares
together to reconstruct the secret s. This is also known as an (n,t) threshold
secret sharing scheme. As an example, let us consider Shamir secret sharing
scheme [36]. Here, a party P constructs a polynomial f(z) = s + ajx + asx? +
e+ a(t,l)m(t_l) , where s is the secret to be shared, a; €r Z, for all 7, and
p is a prime number. Then party P shares the value f(i) with the party P;.
It follows from Lagrange’s Interpolation theorem that any collaboration of less
than ¢ parties cannot reveal any information about the secret s, whereas the
collaboration of any ¢ or more parties can determine the value of the constant
term of the function. In the case above, we assumed that the party P shared
consistent shares of its secret s with all the parties. However, when proving
security in the malicious adversarial model, we need to ensure that the shares
of the secret are consistent. A secret sharing scheme which ensures that all
the distributed shares of a secret are consistent, is known as a wverifiable secret
sharing scheme. We point the curious reader to work of Chor et. al [37] for a
more detailed illustration on verifiable secret sharing schemes.

4 Building Blocks

In this section, we describe the basic notations used throughout the paper along
with some frequently used preliminary techniques. Each MPC protocol consists



of n parties denoted as Py, Ps,...,P,. We assume that there exists a secure
channel of communication between any two parties. Further, we suppose that
each party shares her secret using a verifiable secret sharing scheme (VSS) over
a finite field F,,, where p is a prime number. We use the notation [a] to depict
that a € I, is distributedly held by the n parties using a VSS scheme. We will
assume that the VSS scheme provides the following operations as sub-protocols:

1. Addition: If n parties hold [a] and [b], then they can compute [a+, b], where
-+, represents addition modulo p. We will denote an addition operation as
follows:

[c] <= [a] + [b], where ¢ contains the sum (a +, b)

2. Multiplication: The n parties sharing [a] and [b] can securely compute [a*,b],
where *, represents multiplication modulo p. The notation for the multipli-
cation operation would be:

[c] <= [a] * [b], where ¢ contains the product (a *, b)

3. Comparison: All the parties can securely compare [a] and [b]. We will use
the following notation to compare two secrets:

[c] + [a < b], where ¢ is 1 if (a < b), else ¢ equals 0

4. Equality: Similar to the comparison sub-protocol defined above, the equality
protocol allows parties to securely check whether two shared secrets are equal
or not. We use the following notation to denote a secure equality operation:

[c] < [a = b], where ¢ is 1 if a equals b, else ¢ equals 0

5. Private Modulo Reduction: The n parties holding [a] and [b] can securely

compute [a mod b]. The notation we use to signify this operation is as follows:
[¢] < [a mod b], where ¢ contains a mod b

6. Release: All the parties must be able to release a secret [a] in public or to a
specific party. We use the following notation to depict a public release and
a private release to party P respectively:

a « [a] a < p [a

Many VSS schemes like Shamir Secret Sharing scheme allow a secure im-
plementation of the above mentioned operations [25,38]. As shown in [25], any
function comprising of the above mentioned operations can be securely com-
puted using a VSS scheme with perfect security in the malicious adversarial
model with less than n/3 corrupt parties.

Let A = (a;j)kxk represent a matrix, then [A] represents that all the entries
of the matrix are distributedly held by the n parties using the above mentioned
VSS scheme.

Further, we suppose a secure implementation of Dijkstra’s Algorithm is avail-
able, for computing single source shortest paths, using a distributedly held ad-
jacency matrix of the graph [27,28]. This protocol will be used in securely com-
puting closeness centrality of a node in a network, given in section 5.3. We will
use the following notation to signify a call to the sub-protocol for computing
single source shortest path:

[d1,da, ..., dyv|] < Dijkstra([A],[u])

where A is the adjacency matrix corresponding to the graph G(V, E) under

consideration, u represents the source vertex, d; represents the distance from
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node v to node i and [dy, ds, . . ., d}y|] is the shorthand notation for [d1], [da], . . ., [d)v|].

5 Secure Network Parameter Computation

Social network analysis (SNA) focuses on computing several network parameters
to probe into the structural aspects of the network. In this section, we look at how
a few network parameters can be securely computed, thus facilitating the study
of previously inaccessible networks. The network parameters explored in this
section include degree distribution, clustering coefficient, closeness centrality,
Google PageRank and K-shell decomposition algorithm.

5.1 Degree Distribution

Studying the degree distribution of a social network is one of the primary and
simple steps in SNA. Unlike the binomial degree distribution in random graphs,
real world complex networks depict the peculiar scale-free degree distribution
[39-41]. Networks with scale-free degree distribution have very few nodes with
high degree and majority of the nodes with low degree. The scale-free degree
distribution is defined as:

P(degree = k) x k™7

In the above distribution is determined by the parameter . Most real world
complex networks including WWW [42], internet [43] and various online social
networks [44] depict scale-free degree distribution with v between 2 and 3. Hence,
investigating the degree distribution of unexplored sensitive networks can be an
interesting direction to pursue. Consider, as an example, the hate network on
employees of an organization. As discussed previously, each employee is assumed
to have the knowledge of only those whom she hates in the network. That is, she
is aware of only her out-going links in the network. Hence, there is no one who
has the global picture of the network. Additionally, an employee is unaware of
the in-links to her, that is identity of employees who hate her. It is the in-degree
distribution that would reveal the overall hatred present in the network. One
can study the correlation between the distribution of hatred amongst employees
in an organization and the overall productivity. In general, it would make a good
study to observe the most widely occurring hatred distributions across several
organizations.

In this section, we propose a protocol m;p for securely computing the in-
degree distribution of a directed network, held distributedly by a set of parties.
The proposed protocol can be easily modified for computing out-degree distri-
bution in directed networks and degree distribution in undirected networks.

In Degree Distribution
The protocol 77 p commences by invoking the adjacency_matriz_construction()
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sub-protocol denoted by 74p.s, which allows all parties to securely compute [A].
Here A is the adjacency matrix representing the network under consideration.
The implementation details of m4py is given in section 6.1. In steps 2-3, the
parties securely compute the in-degree of every node in the graph, and the in-
degree of node i € |V| is stored as id;. In steps 4-8, we compute the number of
nodes having in-degree j, which is represented as d;. In steps 9-10, we release
the in-degree distribution of the directed network in public. The proposed proto-
col requires O(|V|?) additions and O(|V|?) comparisons, excluding the number
operations involved in the adjacency-matriz_construction() protocol. The cost
involved in the adjacency-matriz_construction() protocol is dependent on the
type of network to be constructed, and hence we provide a detailed discussion on
it in section 6.1. Henceforth, while computing the number of operations involved
in network parameter protocols, we will ignore the operations involved in the
adjacency-matriz_construction() sub-protocol.

Protocol 1 in_degree_distribution() mrp
Output: (do, dl, dg, e d|V|_1)
1: [A] « adjacency-matriz_construction()
2: fori=1to |V|do
[idi] + > [agi]
: fori=1to |V|do
forj=0to |V|—1do

[dis] « [ids = j]
:forj=0to|V|—1do
[ds] — LiLh[dis)
:forj=0to|V|—-1do
dj  [d;]

L X SadR W

—_

Theorem 1. The protocol mrp securely implements Frp with perfect security
in the malicious adversarial model with less than n/3 corrupt parties.

Proof. Let Fyq4; be the ideal functionality for constructing the adjacency matrix.
The protocol w;p begins with the construction of the adjacency matrix by invok-
ing Fuq; as a sub-protocol. In steps 2 to 8, we perform a predetermined sequence
of addition and comparison operations. Secure implementation of these opera-
tions are implicitly provided by the assumed secret sharing scheme, described in
section 4. As seen previously, the operations can be performed securely in the
malicious adversarial model, with less than n/3 corrupt parties (details in section
4). In steps 9 to 10, we globally release the required degree distribution of the
underlying network, where the revealed value d; represents the number of nodes
with degree j. The correctness of the protocol is visible by the structure of the
designed protocol. To complete the proof of security, we employ the UC theorem
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to replace the ideal functionality F,q; with m,q4; that securely implements it, as
given in section 6.1.

O

5.2 Clustering Coefficient

The German sociologist, Georg Simmel put forth the hypothesis of triadic clo-
sure, which states that two individuals are more likely to be friends in the future
if they have common friends [45]. With the advent of computing technology and
the Internet, this hypothesis was later confirmed to be true in many large-scale
online social networks [44]. This concept was later reformed as clustering coeffi-
cient by Watts and Strogatz [46]. Intuitively, a node in a friendship network is
said to have a large clustering coefficient if many of the node’s friends are friends
within themselves and vice-versa. It would be interesting to check whether many
nodes in a trust network have large clustering coefficients, as is the case with
friendship networks. This motivates us to propose a secure multiparty compu-
tation protocol for securely computing the clustering coefficient of nodes in a
distributedly held social network. In the following sub-section we provide an
MPC protocol for securely computing the clustering coefficient of a node in an
undirected network. The proposed protocol can easily be modified for computing
the clustering coefficient of nodes in a directed social network and for computing
global clustering coefficient of the network as well.

Undirected Clustering Coefficient

In an undirected graph G(V, E), represented by a symmetric adjacency ma-
trix A, the local clustering coefficient of node i with degree k is defined as:

V] \4

COG) =" [+ | D (aj*ar) /<§> (1)

j=1 k=1

The numerator of CC(i) represents the number of edges in G whose end points
are adjacent to node i, while the denominator represents maximum number of
such edges. The clustering coefficient of a node always lies between 0 and 1.
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Protocol 2 clustering_coef ficient() oo
Input: ¢ € {1,2,...n}
Output: CC(i) to party P;

1: [A] + unweighted_internal_adjacency-matriz_construction()
2: x < check_symmetricity([A])

3: [TC;]«+ 0

4: if x == 0 then

5: Abort the protocol

6: for j=1 to |V| do

7 if j # i then

8: for k =1 to |V| do

9: if k # j and k # i then

10: [TCs]  [TCs] + ([ai; = 1] * [aje = 1] * [ar: = 1] )
11: [T'C;] is revealed to party P;

12: P; computes CC(i) = TC’Z-/(';)7 where k is her degree

The proposed protocol assumes that each party represents a vertex in the
graph under consideration. Therefore, each party is expected to input her adja-
cency vector (i.e. her outgoing edges) to the adjacency construction sub-protocol.
To construct the unweighted social network we use a variation of the adjacency
matrix construction protocol, namely, unweighted_internal_adjacency_-matrix
_construction(). The implementation details of this protocol can be found in
Section 6.1. In the clustering coefficient protocol, we call the sub-protocol check
_symmetricity() to check whether the network under consideration is undirected
or not. If the check fails, then we abort the protocol, else we continue. The im-
plementation details of check_symmetricity() protocol can be found in Section
6.1. Computing the clustering coefficient of node i in the network can be reduced
to counting the total number of triangles present on node i. The protocol deter-
mines the required triangle count in steps 6 to 10. The triangle count of vertex
1 is released to party P;, who further computes her clustering coefficient using
the triangle count T'C; and degree k. The protocol uses O(|V|?) comparison
operations and ©(|V'|?) addition operations.

Theorem 2. The protocol mcc securely implements Foo with perfect security
in the malicious adversarial model with less than n/3 corrupt parties.

The proof of the above theorem follows on similar lines as that provided in
Theorem 1.

5.3 Closeness Centrality

Since its introduction in 1950 by Bavelas [47], Closeness centrality measure
has been one of the most widely utilized centrality measures. Closeness centrality
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of a node u in a graph G is defined as:
_ 1
5Lk d(u i)

where d(u, 1) represents the distance of node i from node u in graph G, which
may be directed or undirected.

High closeness centrality nodes correspond to highly influential individuals
in a social network[48]. A recent study [49] claims that clients are as responsible
as sex-workers for the spreads of AIDS, since clients too correspond to highly
central individuals in the sexual network. This hypothesis on sensitive networks,
can be tested using the secure closeness centrality protocol we propose in this
section. Further we provide the implementation details for securely computing
the closeness centrality of a single node in the network. This protocol can be
easily extended for computing the closeness measure of a set of nodes in the
network.

The closeness centrality protocol inputs the index i of the node whose close-
ness centrality is to be computed. The protocol begins by securely constructing
the underlying network. Next, in step 2, we compute the distance of node i from
all the nodes in the network. This can be computed using the Digkstra() pro-
tocol given in section 4. In step 3, we securely add these distances to obtain
the denominator of the closeness centrality of node i. Further we reveal the com-
puted sum of distances to required set of parties. The number of operations used
in the protocol 7¢ is asymptotically the same as the Dijkstra’s implementation,
which uses O(|V|?) additions operations, ©(|V|?) multiplications operations and
O(|V|?) comparisons/equality checks.

C(u) (2)

Protocol 3 closeness_centrality() m¢
Input: ¢ € {1,2,...|V]|}

1: [A] + Adjacency_Matriz_Construction()
[dﬂ, dig, ey dln] — Dijkstra( [A], Z)
[ei] = 217} [dig]
: Output construction

>

Theorem 3. The closeness centrality protocol me securely implements Fo with
perfect security in the malicious adversarial model with less than n/3 corrupt
parties.

5.4 Google PageRank Protocol

Larry Page and Sergey Brin developed the PageRank algorithm to better or-
der the results fetched for a query on a search engine [50,51]. The idea was to
rank web pages on the internet, based on the number and ranks of in-links of
the page. According to Google PageRank centrality, a node in a graph is said
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to be important if the nodes pointing to it are important. In social networks,
high page rank valued individuals are correlated to highly influential and pop-
ular individuals [52]. Consider a supply chain network of several organizations,
where an edge (u,v) would denote that organization w is a supplier (of raw
material or an end product) to organization v. This is yet another example of
a private network where parties (or organizations) would be unwilling to dis-
close their business relations [53]. Yet every organization would be interested in
learning how influential it is, based on the strategic position it occupies in the
network. In this section, we provide a secure implementation of an algorithm
to determine the PageRank value of nodes, in a network distributedly held by
individuals/organizations. There are numerous algorithms in the literature for
computing the PageRank value of nodes, but in this paper we employ the Ran-
dom Surfer algorithm.

Firstly, we discuss three sub-protocols, which will be useful for abstracting
some functionalities from the secure PageRank algorithm.

The protocol no_zero_outdegree() inputs a distributedly held unweighted
adjacency matrix [A]. The protocol increases the out-degree of a node with
zero out-degree to |V, by adding outgoing links to all the nodes from the zero
out-degree node. The protocol returns this modified adjacency matrix. It uses
O(|V]?) additions operations, ©(|V|?) multiplications operations and O(|V|?)
equality checks.

Protocol 4 no_zero_outdegree() myop
Input: [A]

Output: [4]

1: for i=1 to |V| do

20 [di] = X)) [aig]

3: for j=1 to |V| do

4 laij] < [aiz] + [di = 0]  [1]

Lemma 1. The protocol myop securely implements Fnop with perfect security
in the malicious adversarial model with less than n/3 corrupt parties.

The protocol random_number() inputs a number k, where k € Z,,, and out-
puts [r], where r €g {1,2,...,k}. It uses ©(n) addition operations, ©(n) mul-
tiplication operations, ©(n) comparison operations and ©(1) private modulo
reduction operations.
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Protocol 5 random_number() Tranp

Input: k
Output: [r]
1: [r]«+0
: for i=1 ton do
P; distributes [r;], where r; €r Zp
) ]+ [l i < 4
[r] = [r mod k] + 1

ANl

l

(2

Lemma 2. Let ry,79,...,7 €R Ly, for m > 1, then (
1

r; mod m) ER L.
Lemma 3. The protocol mranp securely implements Franp with perfect se-
curity in the malicious adversarial model with less than n/3 corrupt parties.

Proof. In the i iteration of the for loop in step 2, if 7; < k then r; is added to
r, and otherwise the value of r remains unchanged. After n iterations of the for
loop at step 2, atleast one honest party P; would have added a random number
r; €r Zy. Hence, from lemma 2 the output of the protocol r €r Zj. This
completes the proof of correctness. The privacy and robustness of the protocol
mTranp follows directly from the fact that addition, comparison and private
modulo reduction operations are provided by the underlying linear secret sharing
scheme. ad

The protocol random_neighbour() inputs the matrix [A] and a vertex [cur].
The protocol outputs a random neighbor [u] of vertex [cur] i.e. u €r {v|(u,v) €
E}. This protocol uses ©(n|V|?) additions operations, ©(|V|?) multiplications
operations and ©(|V|?) comparisons/equality checks.

Protocol 6 random_neighbour() mrn

Input: [A], [cur]
Output: [u]
1: [u] < [0]
2: for i=1 to |V]| do
3 [temp] « [i = cur]
4 for j=1 to |V| do
5 Party Py distributes r, €r Zp, forall 1 <k <n
6 [r] = k=1 [rs]
T: [min] « [p—1]
8: for j=1 to |V| do
9 [check] < [temp] * [r; < min] * [a;; = 1]
0 [min] < [check] * [r;] + ([1] — [check]) * [min]
1 [u] « [u] % ([1] — [check]) + [j] * [check]

10:
11:
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Lemma 4. The protocol mry securely implements Fryn with statistical security
in the malicious adversarial model with less than n/3 corrupt parties.

Proof. No change is made to the value of variable u in (|V]| — 1) iterations of
the for loop on step 2. The only iteration where v is updated is when the index
variable ¢ equals the input vertex cur. To pick a random neighbor of cur, we
associate a random number r; with acy,; entry of the matrix, for 1 < j < |V].
The vertex u is updated with the index of the neighbor of cur associated with the
least random number. Since all the random numbers are independently generated
and no two random numbers are the same (which occurs with only negligible
probability), we can conclude that we store a neighbor of vertex cur uniformly
at random in wu. a

Protocol 7 page_rank() mpr
Input: ITER, o
1: fori=1to |V| do

2: [count;] < [0]

3: [A] + construct_adjacency-matriz()
4: [A] + force_boolean([A])

5: [A] «+ no_zero_outdegree([A])

6: [r] < random_number([|V]])

7: [cur] + [r]

8: while ITER > 0 do

9: fori=1to |V| do

10: [count;] + [count;] + [cur = 1]
11: fori=1tondo

12: P; distributes [r;], where r; €r Z,
13: (7]« S [ra

14: [flag] + [r' < q]

15: [u] < random_neighbor([A], [cur])
16: [v] < [u] * [flag]

17: [u] <= random_number(|V])

18 [o] < [v] + [u] * (1] = [flag])

19: [cur] < [v]

20: ITER=ITER -1
21: Output construction

Next we present a secure implementation of the PageRank computation al-
gorithm. The algorithm inputs ITER and «a, where IT E R represents the length
of the random walk we take on the underlying network and « is a parameter for
deciding the teleportation probability in the random surfer model. In steps 1-2
we initialize a variable [count;] for every vertex ¢ € V. At the end of the protocol
run, the variable count; will contain the number of times vertex i was visited
during the random walk. In steps 3-5, we construct an unweighted directed ad-
jacency matrix such that no node has out-degree zero. In steps 6-7 we pick a
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random vertex r and assign it to be the starting location of the random walk. In
each iteration of the while loop in step 8, we hop from the current vertex [cur]
to a vertex v after updating the value count.,,. The vertex v is selected to be a
random neighbor of cur with probability («/p) and it is selected to be a random
vertex in the network with probability (1—a/p). The proposed protocol Tpg uses
O(ITER*n x|V|?) additions, O(ITER x|V |*) multiplications, O(ITER * |V |?)
comparison/equality checks and ©(IT ER) private modulo reduction operations.

Theorem 4. The protocol mpgr securely implements Fpr with statistical secu-
rity in the malicious adversarial model with less than n/3 corrupt parties.

The proof of the above theorem follows directly from lemma 3, lemma 4 and
the correctness of protocol mpg.

5.5 K-shell Decomposition

Core-periphery structure is one of the most prominent and well studied meso-
scale structures found in real world complex networks, including social networks.
It was first introduced in 2000 by Borgatti and Everett [4]. A network is said to
possess core-periphery structure if: the nodes in the network can be partitioned
into two disjoint sets, namely, core and periphery; the set of core nodes are
densely connected; periphery nodes are sparsely connected; periphery nodes are
easily reachable from the core nodes. The set of core nodes are observed to be
influential spreaders, since they play a key role in information diffusion [54].

In the year 2003, Batagelj and Zaversnik [55] proposed the K-shell algorithm
for identifying the core-periphery structure in an undirected unweighted network.
The K-shell algorithm assigns a shell number to each node, such that, higher the
shell number, higher is the coreness coefficient of the node. The algorithm begins
by assigning shell number 0 to isolated nodes. Then we prune nodes of degree
1, until the degree of all the nodes in the network is greater than 1. The nodes
which are pruned are assigned shell number 1. Further the algorithm prunes
nodes of degree 2 or less and assign these nodes shell number 2, and so on. The
exact formulation of the K-shell algorithm can be found in [55]. In this section,
we provide a secure implementation of the K-shell algorithm, which can be used
for finding the set of influential spreaders securely in a distributedly held social
network.

The protocol begins by initializing a few variables. For every vertex i, the
variable mark; is initialized to 0, and is further set to 1 when node 7 is assigned
its shell number. The variable shell; is initialized to 0 and is later updated to the
shell number of node i. The variable cur_shell stores the current shell number,
which is assigned to the nodes pruned in the current step. In step 5, we construct
the adjacency matrix A. In steps 6-7, we ensure that the constructed adjacency
matrix is unweighted and contains no self-loops. Further, in steps 8-10 we check if
the underlying network of A is symmetric, if not the case, we abort the protocol.
In each iteration of the for loop given in step 11, we securely assigns a node with
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its shell number. In steps 14-17, we find the least degree node w in the graph,
which is to be pruned next. The value of cur_shell is updated in steps 18 to
the maximum of cur_shell and deg, . In steps 19-21, we update the value shell,
and mark, to the correct values of shell number of vertex u and 1 respectively.
Finally, in line 22-25, we update the adjacency matrix under consideration by
removing the node u and all its adjacent edges from the network. We do not
precisely define the output construction step since the required output and the
receivers of the output will be application specific. The proposed secure K-shell
algorithm uses O(|V|?) addition operations, O(|V[*) multiplication operations
and O(|V|3) comparison/equality operations.

Protocol 8 kshell_decomposition() 7wk p
: fori=1to |V| do
[mark;] < 0
[shell;] < 0
[cur_shell] < 0
[A] < construct_adjacency-matriz()
[A] « force_boolean([A])
[A] < no_sel_loops([A])
check < check_symmetricity([A])

9: if check == 0 then
10: abort the protocol
11: for iter = 1 to |V| do
12: [degu] < |V|
13: [u] <0
14: fori=1to |V| do
15: [degi] + 30174 ass)
16: [u] < [i][mark; = 0][deg; < deg.] + [u]([1] — [mark; = 0][deg; < degu])
17: [degu] « [degilli = u] + [degu]([1] — [i = u])
18: [cur_shell] < [cur_shell][cur_shell > deg.] + [degu]([1] — [cur_shell > degu])
19: for i= 1 to |V| do
20: [shell;] < [cur_shell][i = u] + [shell;]
21: [mark;] < [i = u] + [mark;)
22: for i=1to |V]do
23: for j=1to |V|do
24: [aij] < [0][i = u] + [ai;)((1] — [i = u])
25: [aji] < [0][i = u] + [ai) (1] — [i = u])

26: Output construction

Next we present a proof of correctness of the k-shell decomposition protocol.
A vertex w is said to be marked if mark, = 1 and it is said to be unmarked
otherwise. At the start of the protocol all the vertices in the graph are unmarked.
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Lemma 5. In the protocol wx p, after |V| iterations of the for loop on step 14,
the variable u contains the index of the least degree unmarked vertex in the graph
represented by the adjacency matriz A.

Let u(®) represent the least degree unmarked vertex selected after the for
loop on step 14 in the k" iteration of the for loop on step 11.

Lemma 6. In the k" iteration of the for loop in step 11 of the protocol Tk p,
the variable shell, . is updated with correct shell number of vertex u(*).

Proof. This can be proved by using induction over the number of marked ver-
tices. Let us assume that (k — 1) vertices have been marked and updated with
their correct shell number. Then the vertex u(®) is marked in the k** iteration
of the for loop on step 11. The variable shell, ) is updated with the maximum
of shell,w—1) and |{v is unmarked|{u®) v} € E}| i.e. the number of unmarked
neighbors of u(*), which is the correct shell number for u(*) in accordance with
the k-shell decomposition algorithm.

Theorem 5. The protocol mxp securely implements Fip with statistical secu-
rity in the malicious adversarial model with less than n/3 corrupt parties.

Proof. The correctness of the algorithm follows directly from Lemma 6. The
protocol mxp has a well defined sequence of addition, multiplication and equal-
ity /comparison operations. Using a VSS scheme supporting the above mentioned
operations ensure the privacy and robustness of the protocol. O

6 Discretionary Sub-Protocols

This section contains implementation details of the sub-protocols, which were
assumed in most of the network parameter protocols (section 5). These set of
common functionalities are termed as discretionary sub-protocols. These include
the protocols adjacency_-matrixz_construction() for constructing the adjacency
matrix, force_boolean() for converting the input adjacency matrix into a sym-
metric adjacency matrix, remove_sel f _loops() for removing self-loops of the in-
put adjacency matrix and ranking() for allocating ranks to all the vertices of
the graph on the basis of a network parameter.

6.1 Adjacency Matrix Construction

A network can be represented using adjacency lists, an adjacency matrix or an
incidence matrix. For security concerns, we deal with only the adjacency matrix
representation of a network. As depicted in the work presented by Kerschbaum
and Schaad [32], sometimes the network is held by external agents (individuals
not a part of the network), who collaborate to perform SNA securely. Whereas,
sometimes the individuals who are a part of the network themselves (internal
agents) may be the ones collaborating, as shown in the work by Keith Frikken and
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Philippe Golle [30]. In this section we propose four variations of the adjacency
matrix construction protocol, which can be employed depending on whether the
network to be constructed is weighted/unweighted and whether the parties are
internal or external agents. However, for convenience of notation, we use the
adjacency-matrixz_construction() sub-protocol to denote an invocation to any
of the four variations. The aim of these protocols is to construct the adjacency
matrix A of the underlying graph G. It is assumed that the vertex set V' is public,
which if not the case, can be securely computed using secure set intersection
protocols [56]. The scenario of internal and external agents results in the input
of all the n parties to be given in one of the following two forms:

1. External agents: Each party P; has a graph G; as her private input, such
that G =, G;

2. Internal agents: Each party P; represents a vertex in G and has her adjacency
vector v; as the private input

Further the graph GG in each case mentioned above could be weighted or un-
weighted. Thus, the arising four variations can be handled as mentioned below:

1. Weighted adjacency matrix construction by external parties: In the weighted
adjacency matrix case, the weight of an edge e is defined as the minimum
of the weights of e in the graphs G; for 1 < i < n. The proposed protocol
uses O(n|V|?) addition operations, ©(n|V|?) multiplication operations and
©(n|V|?) comparison operations.

Protocol 9 weighted_external_adjacency_construction() wgg
Output: [A]

1: for j =1 to |V]| do

2 for k=1 to |V| do
3 [min] < [p — 1]
4: fori=1tondo
)
6
7

P; distributes a;.Q

min| < [min] * [min < a@ + a@ * ([1] — [min < a(.i)
jk Jk Ik

[aji] < [min]

[\

. Weighted adjacency matrix construction by internal parties: In this protocol
each party shares her adjacency vector entries using a verifiable secret sharing
scheme.

Protocol 10 weighted_internal_adjacency_construction() 77((12

Output: [A]

1: fori=1to |V| do

2: for j =1 to |V| do

3: Party P; distributes a;;
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3. Unweighted adjacency matrix construction by external parties: This protocol
uses O(|V[3) addition operations and ©(|V|*) multiplication operations.

(3)
adj

Protocol 11 unweighted_external_adjacency_construction() m
Output: [A]
1: fori=1tondo
2: for j =1 to |V| do
for k=1 to [V| do

P; distributes %('Zk)

fae] = [1] = T (1] - [afi)])
[A] «+ force_boolean([A])

4. Unweighted adjacency matrix construction by internal parties: This protocol

can be easily constructed using the weighted_internal _adjacency_construction()

and force_boolean() protocols. The cost involved in protocol 771(;2 is the same

as the mpoor or force_boolean() protocol i.e. O(|V|?) addition operations
and O(|V]?) equality checks.

Protocol 12 unweighted_internal_adjacency_construction 775;2'
Output: [A]

1: [A] + weighted_internal _adjacency_construction()

2: [A] + force_boolean([A])

6.2 Additional Security Sub-protocols

While constructing the unweighted adjacency matrix, an additional sub-protocol
to force the entries to be Boolean valued was used. There are several other
applications which demand that the underlying adjacency matrix satisfies similar
constraints. These restrictions on the entries of the adjacency matrix are imposed
in order to curb malicious parties from learning additional information and to
ensure correctness of the protocol. For example, consider a network parameter
computation protocol 7, that expects as inputs a shared symmetric adjacency
matrix. Hence, there is a need for a sub-protocol which performs a symmetricity
check on the constructed adjacency matrix. In this section, we present a set of
sub-protocols that can be used to enforce additional constraints on the network.

Check for adjacency matrix to be Symmetric
Many of the proposed network parameter protocols, such as Clustering coefficient
and Kshell decomposition algorithm, are designed to handle only symmetric
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graphs. Hence, there is a need to design a sub-protocol to test the symmetricity
of the shared adjacency matrix.

The proposed protocol inputs a distributedly held graph [A]. It checks if a;;
equals a;; for 1 <1i,7 < n. If even one check fails, the protocol returns 0, else it
returns 1. This protocol uses O(|V|?) additions and O(|V|?) equality checks.

Protocol 13 check_symmetricity() sy m

Input: [A]

Output: res

1: [temp] + [0]

2: fori=1to|V]|—1do

3: for j = (i+1) to |V]| do

4: [temp] + [temp] + [1] — [aij = a;]
5: [res] « [temp = 0]

6: res « [res]

Enforcing the adjacency matrix to represent an unweighted graph

Clustering coefficient computation protocol and Google PageRank algorithm
use the functionality force_boolean() to ensure that the graph under consider-
ation is an unweighted graph. In this section, we provide an implementation of
this protocol.

The force_boolean() protocol takes as input [A] i.e. a distributedly held adja-
cency matrix. The protocol checks if the values of the adjacency matrix are 0/1, if
not the case, then the corresponding entries are rounded to 1. Hence, the output
of the algorithm is an adjacency matrix corresponding to an unweighted graph.
This protocol uses O(|V|?) addition operations and O(|V|?) equality checks.

Protocol 14 force_boolean() mpoor
Input: [A]

Output: [4]

1: for i =1to|V|do

2: for j =1 to |V| do

3: [ai;] < [1] = [ai; = O]

Remove Self Loops

To ensure that a network does not contain any self-loops, we need to force
all the diagonal entries of the corresponding adjacency matrix to 0. Protocol
remove_sel f loops() inputs a distributedly held adjacency matrix [A] and out-
puts the modified adjacency matrix.
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Protocol 15 remove_sel f loops() msr,
Input: [A]

Output: [4]

1: fori=1to |V]| do

2: [CL“] ~—0

3: return [A]

6.3 Ranking

The protocols proposed in section 5 focus on revealing the centrality measure
values of nodes. But many a times, network analysts desire the ranking of the
nodes with respect to some centrality measure, and not the exact centrality
values. In this section we propose ranking() protocol, which inputs the network
parameter values of all the nodes in the network, and it outputs the rank of
all the nodes. Nodes with the same centrality value receive the same rank. This
protocol uses O(|V|?) addition operations and O(|V|?) comparison operations.

Protocol 16 ranking() g

Input: [value;], Vi =1,2,...|V]|

Output: [rank;], Vi =1,2,...|V|

1: fori=1to |V| do

2: [rank;] < [0]

3: fori=1to |V]|do

4: for j=1to |V| do

5: [rank;] < [rank;] + [value; < value;]

7 Conclusions

Multiparty computation has been extensively applied in the domains of compu-
tational geometry, voting, bench-marking, etc. In this paper, we discuss on how
MPC tools and techniques can be of interest to performing social network analy-
sis. Study of sensitive networks, including financial transaction networks, sexual
networks, trust networks and enmity networks, has largely been hampered by
the unavailability of data due to privacy issues. It is mostly the case that these
sensitive networks have the data distributedly held. In this paper, we present
a set of MPC protocols which can be used to securely compute some network
parameters on a distributedly held network. Degree distribution and clustering
coefficient are parameters that are characteristic of all real world networks. The
closeness centrality, PageRank and K-shell algorithm capture the influential or
central nodes in the network. To further build on this idea, one can securely
implement other network parameters like reciprocity, homophiliy, betweenness,
etc. Another important dimension to this work can be to improve on the effi-
ciency of various network parameter protocols, using available MPC efficiency
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improvement techniques. One can further study the practical feasibility of the
proposed MPC protocols for performing secure SNA on large sensitive networks.
The broad aim of the paper is to bring to light the vast unexplored mine lying in
the intersection of the two domains, namely, multiparty computation and private
social networks.
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