8537 B T W HfE
2016 47

22
Journal on Communications

doi:10.11959/j.issn.1000-436x.2016135

HIGHT HA9F 9 WEH

spaEp 2, BEE— BEAS, xEm!

Vol.37 No.7
July 2016

(L RIS B LRERY =B, W MM 4500015 2. {5 B ARABRHAR T S0 =, dbat 100072; 3. P2 TR L, BEFE i 710043)

B E: NREREofESE HIGHT AR50 Bik 7k N i AT TS, R4 0 T IRATHE 7T A
XA AL 2 4, EFMEE T HIGHT H95R) 11 BB X 4%, R THN &SI R T 17 81X
ayds JLRFIFTAIIE 17 5 X 4%, 46 “BI3rd” RN 25 48 HIGHT BEHHMT TR Bt BUaxii
EVEI AR BEREAT T 0, Bk kTR B AR o 29292, I ST A 18y 20020, AR A Ay 2. ardt
SERRW], BT B S ) B A ORI TR B R FE BT AT RS R

KR BN SUFL; BOTGd; HIGHT Hik

RESHES: TNIIS.I CHERARIRAED: A

Integral attack on HIGHT block cipher

. 1,2 . -1 . 3 . 1
GUO lJian-sheng " “, CUI Jing-yi , PAN Zhi-shu’, LIU Yi-peng
(1. The Third Department, The PLA Information Engineering University, Zhengzhou 450001, China;

2. Science and Technology on Information Assurance Laboratory, Beijing 100072, China;
3. Xi’an Satellite Control Center, Xi’an 710043, China)

Abstract: The security of HIGHT block cipher under integral attack was studied. Firstly, the flaw in the existing results
on building the distinguisher was corrected. And a new 11-round integral distinguisher of HIGHT was built. Based on this
new distinguisher, a 17-round multiple-integral distinguisher was built. By using the 17-round distinguisher, 25-round in-
tegral attack on HIGHT was proposed based on the principle of time memory trade-off, with the data, time and memory

complexity of 26292, 26620 and 2! respectively. The results show that the attack was better than results before on the

number of round and time complexity.
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