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Abstract; Aiming at the study of the cache timing attack for lightweight block cipher called LBlock, we
focused on the analysis of the nonlinear structure characteristics of S box in cryptographic algorithms.
Firstly, we derived the truth-table of S box based on its structure feature to obtain the relation algebra
expression between inputs and outputs of S box. Secondly, with reference of encryption process of the
LBlock algorithm and the structure of round function F, the operation expression of each round and the
algebra expressions of look-up index for S box were deduced. Finally, we summarized the core expression
of the analysis of the key in the cache attack for LBlock algorithm on the basis of the principle and model
of the trace-driven cache timing attack. The final conclusion shows that the LBlock algorithm has the
possibility of the cache timing attack.
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