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Abstract:

ingly interest in recent years. In this paper, we present a new automated whitebox fuzzing tool EWFT ( Execution-based Whitebox

The dynamic testing for automaticlly identifing security vulnerabilities in binary executables has received increas-

Fuzzing Tool) , which implements dynamic symbolic execution and taint tracing techniques during program execution. OQur contribu-
tions are: 1)we propose a ROBDD(Reduced Ordered Binary Decision Diagram)-based approach to analyse execution process,?2)we
introduce a new path weight analysis algorithm(PWA ) for searching path space and automating test data generation,and 3)we build
a prototype tool that automatically finds software vulnerabilities. Results of our experiments show that execution-based whitebox

fuzzing is powerful to identify variety of security vulnerabilities in real applications. Compared to the related work in the research

area, it explored deeper program paths on the average, and achieved higher structural coverage.
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int PathSelect ( PathSetP , PathQueue ™ candidatel , PathQueue ™ candidate2 ) |
Path™ temp = mull ;
PathQueue ™ equality = mull ;
SelectLongPath (1) ;
if (( PathSum = GetSum( P)) > PathRequest )
PathSum = PathRequest ;
while ((temp = GetPath(P))! = null)
GetAncestor ( 1, temp , ancestor ) ;
if ((Cequality = SortSimilarity ( P, candidatel; threshold ) )| = null)
SortMaxBlock ( equality , candidate1 , threshold ) ;
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SorMiniBlock ( equality , candidate? , threshold ) ;

return PathSum ;

4 BIPPATHAR R
Ancestor ( Path, , Path,)

Similarity ( Path, , Path,) = H

Path,
(2)
Distance ( Path, , Path,) = I Paih| + Path, (3)
— U™ 2 % Identical,( Path,, Path,) I
NR(2)AN3) H, B L, S LA FEAR BN B4, Ancesor;

(Path, , Pathy) 2 P T A% Pathy Fl Path, 445 1) 12
HIZR 25 15 751, Identical; ( Path, , Path, ) & Path, 11 Path, #H
[F] i p s S8 ln % T & 6 th AR P AT B4R R
IR, ,EORH N T EAE AN T + Ancesor( R;, R,)=1n;,,
nit Identical (R, Ry) = {(nyyooyny), () b, BEARARBLRE

Similarity( R, Ry) = ¢ n"+ o PEAZBE B Distance (R;, Ry)
=3.
n n,
' '
¢ FH ‘ Identical ‘ Ancestor
oo ¢ }
ni ni A— "i
/ 4 \
J ANIF /
n n " "
k 7
J \ N/
. HIF n Identical { &
PR, BAER,

5 RERZEXRAKERIH

AR bR 2 2R Bk i Rl A A



%10 T FEWFT S TRETFIUTEREN A& T A 2019

MG P PRI THEY A il e e B A,
HHRAE -

(D SortSimilarity B8 £ H LA Similarity f {5 4 3, X}
BB P HRRPRIC AR P AT AR B 7 RS, O e i
[l PathSum * threshold 4% A A5 i % 42 o #1132 )5 1) . U 2
TEAE & £ : PathSum * threshold > PathSum * SimiMax, B¥
PathSum * threshold < PathSum * SimiMin, 34T O ; &5 e-
quality = = null, A IR 7 51 Fif T PathSum * threshold 2%
A2 BN BRI candidatel H1, A TQ . BN, AT @.

QX FF 9 i G — SR 1, i 2R ¥ 5 A
TE ny 558642, H P PAETE ny 50642, BA15 [ 19 An-
cestor 1 FE A 55, WK K A7 it 7 %)) o i 1 PathSum *
threshold — n; %423 BA ¥ candidatel H, I 1A% 1% ny
+ n, 242 3 BA equality. A B Ancestor 51 2 )5
T —A%5 S TG, 38 1 SortMaxBlock PRETE equality H
BHARAL T r RO SEAR B A Y H A, S A AR R
PRAR I U A TR AR

BlockSimilarity( Path, , Path,) =

H Identical;( Path; , Path, ) — Ancestor( Path, , Path, )

Path; — Ancestor(Path, , Path, )

SortMaxBlock PR % A% 4[] 3L A B 11 HE 23 g AN R
HEF FIERE equality ' ny FREEARAEAE RIS candidatel
.

@ SortDistance P& %X H L) %44 15 26 Disdance HYiT3&
{EAE, X ARG P R AR BRIC R 5 S AT B A2 3 1 i
B, I e BERT A PathSum * (1-threshold ) 2% A AR il A5 A
PIEFFH. UIR equality = = null, K UCHF 4l 42 21 BA S
candidate2 H1, FUTHIRO . W], AT L ERD.

@XFF I i G — SRR L, IR ¥ 5 A
B A A5, AR R A7 i ) 1) o BT PathSum * (1 -
threshold) — m, S B5 A2 B A S candidate2 P, I 1A%
% my + m, S5 B8 A2 3 BA A equality . i 13 SortMiniBlock B&
Bt equality % AT LA AR AL RS S A ER 33547 T R HE S
Ve AHLEE B /NI my S5 B AR AF A B BA Y1) candi-
date2 77,

® V% threshold F{H , 4%% J5 1] 5 PathSum * thresh-
old B [ . $iAT .

@A T I I A= B3

RIRTEIECD TR p Bk T AR T AT AR S (]
AP aE I, Ho P AR & threshold J2& 1T LA 8l 25 8 4% 1) [
{8, BUE R A : SimiMin < threshold < SimiMax. 42 Je) 2% f
SimiMax 1 SimiMin AR F F7 B R FIZ REIR S BOE . 55
33 ] CheckLoop BRI Ak R PAAT B 4% Hh 4 B
SERMTE S P8 AE AR A R R, A MR 4 2
GG P2 ) 1 e 2 A7 At , LA 2 7 9 i 4 B 5

(4)

—IK. Checkloop P& B 454 Control-Flow Directed Search
T 202 gl 4 S AR T T B A4 48 A 114 B
LIPS SRl i 012 B 4% 5K M, Checkloop PRIEK
254 “Fitnex stlraltegy"%:?fL22J PERA UK AR .
4.2 WiXABGIEREE

DA 4.1 W HR I AR A EWEFT R 58 R0 2R
BB R 7 AT B A2 118 24 T 4% 2 SR A , 45 30 3 1) AT
PRAT BB AR I 1] . [R] e, AR A e SR T B A 1 A7 it
L Hh LA Z R TAE 42 A s A A S 50 A R
1Y Fuzzing I3 5, 1 v %A 2 ] e N 3 2 2 2 R
PR B Sk E
CaseSet TestGreneration ( PathQueue * candidatel , PathQueue ™ candidate? ) {
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Case ™ solution = null ;
PathQuerer ™ ShortPath = null ;
Path ™ temp = null ;
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if (( solution = NodeNegationSolver (temp ,j))! null)
AddSolution ( TestCase , solution ) ;
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Sfor(i=0;5i< = candidate2. amout , i + + )1
temp = GetPath ( candidate2) ;
for(j = temp. baselocation + 1;j < = temp. count,j + +)
if ((solution = NodeNegationSolve ( temp ,j))! = null)
Addsolution ( TestGase , solution ) ;
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if ( TestCase . count ( = CaseRequeset )
Ascend ( TestCase . count/ CaseRequest ) ;

if (( SortLength ( P, ShortPath , CaseRatent))! = null)
MutateGeneration ( TestCase , ShortPath ) ;
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