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Abstract

We continue the study of statistical zero-knowledge (SZK) proofs, both interactive and noninteractive,
for computational problems on point lattices. We are particularly interested in the problem GapSPP of
approximating the e-smoothing parameter (for some € < 1/2) of an n-dimensional lattice. The smoothing
parameter is a key quantity in the study of lattices, and GapSPP has been emerging as a core problem in
lattice-based cryptography, e.g., in worst-case to average-case reductions.

We show that GapSPP admits SZK proofs for remarkably low approximation factors, improving on
prior work by up to roughly 1/n. Specifically:

e There is a noninteractive SZK proof for O(log(n)+/log(1/¢))-approximate GapSPP. Moreover,
for any negligible € and a larger approximation factor O(y/nlog(1/¢)), there is such a proof with
an efficient prover.

e There is an (interactive) SZK proof with an efficient prover for O(logn + +/log(1/¢)/logn)-
approximate coGapSPP. We show this by proving that O(log n)-approximate GapSPP is in coNP.

In addition, we give an (interactive) SZK proof with an efficient prover for approximating the lattice
covering radius to within an O(y/n) factor, improving upon the prior best factor of w(v/nlogn).
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1 Introduction

Informally, a proof system [GMRS5), IBab85al] is a protocol that allows a (possibly unbounded and malicious)
prover to convince a skeptical verifier of the truth of some statement. A proof system is zero knowledge if the
verifier “learns nothing more” from the interaction, other than the statement’s veracity. The system is said to
be statistical zero knowledge if the revealed information is negligible, even to an unbounded verifier; the
class of problems having such proof systems is called SZK. Since their introduction, proof systems and zero-
knowledge have found innumerable applications in cryptography and complexity theory. As a few examples,
they have been used in constructions of secure multiparty computation [GMWS87], digital signatures [BG89],
actively secure public-key encryption [NY90]], and “ZAPs” [DNOO]. And if a problem has an SZK (or even
coAM) proof, it is not NP-hard unless the polynomial-time hierarchy collapses [BHZ87], so interactive
proofs have been used as evidence against NP-hardness; see, e.g., [GMR85, I GMWI1, IGG98, HR14]].

A proof system is noninteractive [BDMP88|IGSV99] if it consists of just one message from the prover,
assuming both it and the verifier have access to a truly random string. Noninteractive statistical zero-
knowledge (NISZK) proof systems are especially powerful cryptographic primitives: they have minimal
message complexity; they are concurrently and even “universally” composable [CanO1]]; and their security
holds against unbounded malicious provers and verifiers, without any computational assumptions. However,
we do not understand the class NISZK of problems that have noninteractive statistical zero-knowledge proof
systems nearly as well as SZK. In particular, while NISZK is known to have complete problems, it is not
known whether it is closed under complement or disjunction [GSV99], unlike SZK [SV97, [Oka96].

Lattices and proofs. An n-dimensional lattice is a (full-rank) discrete additive subgroup of R", and consists
of all integer linear combinations of some linearly independent vectors B = {by, ..., b,}, called a basis of
the lattice. Lattices have been extensively studied in computer science, and lend themselves to many natural
computational problems. Perhaps the most well-known of these are the Shortest Vector Problem (SVP), which
is to find a shortest nonzero vector in a given lattice, and the Closest Vector Problem (CVP), which is to find
a lattice point that is closest to a given vector in R™. Algorithms for these problems and their approximation
versions have many applications in computer science; see, e.g., [LLL82, [Len83 |Kan83\0d190, JS98} INSO1,
DPV11]. In addition, many cryptographic primitives, ranging from public-key encryption and signatures to
fully homomorphic encryption, are known to be secure assuming the (worst-case) hardness of certain lattice
problems (see, e.g., [MRO04, |Reg05, IGPVO0S| [Pei09, BV11, BGV12]).

Due to the importance of lattices in cryptography, proof systems and zero-knowledge protocols for lattice
problems have received a good deal of attention. Early on, Goldreich and Goldwasser [GG98|] showed
that for v = O(y/n/ logn), the y-approximate Shortest and Closest Vector Problems, respectively denoted
~-GapSVP and ~v-GapCVP, have SZK proof systems; this was later improved to coNP for v = O(y/n)
factors [AR04] Subsequently, Micciancio and Vadhan [MVO03]] gave different SZK proofs for the same
problems, where the provers are efficient when given appropriate witnesses; this is obviously an important
property if the proof systems are to be used by real entities as components of other protocols. Peikert and
Vaikuntanathan [PVO08]] gave the first noninteractive statistical zero-knowledge proof systems for certain
lattice problems, showing that, for example, O(y/n)-coGapSVP has an NISZK proof. The proof systems
from [PVO08]] also have efficient provers, although for larger O(n) approximation factors.

!'As described, the proofs from [GG98] are statistical zero knowledge against only honest verifiers, but any such proof can
unconditionally be transformed to one that is statistical zero knowledge against malicious verifiers [GSV98]). We therefore ignore
the distinction for the remainder of the paper.



Gaussians and the smoothing parameter. Gaussian measures have become an increasingly important
tool in the study of lattices. For s > 0, the Gaussian measure of parameter (or width) s on R is defined as
ps(x) = exp(—7||x||?/s%); for a lattice £ C R", the Gaussian measure of the lattice is then

ps(L) = Z ps(v).

veLl

Gaussian measures on lattices have innumerable applications, including in worst-case to average-case
reductions for lattice problems [MRO04, Reg05]], the construction of cryptographic primitives [GPVO0S], the
design of algorithms for SVP and CVP [ADRSI15,/ADS15], and the study of the geometry of lattices [Ban93|
Ban95| IDR16| RS17].

In all of the above applications, a key quantity is the lattice smoothing parameter [MRO4]]. Informally,
for a parameter ¢ > 0 and a lattice £, the smoothing parameter 7). (L) is the minimal Gaussian parameter that
“smooths out” the discrete structure of £, up to error €. Formally, for ¢ > 0 we define

Ne(L) :=min{s >0 : py/ (L") <1+¢},

where £L* := {w € R" : Vy € L, (w,y) € Z} is the dual lattice of L. All of the computational applications
from the previous paragraph rely in some way on the “smoothness” of the Gaussian with parameter s > 1. (L)
where 27" < e < 1/ 2 For example, several of the proof systems from [PVOS] start with deterministic
reductions to an intermediate problem, which asks whether a lattice is “smooth” or well-separated.

The GapSPP problem. Given the prominence of the smoothing parameter in the theory of lattices, it is
natural to ask about the complexity of computing it. Chung et al. [CDLP13|] formally defined the problem
~-GapSPP, of approximating the smoothing parameter 7.(£L) to within a factor of v > 1 and gave upper
bounds on its complexity in the form of proof systems for remarkably low values of . For example, they
showed that v-GapSPP, € SZK for v = O(1 + 4/log(1/e)/logn). This in fact subsumes the prior result
that O(y/n/logn)-GapSVP € SZK of [GGI8], via known relationships between the minimum distance and
the smoothing parameter. B

Chung et al. also showed a worst-case to average-case (quantum) reduction from O(y/n/«)-GapSPP to
a very important average-case problem in lattice-based cryptography, Regev’s Learning With Errors (LWE),
which asks us to decode from a random “g-ary” lattice under error proportional to o [Reg05]]. Again, this
subsumes the prior best reduction for GapSVP due to Regev. Most recently, Dadush and Regev [DR16]
showed a similar worst-case to average-case reduction from GapSPP to the Short Integer Solution prob-
lem [Ajt96,IMRO4], another widely used average-case problem in lattice-based cryptography.

In hindsight, the proof systems and reductions of [[GG98, |Reg05} MRO04] can most naturally be viewed as
applying to GapSPP all along. This suggests that GapSPP may be a better problem than GapSVP on which
to base the security of lattice-based cryptography. However, both [CDLP13]] and [DR16] left open several
questions and asked for a better understanding of the complexity of GapSPP. In particular, while interactive
proof systems for this problem seem to be relatively well understood, nothing nontrivial was previously
known about noninteractive proof systems (whether zero knowledge or not) for this problem.

2Fore = 274" the smoothing parameter is determined (up to a constant factor) by the dual minimum distance, so it is much
less interesting to consider as a separate quantity. The upper bound of 1/2 could be replaced by any constant less than one. For
e > 1, (L) is still formally defined, but its interpretation in terms of the “smoothness” of the corresponding Gaussian measure
over £ is much less clear.



1.1 Our Results

In this work we give new proof systems for lattice problems, and extend the reach of prior proof systems to
new problems. Our new results, and how they compare to the previous state of the art, are as follows.

Our first main result is a NISZK proof system for y-GapSPP, with v = O(log(n)+/log(1/¢)). This
improves, by a ©(y/n/ logn) factor, upon the previous best approximation factor of v = O(y/nlog(1/¢)),
which follows from [PVOS]].

Theorem 1.1. Forany e € (0,1/2), O(log(n)/log(1/¢))-GapSPP, € NISZK.

In fact, we demonstrate two different proof systems to establish this theorem (see[Section 3)). The first is
identical to a proof system from [PVO0S]], but with a very different analysis that relies on a recent geometric
theorem of [RS17]. However, this proof system only works for negligible ¢ < n=“(!), so we also show an
alternative that works for any € € (0,1/2) via reduction to the NISZK-complete Entropy Approximation
problem [GSV99].

The prover in the proof system from [PVOS8|] can be made efficient at the expense of a factor of
O(yv/nlogn) in the approximation factor. From this we obtain the following.

w(1)

Theorem 1.2. For any negligible 0 < € < n~“\Y, there is a NISZK proof system with an efficient prover

for O(\/n log®(n) log(1/¢))-GapSPP..

Next, we show that O(log n)-GapSPP, € coNP for any ¢ € (0,1). This improves, again by up to a
©(y/n/logn) factor, the previous best known result of O(1 + /n/log(1/¢))-GapSPP, € coNP, which
follows from [Ban93|].

Theorem 1.3. Forany e € (0,1/2), O(logn)-GapSPP, € coNP.

From this, together with the SZK protocol of [CDLP13]] and the result of Nguyen and Vadhan [NVO06]
that any problem in SZK N NP has an SZK proof system with an efficient prover, we obtain the following
corollary. (The proof systems in [[CDLP13|] do not have efficient provers.)

Corollary 1.4. For any ¢ € (0,1/2), there is an SZK proof system with an efficient prover for O(logn +
\/log(1/e)/logn)-coGapSPP..

Finally, we observe that O(y/n)-GapCRP € SZK, where GapCRP is the problem of approximating the
covering radius, i.e., the maximum possible distance from a given lattice. For comparison, the previous
best approximation factor was from [PV08]], who showed that v-GapCRP € NISZK C SZK for any
v = w(y/nlogn). We obtain this result via a straightforward reduction to O(1)-GapSPP, for constant
e < 1/2, which, to recall, is in SZK [CDLP13]. Furthermore, since Guruswami, Micciancio, and Regev
showed that O(y/n)-GapCRP € NP N coNP [GMRO4], it follows that the protocol can be made efficient.

Theorem 1.5. We have O(y/n)-GapCRP € SZK. Furthermore, O(y/n)-GapCRP and O(+/n)-coGapCRP
each have an SZK proof system with an efficient prover.
1.2 Techniques

Sparse projections. Our main technical tool will be sparse lattice projections. In particular, we use the
determinant of a lattice, defined as det(L£) := | det(B)| for any basis B of £, as our measure of sparsityﬂ It

3This is indeed a measure of sparsity because 1/ det(L) is the average number of lattice points inside a random shift of any
unit-volume body, or equivalently, the limit as 7 goes to infinity of the number of lattice points per unit volume in a ball of radius r.



is an immediate consequence of the Poisson Summation Formula that det(£)/™ < 2, 2(L).
Notice that this inequality formalizes the intuitive notion that “a lattice cannot be smooth and sparse
simultaneously.”

Dadush and Regev made the simple observation that the same statement is true when we consider
projections of the lattice [DR16]. ILe., for any projection 7 such that 7(L£) is still a lattice, we have
det(r(L£))Y/ rank(r(£)) < 211 /2(L), where rank(7(L£)) is the dimension of the span of 7(L£). (Indeed, this
fact is immediate from the above together with the identity (7(£))* = £* N span(n(L)).) Therefore, if we
define

det (£) := max det(mr (L)) rank(x(£))

where the maximum is taken over all projections 7 such that 7(L£) is a lattice, then we have
Ndet (L) < 21m12(L) - (1.1)

Dadush and Regev conjectured that|[Equation (1.1)|is tight up to a factor of polylog(n). Le., up to polylog
factors, a lattice is not smooth if and only if it has a sparse projection. Regev and Stephens-Davidowitz

proved this conjecture [RS17], and the resulting theorem, presented below, will be our main technical tool.

Theorem 1.6 ([RS17]]). For any lattice L C R",

M 2(L) < 10(logn + 2)nget (L) -

Le., if n1/2(L£) > 10(log n + 2), then there exists a lattice projection 7 such that det(w (L)) > 1.

coNP proof system. Notice that Theorem [1.6] (together with immediately implies that
O(logn)-GapSPP. is in coNP for e = 1/2. Indeed, a projection 7 such that det(m(£))"/ rark(r(£)) >
M /2(£)/O(logn) can be used as a witness of “non-smoothness.” Theorem shows that such a witness
always exists, and shows that no such witness exists with det((£))/ r0k(T(£)) > 25, /2(L).
In order to extend this result to all ¢ € (0, 1), we use basic results about how 7. (L) varies with . (See

[Section 4)

NISZK proof systems. We give two different NISZK proof systems for O(log(n)+/log(1/¢))-GapSPP.,
both of which rely on

Our first proof system (shown in|[Figure 1| [Section 3.1)) uses many vectors t1, . .., t,, sampled uniformly
at random from a fundamental region of the lattice £ as the common random string. The prover samples
short vectors e; (for i = 1,...,m) from the discrete Gaussian distributions over the lattice cosets e; + L.
The verifier accepts if and only if the matrix E = ) eie;fp has small enough spectral norm. (I.e., the verifier
accepts if the e; are “short in all directions.”) In fact, Peikert and Vaikuntanathan used the exact same
proof system for the different lattice problem O(y/n)-coGapSVP, and their proofs of correctness and zero
knowledge also apply to our setting. However, the proof of soundness is quite different: we show that,
if the lattice has a sparse projection , then dist(7(t;), 7(£)) will tend to be fairly large. It follows that
> || (ei)]|* = Tr (3 7(ei)w(e;)”) will be fairly large with high probability, and therefore ) e;e] must
have large spectral norm.

Our second proof system follows from a reduction to the Entropy Approximation problem, which asks
to estimate the entropy of the output distribution of a circuit on random input. Goldreich, Sahai, and
Vadhan [GSV99] showed that Entropy Approximation is NISZK-complete, so that a problem is in NISZK
if and only if it can be (Karp-)reduced to approximating the entropy of a circuit. If n.(£) is small, then we

4



know that a continuous Gaussian modulo the lattice will be very close to the uniform distribution, and so (a
suitable discretization of) this distribution will have high entropy. On the other hand, if 1. (L) is large, then
Theorem 1.6|says that most of the measure of a continuous Gaussian modulo the lattice lies in a low-volume
subset of R™ /L, and so (a discretization of) this distribution must have low entropy.

This second proof system works for a wider range of . In particular, the first proof system is only
statistical zero knowledge when ¢ is negligible in the input size, whereas the second proof system works for
any ¢ € (0,1/2).

1.3 Organization

The remainder of the paper is organized as follows.

In|Section 2| we recall the necessary background on lattices, proof systems, and probability.

Inwe give two different NISZK proof systems for O(log(n)+/log(1/¢))-GapSPP..

In[Section 4] we give a coNP proof system for O(log n)-GapSPP..
Inwe show that O(1/n)-GapCRP € SZK, via a simple reduction to O(1)-GapSPP .

2 Preliminaries

2.1 Notation

For any positive integer d, [d] denotes the set {1,...,d}. We use bold lower-case letters to denote vectors.
We write matrices in capital letters. The ith component (column) of a vector x (matrix X) is written
as x; (X;). The function log denotes the natural logarithm unless otherwise specified. For x € R",
x|l := /2 + 2% + - -+ + a2 is the Euclidean norm. For a matrix A € R™™, || A|| := max | [|Ax] is
the operator norm.

We write 7 BY for the n-dimensional Euclidean ball of radius 7. A set .S C R" is said to be symmetric if
—S = S. The distance from a point x € R" to a set S C R" is defined to be dist(x, .S) = infsc g dist(x, s).
We write S to denote the subspace of vectors orthogonal to S. For a set S C R™ and a point x € R™, mg(x)
denotes the orthogonal projection of x onto span(S). For sets A, B C R", we denote their Minkowski sum
by A+ B={a+b:ac Ab € B}. We extend a function f to a countable set in the natural way by
defining f(A) := >4 f(a).

Throughout the paper, we write C' for an arbitrary universal constant C' > 0, whose value might change
from one use to the next.

2.2 Lattices

Here we provide some backgrounds on lattices. An n-dimensional lattice L C R"™ of rank d is the set of

integer linear combinations of d linearly independent vectors B := (by,...,by),
E:E(B):{Bz: Zzi-bi:zezd}.
i€[d]

We usually work with full-rank lattices, where d = n. A sublattice L' C L is an additive subgroup of £. The
dual lattice of L, denoted by L*, is defined as the set

E*z{yER":VVEE,(V,y)EZ}

5



of all integer vectors having integer inner products with all vectors in £. It is easy to check that (£*)* = L
and that, if B is a basis for £, then B* = B(B”7B)~! is a basis for £*. The fundamental parallelepiped of a
lattice £ with respect to basis B is the set

P(B):{Zcibi:0§0i<1}.

i€[d]

It is easy to see that P(B) is a fundamental domain of L. L.e., it tiles R” with respect to £. For any lattice
L(B) and point x € R", there exists a unique pointy € P(B) such thaty — x € £(B). We denote this
vector by y = x mod B. Notice that y can be computed in polynomial time given B and x. We sometimes
write x mod £ when the specific fundamental domain is not important, and we write R"™ /L for an arbitrary
fundamental domain.

The determinant of a lattice £, is defined to be det(£) = 1/det(BTB). It is easy to verify that the
determinant does not depend on the choice of basis and that det(L£) is the volume of any fundamental domain
of L.

The minimum distance of a lattice L, is the length of the shortest non-zero lattice vector,

ML) = min Iyl
Similarly, we define
A (L) = minmzax lyill

where the minimum is taken over linearly independent lattice vectors y1, . ..,y, € L. The covering radius
of a lattice L is
L) := maxdist(t, L) .
(L) = max dist(t, £)

The Voronoi cell of a lattice L is the set
V(L) :={xeR": |t < |ly —t[l,Vy € £\ {0}}

of vectors in R that are closer to O than any other point of L. It is easy to check that V(L) is a symmetric
polytope and that it tiles R™ with respect to £. The following claim is an immediate consequence of the fact
that an n-dimensional unit ball has volume at most (27e/n)"/2,

Claim 2.1. For any lattice L C R",

w(L) > \/n/(2me) - det(L)V/™ .

Lemma 2.2. For any lattice L C R™ and r > 0,

.+ p(L)"

LarBy < 5/ V)

Proof. For each vector y € £ N rB%, notice that V(L) +y C (r + u(£))B%. And, for distinct vectors
y,y' € L, V(L) +yand V(L) + y’ are disjoint (up to a set of measure zero). Therefore,

vol(r + u(£)BY) 2 vol (| V(L) +y) = |£NrBg|vol(V(£)) = |£N 7By - det(£)
yEeLNr By

The result follows by recalling that for any ' > 0, vol(r'BY) < (51 /\/n)™. O



Lemma 2.3 (IGMRO04]). For any lattice L C R",

E [dist(t, £)%] > u(L£)?/4
tNRn/ﬁ[ ist(t, £)°] > u(L)"/4,

where t € R" /L is sampled uniformly at random.

Proof. Let v € R" such that dist(v, £) = u(L). Notice that v — t mod £ is uniformly distributed. And, by
the triangle inequality, dist(v — t, £) + dist(t, £) > dist(v, L) = u(L). So,

1
: _ 1 SV . S .
twlgl/ﬁ[dlst(t,ﬁ)] 5 twﬂg/ﬁ[dmt(v t, L) + dist(t, £)] > u(L)/2

The result then follows by Markov’s inequality. O

A lattice projection for a lattice L C R"™ is an orthogonal projection 7 : R™ — R" defined by
m(x) 1= mg. (x) for lattice vectors S C L.

Claim 2.4. For any L C R"™ and any lattice projection 7, w(L) is a lattice. Furthermore, ift € R"/L is
sampled uniformly at random, then 7 (t) is uniform mod w(L).

Proof. The first statement follows from the well known fact that, if W = span S for some set of lattice
vectors S C L, then there exists a basis B := (by,...,b,) of £ such that span(by, ..., by) = W, where
k := dim W. (See, e.g., [MG02].) From this, it follows immediately that w(by1),...m(b,,) are linearly
independent and 7 (L) is the lattice spanned by these vectors, where 7 := ..

The second statement follows from the following similarly well known fact. Let b= (b1}t (b)
be the Gram-Schmidt vectors of the basis B described above. Then, the hyperrectangle

> :{Zaiﬁi : —1/2<a@'§1/2}

is a fundamental domam of the lattice. (See, e.g., [Bab85b]) L.e., for each t € R" / L, there is a unique
representative t € R with t = t mod L. The result then follows by noting that, if t € R is chosen uniformly
at random, then clearly 7(t) € 7(R) is uniform in 7r(R), which is a fundamental region of 7(L). O

2.3 Gaussian Measure

Here we review some useful background on Gaussians over lattices. For a positive parameter s > 0 and
vector x € R", we define the Gaussian mass of x as ps(x) = e~mIXII*/s*  For a measurable set A C R", we
define v5(A) = s [, ps(x) dx. It is easy to see that y,(R™) = 1 and hence 7, is a probability measure.
We define the discrete Gausszan distribution over a countable set A as

Day(x) = Z:((Z)) VxeA.

In all cases, the parameter s is taken to be one when omitted. The following lemma is the Poisson Summation
Formula for the Gaussian mass of a lattice.

Lemma 2.5. For any (full-rank) lattice L and s > 0,

P0) = g L)

7



We will also need Banaszczyk’s celebrated lemma [Ban93, Lemma 1.5].

Lemma 2.6 ([Ban93]]). For any lattice L C R", shift vector t € R", and r > 1/+/2m,
p((L+16)\ VnB3) < (Vamer?e ™) p(L) .

Micciancio and Regev introduced a lattice parameter called the smoothing parameter. For an n-
dimensional lattice £ and € > 0, the smoothing parameter n.(L) is defined as the smallest s such that
01 /S(E*) < 1 4 e. The motivation for defining smoothing parameter comes from the following two facts
[MRO4].

Claim 2.7. For any lattice L C R", shift vector t € R", ¢ € (0, 1), and parameter s > 1n.(L),

1—¢
1+¢

(L) < palL— ) < pa(L)
Lemma 2.8. For any lattice L,c € R" and s > n.(L),
A((Ds mod B),U(R"/L)) <¢e/2,

where Dy is the continuous Gaussian distribution with parameter s and U(R"™ /L) denotes the uniform
distribution over R™ /L.

We use the following epsilon-decreasing tool which has been introduced in [CDLP13|].

Lemma 2.9 ([CDLP13], Lemma 2.4). For any lattice L C R" and any 0 < &' < e < 1,

1:(L£) < \/log(1/€') [ log(1/e) - (L) -

Proof. We may assume without loss of generality that . (£) = 1. Notice that this implies that A\; (£*) >

V/1og(1/e)/m. Then, for any s > 1,
p1/s(L7\{0}) = D exp(—(s® = )| w[*) - p(w) < exp(—7(s” = DA1(£)*)p(L7\ {0}) < & .

Setting s := +/log(1/¢’)/log(1/e) gives the result. O

Lemma 2.10. For any lattice L C Q™ with basis B whose bit length is 3 and any ¢ € (0,1/2), we have
n-(L(B)) < 2PWB) /log(1/¢), and \p(L) < 2u(L) < 2PV (B),

2.4 Sampling from the Discrete Gaussian

For any B = (by,...,b,) € R™*" let

1B} := max |7y, b, 3o (Bl

i.e., ||B| is the length of the longest Gram-Schmidt vector of B.
We recall the following result from a sequence of works due to Klein [Kle00]; Gentry, Peikert, and
Vaikuntanathan [GPVO08]]; and Brakerski et al. [BLP™13].



Theorem 2.11. There is an efficient algorithm that takes as input a basis B € Q"*" and any parameter
s > ||B||v/log n and outputs a sample from D 5, where L C R™ is the lattice generated by B.

Corollary 2.12. There is an efficient algorithm that takes as input a (basis for a) lattice L C Q™ and
parameter s > 2"1.(L) and outputs a sample from Dy ;.

Proof. Combine the above with the celebrated LLL algorithm [LLL82], which in particular allows us to find
a basis for £ with ||B|| < 2/2n.(L). O

We also need the following result, which is implicit in [Ban93||. See, e.g., [DR16] for a proof.

Lemma 2.13. For any lattice L C R™ and € € (0,1/2),

A(£) < 20(L) < V- .(L)
In particular, there exists a basis B of £ with |B|| < A (L) < v/ - M 2(L).

Corollary 2.14. For any lattice L C Q" with basis B, there exists preprocessing P whose size is polynomial
in the bit length of B and an efficient algorithm that, on input P and s > \/nlogn - 171/2(£) outputs a sample
from D .

Proof. By|Lemma 2.13]| there exists a basis B’ with H/]??H < V/n-1m1/2(L). By|Lemma 2.10} the bit length

of B’ is polynomial in the bit length of B. We use this as our preprocessing P. The result then follows by
O
2.5 Computational Problems

Here we define two promise problems that will be considered in this paper.

Definition 2.15 (Covering Radius Problem). For any approximation factor v = y(n) > 1, an instance of
+-GapCRP is a (basis for a) lattice £ C Q". Itis a YES instance if ;1(£) < 1 and a NO instance if p(L£) > 7.

Definition 2.16 (Smoothing Parameter Problem). For any approximation factor y = vy(n) > 1l and ¢ =
g(n) > 0, an instance of y-GapSPP, is a (basis for a) lattice £ C Q". Itis a YES instance if n.(£) < 1 and
a NO instance if n.(£) > 7.

We will need the following result from [CDLP13]].

Theorem 2.17. Forany ¢ € (0,1/2), y-GapSPP_ is in SZK for v = O(1 + /log(1/e)/ log(n)).

2.6 Noninteractive Proof Systems

Definition 2.18 (Noninteractive Proof System). A pair (P, V) is a noninteractive proof system for a promise
problem IT = (ITYES TINO) if P is a (possibly unbounded) algorithm and V' is a polynomial-time algorithm
such that

e Completeness: for every x € TIYES, Pr[V (z,r, P(z, 7)) accepts] > 1 — ¢; and

“In [CDLP13], this result is proven only for ¢ < 1/3. However, it is immediate from, e.g., that the result can be
extended to any € < 1/2.



e Soundness: for every x € IIN°, Pr[3 7 : V(z,r,7) accepts] < ¢,

where n is the input length, € = €(n) < negl(n), and the probabilities are taken over r, which is sampled
uniformly at random from {0, 1}Po ("),

A noninteractive proof system (P, V) for a promise problem II = (ITYES TINO) is statistical zero
knowledge if there exists a probabilistic polynomial-time algorithm S (called a simulator) such that for all
x € ITYES, the statistical distance between S(z) and (r, P(x, 7)) is negligible in n. The class of promise
problems having noninteractive statistical zero-knowledge proof systems is denoted NISZK.

2.7 Probability
The entropy of a random variable X over a countable set .S is given by

H(X):=) Pr[X =a]logy(1/Pr[X =d]) .
a€esS

We will also need the Chernoff-Hoeffding bound [[Hoe63|].

Lemma 2.19 (Chernoff-Hoeffding bound). Let X1,...,X,, € [0, 1] be independent and identically dis-
tributed random variables with X := E[X;]. Then, for any s > 0,

Pr [mY — ZXZ- > 3} < exp(—s%/(2m)) .

Finally, we will need a minor variant of the above inequality.

Lemma 2.20. Let X1,...,X,, € R be independent (but not necessarily identically distributed) random
variables. Suppose that there exists an o > 0 and s > 0 such that for any r > 0,

Pr[|X;| > r] < aexp(—r?/s?) .

Then, for any r > 0,
Pr [ZXE > r] < (14 a)™exp(—r/(25%)) .

Proof. For any index 7, we have
1 oo
Elexp(X2/(252)] = 1+ — - / rexp(r?/(25%)) Pr[|X;| > ] dr
3 0

<1+ % / rexp(—rQ/(232))dr
0
=14+ a«o.

Since the X; are independent, it follows that
E[exp (30 X2/2%)| = B[] exo(x?/25%)] < (1 +a)™.
i

The result then follows by Markov’s inequality. O
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3  Two NISZK Proofs for GapSPP

Recall the definition
Ndet (L) := max det(ﬂ'(ﬁ))l/rank(ﬂ(ﬁ)) )

We will also need the following definition from [DR16]],

Ui /2(5)
Cy(n) :=sup ,
() £ Naet(£)
where the supremum is taken over all lattices £ C R™. In this notation, [Theorem 1.6is equivalent to the
inequality
Cy(n) < 10(logn + 2) .
We note that the true value of () (n) is still not known. (In particular, the best lower bound is Cy)(n) >

log(n)/m + o(1), which follows from the fact that 7, 5(Z") = /log(n)/m + o(1).) We therefore state
our results in terms of Cy,(n).

3.1 An Explicit Proof System

We first consider the NISZK proof system for /n-coGapSVP due to [PVO0S]], shown in We show
that this is actually also a NISZK proof system for O(y/log(1/¢) - log n)-GapSPP, for negligible . (In
Section 3.2] we show a different proof system that works for all € € (0, 1/2), also with an approximation

factor of O(log(n)+/log(1/¢)).)

NISZK proof system for GapSPP.

Common Input: A basis B for a lattice £ C Q".

Random Input : m vectors tq, ..., t,, € P(B), sampled uniformly at random.
Prover P: Sample m vectors ey, ..., e, € R" independently from D, ¢,, and output them as the
proof.

Verifier V: Accept if and only if e; = t; mod L for all i and H > eieiTH < 3m.

Figure 1: The non-interactive zero-knowledge proof system for GapSPP, where m := 100n.

Theorem 3.1. For any ¢ < negl(n), v-GapSPP, is in NISZK for
1 1= O(Cy(n)y/Ioa(1/2)) < Ollog(n)y/loa(1/2))
via the proof system shown in

We will prove in turn that the proof system is statistical zero knowledge, complete, and sound. In fact,
the proofs of statistical zero knowledge and completeness are nearly identical to the corresponding proofs
in [PVOS].

11



To prove the zero-knowledge property of the proof system, we consider the simulator that behaves as

follows. Let ey, ..., e, € R™ be sampled independently from the continuous Gaussian centered at 0. Let
ti,...,t, € P(B) such that e; = t; mod L. The simulator then outputs ty, ..., t,, as the random input
and ey, ..., ey, as the proof.

Lemma 3.2 (Statistical zero knowledge). For any ¢ € (0,1) and lattice L C Q" with n.(L) < 1, the
output of the simulator described above is within statistical distance em of honestly generated random input

and an honestly generated proof as in In particular, the proof system in is statistical zero
knowledge for negligible c.

Proof. Notice that, conditioned on the random input t;, the distribution of e; is exactly D, s. So, we only

need to show that the random input t1, ..., t,, € P(B) chosen by the simulator is within statistical distance
em of uniform. Indeed, this follows from [Lemma 2.8 and the union bound. O

The proof of completeness is a bit tedious and nearly identical to proofs of similar statements in [AR04,

PV08, IDR16]. We include a proof in

Lemma 3.3 (Completeness). For any lattice L C Q" with 1, /5(L) < 1, the proof given in will be
accepted except with negligible probability. l.e., the proof system is complete.

Soundness. We now show the soundness of the proof system shown in using We

note that [DR16] contains an implicit proof of a very similar result in a different context. (Dadush and Regev
conjectured a form of and showed a number of implications [DR16]. In particular, they showed
that with non-negligible probability over a single uniformly random shift t € R™ /L, there is no list of vectors
el,...,e, € L+ t with small covariance.)

Theorem 3.4. For any lattice L C R" with basis B satisfying 1,2(L) > 100C,(n) (and in particular
any lattice with 1, /5(L£) > 1000(log(n) + 2)), if t1, ..., tn are sampled uniformly from R" /L, then the
probability that there exists any proof e1, . .., e, withe; =t mod L and

H 3 el

<3m

is at most exp(—Q(m?)).

Proof. By the definition of C,(n) there is a lattice projection 7 such that det(m(£)) > 100¥, where
k :=rank(7w(L)). For any ey, .. ., e,, with e; = t; mod L, we have

|Seet ] | St
> % Tr ( Z W(ei)ﬂ(ei)T)

where the first inequality on the spectral norms follows from the fact that (u, 7(e;)) = (mw(u), 7 (e;)) and
||m(u)]| < ||ul|; the second inequality follows from the fact that the spectral norm is the largest eigenvalue
and the trace is the sum of the k eigenvalues; and the equality is by definition of trace.
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Now by|[Claim 2.4] 7 (t;) is uniformly distributed mod (L), and therefore by [Lemma 2.3|

Eldist(r(t;), 7(£))*] > u(r(L))*/4.

Furthermore, since the t; are independent and identically distributed with dist(7(t;), 7(£)) < (7 (L)), we
can apply the Chernoff-Hoeffding bound (Lemma 2.19)) to get

Pr[Zdist(ﬂ(t,;),w( N2 < mpu(n(L)) /5] < exp(—Cm?) .

The result follows by noting that ;(7(£))?/(5k) > 3 by|Claim 2.1} together with the fact that det(r (L)) >
100", O

Corollary 3.5 (Soundness). For any ¢ € (0,1/2) and lattice L C R™ with basis B satisfying n > 2 and

ne(L£) > 100C,(n)+/log(1/e) (and in particular any lattice with 1. (L) > 1000(log(n) + 2)+/log( 1/5 ), if
t1,...,ty, are sampled uniformly from P(B), then the probability that there exists a proof €l,...,en with

e; =t mod L and
H Z eieiT
is at most exp(—(m?)). In other words, the proof system in is exp(—§(m?))-statistically sound.

Proof. By we have 7, /5 > 100C};(n), and the result follows from Theorem 3.4 O

Making the prover efficient. Finally, following [PVO8|] we observe that the prover in the proof system
shown in [Figure 1| can be made efficient if we relax the approximation factor. In particular, if 7.(£) <

1/y/nlogn, then by [Corollary 2. 14L there is in fact an efficient prover. [Theorem 1.2[then follows immediately

from the above analysis.

3.2 A Proof via Entropy Approximation

We recall from Goldreich, Sahai, and Vadhan [GSV99] the Entropy Approximation problem, which asks us to
approximate the entropy of the distribution obtained by calling some input circuit C on the uniform distribution
over its input space. In particular, we recall that [GSV99] proved that this problem is NISZK-complete.
(Formally, we only need the fact that Entropy Approximation is in NISZK.)

Definition 3.6. An instance of the Entropy Approximation problem is a circuit C and an integer k. Itis a YES
instance if H(C(U)) > k + 1 and a NO instance if H(C(U)) < k — 1, where U is the uniform distribution
on the input space of C.

Theorem 3.7 ((GSV99)). Entropy Approximation is NISZK-complete.

In the rest of this section, we show a Karp reduction from O(log(n)/log(1/¢))-GapSPP, to Entropy
Approximation. L.e., we give an efficient algorithm that takes as input a basis for a lattice £ and outputs a
circuit C such that (1) if n.(£) < 1, then H(C.(U)) is large; but (2) if n-(£) > C'log(n)+/log(1/¢), then
H(C.(U)) is small.

Intuitively, we want to use a circuit that samples from the continuous Gaussian with parameter one
modulo the lattice £. Then, by if n-(£) < 1, the resulting distribution will be nearly uniform
over R™ /L. On the other hand, we know that, with high probability, the continuous Gaussian lies in a set of
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volume roughly one. And, by definition, if 7. (£) > Q(C}(n)+/log(1/¢)), then there exists a projection 7
such that, say, vol(w(R™ /L)) = det(w (L)) > 100. Therefore, the projected Gaussian lies in a small fraction
of w(R™/L) with high probability.

To make this precise, we must discretize R™ /L appropriately to, say, (£/q)/L for some large integer
q > 1 and sample from a discretized version of the continuous Gaussian. Naturally, we choose D /.. The
following theorem shows that D/, mod £ lies in a small subset of (£/q)/L when 1, 5(L) is large.

Theorem 3.8. For any lattice L C R"™ with sufficiently large n and integer q > 2™ (n9—n (L) + p(L)), if
11/2(L) > 1000C, (n) (and in particular if 1y j5(L) > 10%(log(n)+2)), then there is a subset S C (L/q)/L
with |S| < ¢™ /200 such that

Pr X e S]> 9 .
X~Dgq mod L 10

Proof. It is easy to see that D/, is statistically close to the distribution obtained by sampling from a
continuous Gaussian with parameter one and rounding to the closest vector in £/q. (One must simply recall
from that nearly all of the mass of D/, lies in a ball of radius /n and notice that for such short
points, shifts of size u(L£/q) < 27" have little effect on the Gaussian mass.) It therefore suffices to show that
the above probability is at least 19/20 when X is sampled from this new distribution. We write CVP(t) for
the closest vector in £/q to t.

By assumption, there is a lattice projection 7 onto a k-dimensional subspace such that det(7(£)) > 1000F.
Notice that |7 (CVP(t))|| < |7 (t)|| + ©(L)/q < ||t|| + 2™ for any t € R™. In particular, if X is sampled
from a continuous Gaussian with parameter one,

Pr [Im(CVP(X))] 2 VA] < Pr [[x(X)] = VE -2 <

where we have applied But, by there are at most (¢/200)* points y € (7(£)/q)/m(L£))N

VkBE. Therefore, there are at most ¢ /200% < ¢" /200 points y € (£/q)/L with 19/20 of the mass, as
needed. U

Corollary 3.9. For any lattice L C R" withn > 2, € € (0,1/2), and integer ¢ > 2, let X ~ D, mod L.
Then,

1. ifn-(L) <1, then H(X) > nlogy q — 2; but

2. ifne(L) > 1000C,(n) - \/log(1/¢) (and in particular if n.(L) > 10*log(n)\/log(1/c)) and q >
2" (ng—n (L) + (L)), then H(X) < nlogy q — 6.

Proof. Suppose that 7. (L) < 1. Then, by [Claim 2.7, for any y € (L/q)/L,

L 1 1
Pr [X:y]:p( +Y)§ +€-—.
X~Dp/q mod L p(ﬁ/q) 1—¢ q»

It follows that
H(Dgjg mod £) > nlogy q +logy(1 —¢) — logy(1 +¢) > nlogyq—2,

as needed.
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Suppose, on the other hand, that 7. (£) > 1000C,(n) - y/log(1/e) and ¢ > 2" (99— (L) + u(L)). By

Lemma 2.9 7 /5(£) > 1000C;(n), so that by [Theorem 3.8] there is a set S of size |S| = ¢™/200 with at

least 9/10 of the mass of D/, mod L. Therefore,

9 1
H(Df/q mod £) < E-log2|5| +E-nlog2q <nlogyq—6,

as needed. OJ

Corollary 3.9shows that, in order to reduce O(log(n)/log(1/¢))-GapSPP, to Entropy Approximation,

it suffices to construct a circuit that samples from D/, mod L. The main result of this section follows

immediately from

Theorem 3.10. There is an efficient Karp reduction from v-GapSPP, to Entropy Approximation for

7 = 0(Cy(n)v/log(1/¢)) < O(log(n)+/log(1/¢)) .
and any ¢ € (0,1/2). Le., v-GapSPP, is in NISZK.

Proof. The reduction behaves as follows on input £ C Q™. By[Lemma 2.10] we can find an integer ¢ > 2
with polynomial bit length that satisfies ¢ > 2" (1, (£) + 11(£)). The reduction constructs the circuit Cy

from and outputs the modified circuit C(. /), that takes the output from C, and reduces it
modulo L. It then outputs the Entropy Approximation instance (C(z/q)/z, k := nlogy q — 4).

The running time is clear. Suppose that n.(£) < 1. Then, by Corollary 3.9|
H(Dg/qmod £) > nlogyq—2.

Since the output of C( 4) /- is statistically close to D/, mod L, it follows that H (C(/q),2(U)) > nlogy g—
3, as needed.

If, on the other hand, 7. (£) > Q(C},(n) - y/log(1/¢)), then by (Corollary 3.9

H(Dgjq mod £) <nlogyq—6.

Since the output of C( 4/ is statistically close to D/, mod L, it follows that H (C(/q)/2(U)) < nlogy g—
5. O

4 A coNP Proof for O(logn)-GapSPP

We will need the following result from [RS17], which extends to smaller € by noting that
p1/s(L*\ {0}) decays at least as quickly as py/,(A1(L¥)).

Theorem 4.1. For any lattice L C R™ and any € € (0,1/2),

log(1/¢)
TA1(L£*)?

log(1/e)

< 100(1 2)? 2y =
> OO( ogn + )ndet(‘c) +7TA1(,C*)2

1=(L£)? < Cp(n)*naes (£)? +
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Proof. We may assume without loss of generality that 74e (£) = 1. Then, by definition, py ¢, () (£L*\{0}) <
1/2. Therefore, for any s > C)(n),

prys(L) =1+ D exp(=n(s* = Cy(n)*)[WI*)p1/c, () (W)
weL*\{0}

<14+ Y exp(=m(s® = Cy(m) ML) prycy(m (W)
weL\{0}

< 1+ exp(=n(s® — Cp(n)) M (£4)?) /2,
and the result follows. O]

Next, we prove an easy lower bound with a similar form (by taking the average of two trivial lower bounds).

Lemma 4.2. For any lattice L C R™ and any € € (0,1/2),

log(2/e)

778([’)2 > 77det(*c)2/8 + m .

Proof. First, note that p; /i(£* \ {0}) > 2p;/4(A\1(L£")). Rearranging, we see that

log(2/¢)
775([')2 > W .

On the other hand, recall that for any lattice projection 7 onto a subspace W, det(L* N W) = 1/ det(w(L)).
Le., Naet (£) = max i+ det(£) =1/ 720 " So, suppose s < 7det(L£)/2. Then, by [Lemma 2.5

pr/s(L7) = max piys(£) = ax s~/ det(L) 2 2.
S0, Ne(£)? > 11(L)? > et (L£)? /4. The result follows by taking the average of the two bounds. O
The main theorem of this section now follows immediately.
Theorem 4.3. For any ¢ € (0,1/2), v-GapSPP, is in coNP for v = O(Cy(n)) < O(logn).

Proof. Lety := 2\/§Cn(n). On input a lattice £ C R", the prover simply sends a lattice projection 7 with
det(mr(£))Y/ r2k(m(£)) = 54, (L) and a vector w € L£* with ||w| = \;(£*). The verifier checks that 7 is
indeed a lattice projection and that w € £* \ {0}. It then answers NO if and only if

log(1
,72 det(ﬂ_(ﬁ))Q/rank(w(E))/8+ Og( /5) > 72 ) 4.1)

7llw]]?
To prove completeness, suppose that 1-(£) > . Then, by Theorem 4.1}

e (L) /8 + 7lrig1((1£/*8))2 > (L) > 77 .

Le., there exists a valid proof, as needed.
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To prove soundness, suppose that 7. (£) < 1. Then, by [Lemma 4.2]

10g(1/€) n (5)2 < 1.

2
Ndet (£)”/8 + 271')\1(,6*)2 —= e

Therefore,

1
ogl1/e) _ *mlLF /S + it

2 2
Ve £)2/8 + 2 L2 < .
PEN ™ (028 + L5,
< max{~*,2}
<4

In other words, [Equation (4.1)| cannot hold for any pair w € £* \ {0} and lattice projection 7. Le., the
verifier will always answer YES, as needed. O

Finally, we derive the following corollary.
Corollary 4.4. Forany ¢ € (0,1/2), y-coGapSPP, has an SZK proof system with an efficient prover for
v := O(Cy(n) + y/log(1/e)/logn) < O(logn + +/log(1/e)/logn) .

Proof. By[Theorem 2.17| v-GapSPP, is in SZK. Since SZK is closed under complements [SV97, |0ka96]],
~v-coGapSPP, is in SZK as well. By [Theorem 4.3| v-coGapSPP, is in NP. The result then follows by the
fact that any language in SZK N NP has an SZK proof system with an efficient prover [NV06]. O

5 An SZK Proof for O(y/n)-GapCRP

In this section we prove that O(y/n)-GapCRP is in SZK, which improves the previous known result by a
w(+/log n) factor [PVOS]]. First we need the following result from [CDLP13].

Lemma 5.1. For any lattice L and parameter s > 0,
po(L) -1 (V(L) < 1.

Here we prove an upper bound on the smoothing parameter of a lattice in terms of its covering radius. This
bound is implicit in [DR16].

Lemma 5.2. For any lattice L C R™ and € > 0, we have

ne(£) < ,/ﬁw(ﬁ)-

In particular, n-(L) < O(u(L)) for any e > Q(1).
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Proof.

p1/s(L7) = s - det(L) - ps(L) (Lemma 2.5)
. det(L
< ([Cemmas ]
s - det(L)
- IV(L) s~ - exp(—mx2/s?) dx
det(L)
<

- fV(L) exp(—mu(L)?/s2) dx
< exp(mu(L)?/s%)

where we used the fact that ||x|| < p(L£) for any x € V(L). By setting s = , [ oatiTe) - w(L) we have the

desired result. O

Theorem 5.3. The problem O(y/n)-GapCRP has an SZK proof system with an efficient prover, as does
O(y/n)-coGapCRP.

Proof. Fix some some constant ¢ € (0,1/2). By|[Lemma 2.13|and [Lemma 5.2} we know that there exist C
and C such that

01775(5) < ,u,([:) < 02\/5 : 776(£)a

and hence there is a simple reduction from O(/n)-GapCRP to O(1)-GapSPP... It follows from|Theorem 2.17]
that O(y/n)-GapCRP is in SZK. To see that the prover can be made efficient, we recall from [GMRO04] that
O(4y/n)-GapCRP is in NP N coNP. The result then follows by the fact that any language in SZK N NP has
an SZK proof system with an efficient prover [NVO0G]. O
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A Proof of

Definition A.1. For any § > 0, S C R", we say that A C S is a §-net of S if for each v € S, there is some
u € A such that [ju — v|| <.

Lemma A.2. For any § > 0, there exists a 0-net of the unit sphere in R™ with at most (1 + 2/6)™ points.

Proof. Let N be maximal such that IV points can be placed on the unit sphere in such a way that no pair of
points is within distance § of each other. Clearly, there exists a §-net of size V.

So, it suffices to show that any collection of vectors A in the unit sphere with [A| > (1 4+ 2/§)" must
contain two points within distance § of each other. Let

B:=|J((6/2)By +u)

ucA

be the union of balls of radius ¢ /2 centered at each point in A. Notice that B C (1 4 6/2)B%. If all of these
balls were disjoint, then we would have

vol(By) = |A| - (6/2)" vol(By) > vol((1+6/2)B3) ,

a contradiction. Therefore, two such balls must overlap. L.e., there must be two points within distance § of
each other, as needed. O

We will need the following result from [Ver12, Lemma 5.4].

Lemma A.3. For a symmetric matrix M € R" "™ and a §-net of the unit sphere A with ¢ € (0,1/2),

1
< — .
M| < - max |(Mv, v)|
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We will also need the following result from [MP12, Lemma 2.8], which shows that the discrete Gaussian
distribution is subgaussian.

Lemma A.4. For any lattice L C R" with 1, /5 (L) < 1, shift vector t € R™, unit vector v € R", and any
r >0,

P XV > <1 —7r?) .
XNDI;HH(V, )| > 7] < 10exp(—7r)

Proof of[Lemma 3.3] Let {v1,...,vy} bea (1/10)-net of the unit sphere with N < 25", as guaranteed by
[Lemma A.2| By|Lemma A.4] we have that for any e; in the proof, any v, and any r > 0, Pr[|(v;,e;)| >

r] < 10 exp(—nr?). Therefore, by [Lemma 2.20

Pr [Z(Vj,ei>2 > r] < 9memr/2

%

Applying the union bound, we have

Pr [Elj, Z(vj,ei>2 > r} < N2 /2

%

Taking r := 2m, we see that this probability is negligible. Applying shows that
H Z eielT
i

except with negligible probability, as needed. O

§2m~g<3m,
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