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Abstract

At Asiacrypt 2016 Bellare, Fuchsbauer and Scafuro introduced the notion of subversion zero
knowledge for non-interactive proof systems, demanding that zero knowledge (ZK) is main-
tained even when the common reference string is chosen maliciously. Succinct non-interactive
arguments of knowledge (SNARKS) are proof systems with short and efficiently verifiable proofs,
which were introduced for verifiable computation. They are deployed in cryptocurrencies such
as Zcash, which guarantees user anonymity assuming zero-knowledge SNARKs. We show that
under a plausible hardness assumption, the most efficient SNARK schemes proposed in the liter-
ature, including the one underlying Zcash, satisfy subversion ZK or can be made to at very little
cost. We argue that Zcash is thus anonymous even if its parameters were set up maliciously.

1 Introduction

Arguably the main application for SNARKSs is verifiable computation. Consider a client that
outsources resource-intensive computation to a powerful server, which attaches a proof to the
result in order to convince the client that it was correctly computed. For this to be meaningful,
verification of such a proof must be considerably more efficient than performing the computation
in the first place. SNARK systems provide such proofs and an impressive line of research has led
to more and more efficient systems with proofs of size less than a kilobyte that are verified in
milliseconds. The reason why SNARKSs are not used for verifying outsourced computation yet is
that computing a proof for complex computations is still not practical.

Zero-knowledge (ZK) SNARKSs apply to the situation where some inputs of the computation
come from the prover (the server in our example), who wants to keep its inputs private. Theses
systems guarantee that a proof does not reveal more about them than what can be inferred from the
result of the computation. ZK-SNARKs are already deployed, for example in Zcash [Zca], which
is a cryptocurrency like Bitcoin [Nak09], based on the Zerocash protocol [BCGt14a]. It protects
users’ privacy by letting them make anonymous payments. As opposed to Bitcoin, where all
transactions are public, coins in Zerocash (which would correspond to unspent transaction outputs
in Bitcoin) only appear in a stealth form on the blockchain. They are represented by cryptographic
commitments that look like random strings and transactions are ZK proofs. It therefore cannot be
determined which coins have been spent; to prevent double-spending, coins contain serial numbers,
which must be revealed when spending coins by transferring their value to newly created coins.
SNARK proofs ensure that this is correctly done and the compound value of the new coins does
not exceed that of the spent ones. To make payments anonymous, the proofs must not reveal any
of these hidden values, such as the serial numbers of the new coins; anonymity thus crucially relies
on the SNARK being zero-knowledge.
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The main drawback of SNARKSs is that they require system parameters that must be gener-
ated in a trusted way. In particular, whoever knows the randomness used when setting them up
can convince verifiers of false statements (violating soundness of the system), which for Zerocash
translates to counterfeiting money. The authors of Zerocash write: “[D]ue to the zk-SNARK, our
construction requires a one-time trusted setup of public parameters. The trust affects soundness
of the proofs, though anonymity continues to hold even if the setup is corrupted by a malicious
party.” [BCGT14a]. The last statement is then not elaborated any further. We note that the
actual parameters of Zcash have been set up in a way that distributes the trust, using the efficient
multiparty protocol that Ben-Sasson et al. [BCG™15] devised for this purpose (see below).

In this work we look at whether zero knowledge is actually retained when the parameters are set
up in a malicious way for the most efficient SNARK constructions in the literature, including the
one [BCTV14] that underlies Zcash. We base our analyses on the theoretical framework introduced
by Bellare et al. [BFS16], who formalized the notion of subversion zero knowledge. In the following
we discuss SNARKS in more detail starting from the basics: ZK proofs.

ZERO-KNOWLEDGE PROOFS. A zero-knowledge proof [GMRS9] is a protocol between a prover
and a verifier that allows the former to convince the latter of the validity of a statement without
revealing anything else. ZK proofs are an important building block for cryptographic schemes as
they allow to assert that computations were done correctly while respecting the user’s privacy.
The three main properties of a ZK proof system are that a proof for a valid statement computed
according to the protocol should convince a verifier (completeness); but there is no way that a
malicious prover can convince a verifier of false statements (soundness); moreover nothing but the
truth of the statement is revealed (zero konwledge).

In non-interactive ZK proofs [BFMS88], the prover only sends one message (the proof) to the
verifier. NIZK systems rely on a common reference string (CRS) to which both prover and verifier
have access and which must be set up in a trusted way (the CRS corresponds to the SNARK
parameters mentioned above). Without such a CRS, NIZK systems are not possible [GO94].

NIZK proof systems exist for every NP-language [BFM88, BDSMP91]|. A language L is an NP
language if it can be defined via a polynomial-time computable relation R as follows: a statement x is
in L iff there exists a witness w such that R(x,w) = true, where the length of w must be polynomial
in the length of x. In verifiable computation a server’s private input would be a witness. For the
proofs in Zerocash [BCG*14a], a statement x consists of the Merkle commitment to all coins in the
system and the serial numbers of the spent coins; the witness w contains the commitment openings,
the keys allowing to spend the coins and their values.

Zero knowledge is formalized via a simulator that generates a CRS in which it can embed
a trapdoor. The trapdoor must allow the simulator to produce proofs without a witness for the
proven statement. ZK requires that there exists a simulator whose simulated CRSs and proofs are
computationally indistinguishable from real ones. (If both types are distributed equivalently then
we have perfect ZK.) In a line of work Groth, Ostrovsky and Sahai [GOS06b, GOS06a, Gro06,
GS08] constructed NIZK proof systems based on groups equipped with a pairing, i.e., an efficiently
computable bilinear map. They gave the first perfect ZK system for all NP languages and very
efficient schemes for specific languages based on standard cryptographic assumptions.

SNARKS. Another line of work considered the size of proofs from a theoretical point of view,
leading to schemes with a proof size that is sublinear in the length of the proven statement [Mic00].
SNARGs are succinct non-interactive arguments, where succinct is defined as the proof length
being at most polylogarithmic in the length of the statement and the witness. They are arguments
(as opposed to proofs) because soundness only holds against efficient provers. This is the best
achievable notion, since SNARGs are unconditionally ZK (which implies every CRS contains a



trapdoor). SNARKSs are succinct non-interactive arguments of knowledge, for which a valid proofs
implies that the prover knows the witness.

The first NIZK system with constant-size proofs was given by Groth [Grol0] using bilinear
groups, and which was later improved by Lipmaa [Lipl12]. Gennaro, Gentry, Parno and Raykova
[GGPR13] introduced the notion of a quadratic span program (QSP), showed how to efficiently
convert any boolean circuit into a QSP and then constructed a SNARK system for QSPs whose
proofs consist of 8 elements of a bilinear group. They also gave a construction based on quadratic
arithmetic programs (QAP), which represent arithmetic circuits, whose inputs are elements from
a finite field F and whose gates add or multiply F elements. QAPs are preferred in practice due
to their greater efficiency. Parno, Howell, Gentry and Raykova [PHGR13] improved on [GGPR13],
making the conversion from a circuit to a QAP more efficient and reducing the proof size by
one group element. They implemented their scheme and called it “Pinocchio”. Ben-Sasson et al.
[BCGT13, BCTV14] improve the conversion of actual program code to QAPs, reduce the size of
SNARK parameters and implemented their results [BCGT14b)].

The size of SNARK proofs for boolean circuits was then further reduced by Danezis, Fournet,
Groth and Kohlweiss [DFGK14], who modified QSP to square span programs and built a SNARK
for them whose proofs consist of only 4 group elements. Last year Groth [Grol6] presented the
most efficient SNARK construction to date, which is for arithmetic circuits and whose proofs
consist of only 3 group elements (and require 3 pairings to verify). All previous bilinear-group-
based SNARKSs are proven under strong cryptographic assumptions (knowledge assumptions), for
which there is evidence that they might be unavoidable [GW11, BCCT12]. Starting from Bitansky
et al.’s [BCIT13] linear interactive proof framework, Groth achieves his result by proving security
directly in the generic-group model [Sho97] (in which all previously considered assumptions hold).
He also shows that SNARKSs over asymmetric bilinear groups must contain at least one element
from both source groups, meaning that the proof size of his construction is only one element short
of the optimal size.

SUBVERSION-RESISTANCE. The Snowden revelations documented the NSA’s efforts to subvert
standards, for which an illustrative example is the NSA-designed and ISO-standardized Dual EC
random number generator. Its parameters include two elliptic-curve points, whose respective dis-
crete logarithms can act as a backdoor that can be exploited to break TLS [CENT14]. NIZK
systems are particularly prone to parameter subversion, since their CRS must be subvertible by
design: zero knowledge requires that an honest CRS is indistinguishable from a backdoored CRS,
where the backdoor is the trapdoor used to simulate proofs. For SNARKSs the parameters always
contain a backdoor and anyone knowing it can simulate proofs for false statements, breaking sound-
ness. For NIZK proofs of knowledge for which the CRS contains a trapdoor that allows extraction
of the witness from an honest proof, a subvertor can even violate their zero-knowledge property.

Motivated by this, Bellare, Fuchsbauer and Scafuro [BFS16] ask what security can be main-
tained for NIZKs when its trusted parameters are subverted. They first formalize different notions
of resistance to CRS subversion and then investigate their achievability. They define subversion
soundness (S-SND), meaning that no adversary can generate a (malicious) CRS together with a
valid proof 7 for a false statement zx.

They also give a subversion-resistant analogues for zero knowledge. Recall that ZK assumes that
there exists a CRS simulator Sim.crs returning a simulated CRS crs’ and an associated simulation
trapdoor std, and a proof simulator Sim.pf that outputs proofs on input a valid instance x and
std, such that no efficient adversary can distinguish the following: either being given crs’ and an
oracle implementing Sim.pf, or an honest crs and an oracle returning honestly computed proofs.
Subversion ZK (S-ZK) requires that for any adversary X creating a malicious CRS crs in any way



it likes using randomness (coins) r, there exists a simulator Simx.crs returning a simulated CRS
crs’ with trapdoor std together with simulated coins 1, as well as a simulator Simy.pf returning a
proof on input a valid instance z and std, such that no adversary can distinguish the following:
being given crs’ and v’ and a Simy.pf oracle, or a crs output by X, together with the used coins
r and an honest proof oracle. The authors also define a subversion-resistant notion (S-WI) of
witness-indistinguishability [FLS90] (see Sections 2.3 and 2.4).

Following [GO94], Bellare et al. [BFS16] first show that S-SND cannot be achieved together
with (standard) ZK for non-trivial languages (for trivial ones the verifier needs no proof to check
validity of statements). This is because ZK allows breaking soundness by subverting the CRS. They
then show that S-SND can be achieved together with S-WI. Their main result is a construction
that achieves both S-ZK (and thus S-WI) and SND.

BFS’s S-ZK scHEME. To achieve S-ZK, a simulator must be able to simulate proofs under a CRS
output by a subvertor, so it cannot simply embed a trapdoor as in standard ZK. Bellare et al. base
S-ZK on a knowledge assumption, which is the type of assumption that also implies knowledge
soundness of SNARKSs. It states that an algorithm can only produce an output of a certain form if
it knows some underlying information. This is formalized by requiring the existence of an extractor
that extracts this information from the algorithm. In their scheme this information acts as the
simulation trapdoor, which under their knowledge assumption can be obtained from a subvertor
outputting a CRS.

Concretely, they assume that for a bilinear group (G, +) with a generator P any algorithm that
outputs a Diffie-Hellman tuple of the form (P, sy P, so P, s182P) must know either sy or s3. They
call their assumption Diffie-Hellman knowledge-of-exponent assumption (DH-KEA). Note that a
tuple (P, S1, Se, S3) of the above form can be verified via the (symmetric) bilinear map e by checking
6(53, P) = e(Sl, SQ)

A question that arises is: who chooses the group G in their scheme? Bellare et al. address this
by making the group G be part of the scheme specification. This begs the question whether the
subversion risk has not simply been shifted from the CRS to the choice of the group. However, the
group generation algorithm is deterministic and public, so users can create the group themselves,
or even use their own implementation to hedge against a subverted standardized implementation.
The group is thus reproducible, whereas the CRS is inherently not. Of course, the group itself could
also be weak, (e.g., the discrete-log problem could be easy), but we know it is possible to publicly
specify good algorithms, as done for example in research papers. If these are deterministic, and
their results hence reproducible, this yields faith that there are no backdoors.

We note that Groth, Ostrovsky and Sahai [GOS06a| face a similar problem when constructing
non-interactive WI proofs without a CRS, where the prover choses the group. For soundness (which
protects against malicious provers) of their scheme, it suffices that the group is verifiable, that is,
one can efficiently check whether it actually is a bilinear group. However, they need not make
any hardness assumptions over such possibly maliciously chosen groups, for which it would not be
possible to efficiently verify that they hold.

PARAMETER SETUP IN PRACTICE. A way to avoid the problem of generating a trusted CRS for
NIZK systems altogether is by proving its security in an idealized model, the random-oracle model
(ROM) [BR93]. Instead of a CRS, one assumes that all parties have access to a truly random
function (which is modeled as an oracle returning random values). In practice the random oracle is
replaced by a cryptographic hash function and the proof in the ROM can be viewed as a security
heuristic for the resulting scheme.

For NIZK systems whose CRS is a uniform random string one can in practice set the CRS to a
common random-looking public value such as the digits of 7 or the output of a standardized hash




function on a fixed input. This intuitively guarantees that no one has embedded a trapdoor. For
the Groth-Sahai proof system [GSO08], the CRS consists of random elements of an elliptic curve;
they can be set up by mapping a common random string to group elements by hashing directly
into elliptic curves [BF01, SvdW06, BCI*10].

For practical SNARKSs the situation is different: there are no CRS-less constructions in the
random-oracle model and the CRS is highly structured. The parameters typically contain elements
of the form (P, 7P, 72P), where P is a generator of a group G and 7 is a random value. Soundness
completely breaks down if the value 7 is known to anyone. Unfortunately, there is no known way of
creating such a triple obliviously, that is, without knowing the value 7. In order to show subversion
zero knowledge of SNARK schemes, we leverage this fact by actually assuming that creating such a
triple cannot be done without knowing 7. Under this assumption, which we call square knowledge
of exponent (SKE) assumption (Definition 2.14), we then prove subversion ZK of several relevant
SNARK constructions from the literature. As an additional sanity check, we prove that SKE holds
in the generic group model (Theorem 2.16). Like Bellare et al. [BFS16], we consider the description
of G to be part of the system specification. Unlike them we however assume that schemes sample
random group generators, which is closer to how schemes are modeled when formally analyzed.

To show subversion zero knowledge of existing SNARK schemes, we proceed in two steps. Their
(standard) zero knowledge was proved by showing that proofs can be simulated when the secret
values used to compute the CRS are known. However, this simulation trapdoor typically contains
other values in addition to the value 7 from the CRS elements (P, 7P,72P). As it is not clear how
the S-ZK simulator can extract all of them, our first step is to show that proofs can be simulated
using 7 only (or other values that can be extracted under our assumption).

Standard ZK follows, since under a correctly computed CRS the simulated proofs are equiva-
lently distributed as honestly generated proofs. However, for S-ZK this must hold even for a CRS
that was computed in any arbitrarily way. While we cannot guarantee that the CRS creator used
random values when computing the CRS, we show how to verify that the structure of the CRS is
as prescribed. (For one of the schemes [BCTV14] that we analyze, this requires to extend the CRS
slightly.) We then show that if a CRS passes this verification then simulated proofs are distributed
like real proofs. This proves that the scheme is S-ZK under our SKE assumption.

Since simulated proofs are by definition independent of a witness, this moreover shows that
under a verified CRS, proofs for different witnesses are equally distributed. As a corollary we thereby
obtain that the SNARKSs we consider satisfy subversion witness indistinguishability unconditionally
(i.e., no assumptions required).

We note that Ben-Sasson et al. [BCGT15] also consider making a CRS verifiable. Their goal
is to protect soundness against subversion by sampling the secret values underlying a CRS in a
distributed way. If at least one of the participants in the CRS-creation protocol is honest then this
leads to a correctly distributed CRS. In order for this process to be auditable, they require the CRS
creator(s) to prove that the CRS is of the correct form via a NIZK protocol [Sch91, FS87] that is
secure in the random-oracle model. Their protocol thus returns verifiable SNARK parameters.

OUR RESULTS. We already discussed that SNARKSs are not subversion sound, since their CRS
contains the simulation trapdoor. In this work we look at subversion-resistance of their zero-
knowledge property and investigate several SNARK constructions from the literature that are based
on bilinear groups. In particular, the first QAP-based and QSP-based constructions [GGPR13]; the
optimized Pinocchio construction [BCTV14] implemented in libsnark [BCG'14b]; and finally the
two most efficient SNARK constructions to date by Groth et al. [DFGK14, Grol6]. We consider
all of these schemes over fixed bilinear groups, that is, we assume that there is one group for every
security parameter. As discussed above, this seems unavoidable, since when the CRS subvertor



is allowed to choose its own group it is unclear how to make any assertions, as we would have to
make hardness assumptions with respect to an arbitrary group. We also make the (reasonable)
assumption that a privacy-conscious prover (whose protection is the goal of zero knowledge) first
checks whether the CRS looks plausible (to whatever extent this is possible) before publishing a
proof with respect to it. All of our results implicitly make these two assumptions.

We start with the first SNARK construction for QAPs by Gennaro, Gentry, Parno and Raykova
[GGPR13] and show how to verify that the CRS is correctly formed. We then show that assuming
SKE, their construction satisfies subversion zero knowledge as defined in [BFS16]. The same holds
for the QSP-based SNARK from [GGPR13|. We next turn to the optimized version of Pinocchio
over asymmetric bilinear groups due to Ben-Sasson, Chiesa, Tromer and Virza [BCTV14]. For this
construction we show that adding 4 group elements to the CRS makes it efficiently checkable. We
then prove that the scheme with this slightly extended CRS satisfies subversion zero knowledge
under SKE. For the SNARK by Danezis, Fournet, Groth and Kohlweiss [DFGK14], the CRS is
already verifiable and S-ZK of the scheme is shown analogously to Pinocchio.

Finally, we consider the most efficient SNARK scheme by Groth [Grol6], and again show that
the scheme is already subversion-zero-knowledge under SKE. Proving this turns out tricker than
for the previous schemes, since the value 7, for which P, 7P, 72P,... is contained in the CRS does
not suffice to simulate proofs. We show that, using SKE twice, another value can also be extracted,
which together with 7 then enables proof simulation. As corollaries, we get that S-WI holds
unconditionally for all considered schemes.

IMPLICATIONS OF OUR RESULTS. The SNARK parameters used in Zcash were computed by run-
ning the multi-party protocol from [BCG™15] and verifiability of this process is achieved via random-
oracle NIZK proofs. Let us define a CRS subvertor that runs this protocol, playing the roles of
all parties, an outputs the resulting CRS which includes the ROM proofs. Since the latter guar-
antee well-formedness of the CRS, under SKE there exists an efficient extractor that can extract
the simulation trapdoor from this CRS subvertor. Using the trapdoor, proofs can be simulated
(as specified in Section 5). We thus conclude that, assuming users verify the consistency of the
CRS, Zcash provides subversion-resistant anonymity in the random oracle model under the SKE
assumption with respect to the concrete bilinear group used by Zcash. Thus, even if all parties
involved in creating the parameters were malicious, Zcash is still anonymous.

2 Definitions

2.1 Notation

If z is a (binary) string then |z is its length. If S is a finite set then |S| denotes its size and s <—s .S
denotes picking an element uniformly from S and assigning it to s. We denote by A € N the security
parameter and by 1* its unary representation.

Algorithms are randomized unless otherwise indicated. “PT” stands for “polynomial time”,
whether for randomized or deterministic algorithms. By y < A(x1,...;7) we denote the opera-
tion of running algorithm A on inputs x1,... and coins r and letting y denote the output. By
y <s A(xy,...), we denote the operation of letting y « A(z1,...;r) for random r. We denote by
[A(z1,...)] the set of points that have positive probability of being output by A on inputs z, ...
Adversaries are algorithms. Complexity is uniform throughout: scheme algorithms and adversaries
are Turing Machines, not circuit families.

For our security definitions and some proofs we use the code-based game playing framework
of [BRO6]. A game G (e.g. Figure 1) usually depends on some scheme and executes one or more



adversaries. It defines oracles for the adversaries as procedures. The game eventually returns a
boolean. We let Pr[G] denote the probability that G returns true.

We recall the standard notions of soundness, knowledge-soundness, witness-indistinguishability
and zero knowledge for NIZKs, which assume the CRS is trusted and then give their subversion-
resistant counterparts that were introduced in [BFS16]. We mainly follow their exposition and
start with the syntax.

2.2 NP Relations and NI Systems

NP RELATIONS. Consider R: {0,1}* x {0,1}* — {true,false}. For z € {0,1}* we let R(x) =
{w|R(z,w) = true } be the witness set of x. We say that R is an NP relation if it is PT and
there is a polynomial R.wl: N — N called the maximum witness length such that every w in R(x)
has length at most R.wl(|z|) for all x € {0,1}*. We let L(R) = {z|R(z) # 0} be the language
associated to R. The fact that R is an NP relation means that L(R) € NP.

NI sysTEMS. A non-interactive (NI) system [ for R specifies the following PT algorithms. Via
crs <s [1.Pg(1*) one generates a common reference string crs. Via 7 <—s [1.P(1*, crs, z, w) the honest
prover, given x and w € R(z), generates a proof 7 that z € L(R). Via d < M.V(1*, crs,z,7) a
verifier can produce a decision d € {true, false} indicating whether 7 is a valid proof that x € L(R).
We require (perfect) completeness, that is, M.V(1*, crs, z, M.P(1*, crs, z,w)) = true for all A € N,
all crs € [M.Pg(\)], all € L(R) and all w € R(z). We also assume that .V returns false if any of
its arguments is L.

2.3 Standard Notions: SND, KSND, WI and ZK

SOUNDNESS. Soundness means that it is hard to create a valid proof for any « ¢ L(R). We consider
computational soundness as opposed to a statistical one, which is usually sufficient for applications,
and which is the notion achieved by SNARGs.

Definition 2.1 (SND) An NI system I is sound for R, if Advf—?’%’A(-) is negligible for all PT
adversaries A, where Advsnn’%’A()\) = Pr[SNDnrA(A)] and game SND s specified in Figure 1.

KNOWLEDGE SOUNDNESS. This strengthening of soundness [BG93] means that a prover that out-
puts a valid proof must know the witness. Formally, there exists an extractor that can extract
the witness from the prover. The notion implies soundness, since for a proof of a wrong statement
there exists no witness.

Definition 2.2 (KSND) An NI system I is knowledge-sound for R if for all PT A there exists a
PT extractor E such that AdvlﬁS’rF‘{}AE(-) is negligible for all PT adversaries A, where AdvﬁS’?SA’E()\) =
Pr[KSNDp r A E(A)] and game KSND is specified in Figure 1.

Note that (as well as following two notions) the output of game KSND is efficiently computable,
which is not the case for SND, since membership in L(R) may not be efficiently decidable. This
can be an issue when proving security of more complex systems that use a system [1 as a building
block.

WI. Witness-indistinguishability [FLS90] requires that proofs for the same statement using dif-
ferent witnesses are indistinguishable. The adversary can adaptively request multiple proofs for
statements x under one of two witnesses wo, w1; it receives proofs under wy for a challenge bit b
which it needs to guess.



GAME SNDp g a(N) GAME S-SNDp g A(N)

crs < M.Pg(1*) (crs,z, ) <—s A(1*)

(z,7) <—s A(1*, crs) Return (x ¢ L(R) and M.V(1*, crs, x,w))

Return (z € L(R) and N.V(1*, crs, z, 7))

GAME KSNDp raE(N) GAME S-KSNDp g A E(A)

crs +—s M.Pg(1*) ; r <—s {0, 1}A1N) s {0, 1}A1N

(z,7) + A(1*;7) (crs,z,m) + A(1*;7)

w s E(1M,7) w s E(1*,7)

Return (R(z,w) = false and M.V(1*, crs, z, 7)) Return (R(z,w) = false and M.V(1*, crs, z, 7))

GAME WInra(N) GAME S-WIn g a(X)

b<s{0,1} ; crs < M.Pg(1%) b<s{0,1} ; (crs, st) «—s A(17)

b s APROVE(1A crg) b s APROVE(1A crg, st)

Return (b =) Return (b =1¥)

PROVE(z, wo, w1) PROVE(z, wo, w1)

If R(z, wg) = false or R(z,w) = false If R(z,wq) = false or R(z,wy) = false
then return L then return L

7 +s M.P(1*, crs, z, wy) 7 < M.P(1*, crs, z, wy)

Return m Return =

GAME ZKn ra()) GAME S-ZKnrxsa(N)

b+s{0,1} bs {0,1} ; ry < {0, 11X

crsy +s M.Pg(1%) crsy + X(1%;7)

(crsg, std) «s M.Sim.crs(1*) (crsg, ro, std) <s S.crs(1*)

b s APROVE(1A crgy) b s APROVE(1A “crgy )

Return (b =1) Return (b =1¥)

PROVE(z, w) PROVE(z, w)

If R(z, w) = false then return L If R(z,w) = false then return L

If b =1 then 7 <s M.P(1*, crsy, z, w) If b= 1 then 7 +s M.P(1*, crsy, x, w)

Else 7 s M.Sim.pf(1*, crso, std, ) Else 7 s S.pf(1*, crsg, std, x)

Return 7 Return =

Figure 1: Games defining soundness, knowledge-soundness, witness-indistinguishability and zero knowledge
(left) and their subversion-resistant counterparts (right) for an NI system 1.

Definition 2.3 (WI) An NI system I is witness-indistinguishable for R, if Advf—fR,A(-) is negli-
gible for all PT adversaries A, where Adv,v—l"iRA()\) = 2Pr[WInra(N)] =1 and game WI is specified
. Figure 1.

ZK. Zero knowledge [GMR89] means that no information apart from the fact that = € L(R) is
leaked by the proof. It is formalized by requiring that a simulator, who can create the CRS, can
compute proofs without being given a witness, so that CRS and proofs are indistinguishable from
real ones. In particular, the distinguisher A can adaptively request proofs by supplying an instance
and a valid witness for it. The proof is produced either by the honest prover using the witness, or



by simulator. The adversary outputs a guess b’ as to whether the proofs were real or simulated.

Definition 2.4 (ZK) An NI system I is zero-knowledge for R if N specifies additional PT algo-
rithms 11.Sim.crs and .Sim.pf such that Adv[qufR,A(-) is negligible for all PT adversaries A, where

AdVIZ‘Ik,R,A()‘) =2Pr[ZKnra(N)] — 1 and game ZK is specified in Figure 1.

An NI system I is statistical zero-knowledge if the above holds for all (not necessarily PT)
adversaries A. It is perfect zero-knowledge if Adv|Z—|1fR7 Al) =0.

UNIFORM COMPLEXITY. The above definition follow a “cryptographic style” [DDOT01, GOS06b]
where x is chosen by the adversary, as opposed to a “complexity-theoretic style” used in earlier work
[GMR89, BDSMP91], which quantifies over all z, requiring non-uniform complexity for adversaries
and assumptions. Bellare et al. [BFS16] follow Goldreich [Gol93] and consider uniform complexity
for all algorithms including adversaries.

2.4 Notions for Subverted CRS: S-SND, S-KSND, S-WI and S-ZK

For all notions considered in the previous section the CRS is assumed to be honestly generated.
Motivated by parameter subversion attacks, Bellare et al. [BFS16] ask what happens when the
CRS is maliciously generated and define subversion-resistant analogues S-SND, S-WI and S-ZK, in
which the adversary chooses the CRS.

SUBVERSION SOUNDNESS. Subversion soundness asks that if the adversary creates a CRS in any
way it likes, it is still unable to prove false statements under it. We accordingly modify the soundness
game SND by letting the adversary choose crs in addition to x and 7.

Definition 2.5 (S-SND) An NI system I is subversion-sound for R if Advsﬁf,gfk() is negligible

or a adversaries A, where vh = Pr|S- MN.R.A and game S- 18 specified in
f Il PT ad A, where Ad S,—,f,gfk A Pr[S-SNDp rA(A d S-SND fied
Figure 1.

SUuBVERSION WI. Subversion WI demands that even when the subvertor creates a CRS in any way
it likes, it can still not decide which of two witnesses of its choice were used to create a proof.
The adversary is modeled as a two-stage algorithm: it first outputs a CRS crs along with state
information (which could contain a trapdoor associated to crs) passed to the second stage. The
second stage is then defined like for the honest-CRS game WI, where via its PROVE oracle, the
adversary can adaptively query proofs for instances under one of two witness.

Definition 2.6 (S-WI) An NI system I is subversion witness-indistinguishable for R z'fAdv,S—l"V,V;i,A()
is negligible for all PT adversaries A, where Adv?{j’ﬁ{A()\) = 2Pr[S-WInra(N)] —1 and game S-WI
1s specified in Figure 1.

SUBVERSION ZK. This notion considers a CRS subvertor X that returns an arbitrarily formed CRS.
Subversion ZK now asks that for any such X there exists a simulator that is able to simulate (1) the
full view of the CRS subvertor, including its coins, and (2) proofs for adaptively chosen instances
without knowing the witnesses. The simulator consists of S.crs, which returns a CRS, coins for X
and a trapdoor which is then used by its second stage S.pf to simulate proofs. The adversary’s task
is to decide whether it is given a real CRS and the coins used to produce it, and real proofs (case
b =1); or whether it is given a simulated CRS and coins, and simulated proofs (case b = 0).

Definition 2.7 (S-ZK) An NI system M is subversion-zero-knowledge for R if for all PT CRS
subvertors X there exists a PT simulator S = (S.crs,S.pf) such that for all PT A the function
Advsn'yzé‘?X,&A(-) is negligible, where Adv,s—l'yzé‘,X’&A()\) =2Pr[S-ZKnrxs.a(N)] — 1.
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The definition is akin to a (uniform version of) zero knowledge for interactive proof systems
[GMR89], when interpreting the CRS as the verifier’s first message. The simulator must produce a
full view of the verifier (including coins and a transcript of its interaction with the PROVE oracle).
On the other hand, to imply ZK of NI systems, the simulator needs to produce the CRS before
learning the statements for which it must simulate proofs. Moreover, the simulator can depend on
X but not on A.

SUBVERSION KSND. For completeness we give a subversion-resistant analogue for knowledge-
soundness, as this is the notion considered for SNARKs. We modify game KSND and let the
adversary choose crs in addition to x and 7. Note that we are not aware of any construction that
achieves S-KSND for a non-trivial language.

Definition 2.8 (S-KSND) An NI system I is subversion knowledge-sound for R if for all PT A
there exists a PT extractor E such that Advf—]}ﬁf}fﬁ(-) 1s negligible for all PT adversaries A, where

Advf—,‘}‘ﬁf}fﬁ(}\) = Pr[S-KSNDn r A ()] and game S-KSND s specified in Figure 1.

2.5 Bilinear Groups and Assumptions

BILINEAR GROUPS. The SNARK construction we consider are based on bilinear groups, for which
we introduce a new type of knowledge-of-exponent assumption. We distinguish between asymmetric
and symmetric groups.

Definition 2.9 An asymmetric-bilinear-group generator aGen is a PT algorithm that takes input
a security parameter 1% and outputs a description of a bilinear group (p,G1,Ga, Gr, e, P, Py) with
the following properties:

— p is a prime of length X;

— (G1,4), (Ga,4) and (Grp,-) are groups of order p;

— e: Gy x Gy = Gr is a bilinear map, that is, for all a,b € Z, and S € Gy, T € Gy we have:
e(aS,bT) = e(S,T)™;

— e 1is non-degenerate, that is, for P € G} and Py € G} (i.e., Py and P> are generators)
e(Py, P») generates Grp.

Moreover, we assume that group operations and the bilinear map can be computed efficiently, mem-
bership of the groups and equality of group elements can be decided efficiently, and group generators
can be sampled efficiently.

A symmetric-bilinear-group generator sGen returns a bilinear group with Gy = Go, which we
denote by G, and with a symmetric non-degenerate bilinear map e: G x G — Gr.

DETERMINISTIC GROUP GENERATION. While in the cryptographic literature bilinear groups are
often assumed to be probabilistically generated, real-world pairing-based schemes are defined for
groups that are fixed for every security level \. We reflect this by defining group generation as a
deterministic PT algorithm. An advantage of doing so is that every entity in a system can compute
the group from the security parameter and no party must be trusted with generating the group.

Deterministic group generation has been considered in [FHS15, BFS16], but in contrast to these
works we do not consider a fixed generator P for the group in the assumption we make; instead,
generators are sampled randomly.

AsSUMPTIONS. We recall the assumptions under which SNARKSs in the literature were proven
sound. In contrast to previous work, we assume that groups are generated deterministically and that
all algorithms are uniform (see discussion below). The following assumptions are from [DFGK14],
who adapted PDH from [Grol0] to asymmetric bilinear groups, and TSDH from [BB04, Gen04].
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GAME PDHq,aGen,A()\)

(p,Gl,GQ,GT7e) — aGen(l/\) ; Py s GT ; Py s G; N Z; 5
Y s A(1>\7 Pl,PQ, SPl, 81327 ey qul, SqPQ, SQ+2P1, 8q+2P2, ey 82qP1, SQqPQ)
Return (Y = s9t1py)

GAME TSDHq’aGen,A()\)

(p,Gl,(GQ,GT7e) — aGen(l/\) ; Py s GT ; Py s G; ;S <38 Z; 5
(T,Y) <—$A(1)\,P1,P278P1,SP2,...,qul,SqPQ,)

Return (r € Z, \ {z} and Y = e(P;, P5)Y/(77))

GAME PKEq,aGen,Aux,A,E()\)

(p,Gl,(GQ,GT7e) — aGen(l/\) ; P1 3 GT ; P2 3 G; ;S <38 Z;
7 4= {0, 1}A1)

z <s Aux(1*, P, sPy,...,s9P;)

(V; W) — A(l)\, Pl, Pg, SPl, SP2 ey qul, SqPQ, Z;T’)

(ag,...,aq) ¢ E(l)‘7 Py, Py, sPy,sP,, ..., 8P, s1P;, z,r)
Return (e(V, P2) = e(P,W) and V # (31_, a;s') 1)

Figure 2: Games defining assumptions ¢-PDH, ¢-TSDH and ¢-PKE

Definition 2.10 (¢-PDH) The g(\)-power Diffie-Hellman assumption holds for an asymmetric
group generator aGen ifAdVE(i}éen a() is negligible for all PT adversaries A, where Advgi}éen AA) ==

Pr[PDH, acen a(A)] and PDH is defined in Figure 2.

The ¢-PDH assumption for symmetric group generators sGen is defined analogously by letting
G1 = Gy and P; = P, (A thus only receives 2¢g group elements).

Definition 2.11 (¢-TSDH) The q(\)-target-group strong Diffie-Hellman assumption holds for
group generator aGen ifAdvgfglGien,A(-) is negligible for all PT adversaries A, where Advflfgéen,A()\) =

Pr[TSDH, aGen A(A)] and TSDH is defined in Figure 2.

The ¢-TSDH assumption for symmetric group generators sGen is defined analogously by letting
G1 = Gy and P; = P, (A thus only receives ¢ + 1 group elements).

KEA. The knowledge-of-exponent assumption [Dam92, HT98, BP04] in a group G states that an
algorithm M that is given two random generators P,Q € G* and outputs (cP,cQ) must know c.
This is formalized by requiring that there exists an extractor for M which when given M’s coins
outputs c¢. This has been considered in the bilinear-group setting [AF07] where M’s output (cP, c¢Q)
can be verified by using the bilinear map. Generalizations of KEA were made by Groth [Grol0]
who assumed that for every M that on input (P, Q, sP, sQ, s?P, s°Q, .. ., s1P, s1Q)) returns (cP, cQ)
an extractor extracts (ag, ...,aq) such that ¢ = Y7 a;s". Danezis et al. [DFGK14] port Groth’s
assumption to asymmetric groups as follows.

Definition 2.12 (¢-PKE) The g(\)-power knowledge of exponent assumption holds for aGen

w.r.t. the class Aux of auziliary input generators if for every PT Aux € Aux and PT A there exists
k . .. k

a PTE s.t. AdvgvaeGenvAuva’E(-) is negligible, where Advg,aeGen,Aux,A,E(/\) := Pr[PKE, aGen,AuxAE(N)]

and PKE 1is defined in Figure 2.
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GAME DHKEetsgen,M,E(N)

(p,G,Gr, e, P) + detSGen(1*) ; Hy, Hy <G ; r <s {0, 1}MrN)
(S0, 51,52) «M(1*, Hy, Hy;7) 5 s <—s E(1*, Ho, Hy,7)

Return (e(So, S1) = e(P, S2) and sP # S and sP # S1)

GAME SKEgGenme(A)  (for symmetric groups)
(p,G,Gr,e) « sGen(1?) ; 7 s {0, 1M1V

(S0, S1,52) «M(1*;7) 5 s <=s E(1*, 1)

Return (e(S1,51) = e(S0, S2) and sSo # S1)

GAME SKE,genme(A)  (for asymmetric groups)

(p,G1,Go, Gy, e) + aGen(1?) ; 7 s {0, 1}M1N)

(S0, 51,52, To, Ty) <~ M(17;7) ; s s E(1*,7)

Return (e(S1, 7o) = e(So, T1) and e(S2, Tp) = e(S1,T1) and sSy # S1)

Figure 3: Games defining knowledge-of-exponent assumptions

The ¢-PKE assumption for symmetric group generators sGen is defined by letting G; = Go but
again choosing Py, P, <—s G* (A thus again receives 2q + 2 group elements).

Bellare et al. [BFS16] consider not only deterministically generated groups, but in addition fix
the group generator P. (They therefore need to define all other assumptions, such as DLin [BBS04],
with respect to this fixed group generator.) BFS introduce a new type of KEA, called DH-KEA,
which assumes that if M outputs a Diffie-Hellman (DH) tuple (sP,tP, stP) w.r.t. the fixed P, then
M must either know s or . The auxiliary input given to M are two additional random generators
Hy, Hy. The intuition is that while an adversary may produce one group element without knowing
its discrete logarithm by hashing into the elliptic curve [BF01, SvdW06, BCT"10], it seems hard to
produce a DH tuple without knowing at least one of the logarithms.

Definition 2.13 (DH-KEA) Let detSGen be a group generator outputting a fized generator P
and let Advﬂ?&‘fcen’,wE()\) := Pr[DHKEetsgen M.E(A)], with game DHKE defined in Figure 3. The
Diffie-Hellman knowledge of exponent assumption holds for detSGen if for every PT M there exists
a PTE s.t. AdvggtkseGemM,E(-) is negligible,

SKE. We now consider a weakening of DH-KEA where we prescribe s = t; that is, if M on
input P outputs a pair (sP,s?P) then E extracts s. This assumption is implied by DH-KEA. We
strengthen the assumption by letting M choose the generator P itself and assume that there exists
an extractor that extracts s when M outputs a tuple (P, sP, s>P). This allows us to choose a random
generator when setting up parameters of a scheme. The security of such schemes then follows from
assumptions such as PDH, as defined above, where the generators are chosen randomly.

Definition 2.14 (SKE) Let sGen be a symmetric-group generator and let
AdviEnme(A) = Pr[SKEsGenme(M)] .

where game SKE is defined in Figure 3. The square knowledge of exponent assumption holds for
sGen if for every PT M there exists a PT E s.t. AdviléeemM’E(-) is megligible.

ON UNIFORMITY. As Bellare et al. [BFS16], who follow Goldreich [Gol93], we only consider uniform
machines to model the adversary M and the extractor E. One might ask what would happen if
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we defined SKE for non-uniform adversaries, which for every security parameter \ receive advice
advyr . It all depends on how non-uniformity of the extractor is modeled: if the extractor receives
the same advice as M then the assumption does not hold: since the group (px,Gx, (Gr)a,en) is
fixed for a particular A, if the advice is of the form advas ) := (So, 550, 52Sg) € Gy and M simply
outputs advys, y, then E cannot extract s.

This problem disappears if we allow the extractor to have its own arbitrary advice. Then for
advyr y as above, the extractor could have advice advg ) := s, which would enable it to extract s.

SKE FOR ASYMMETRIC GROUPS. For asymmetric bilinear-group generators, we make assumption
SKE in the first source group G;. Unlike for symmetric groups, a tuple (So, sS0,5%50) € G} is not
verifiable via an asymmetric pairing. To make it verifiable, we weaken the assumption and require
M to additionally output Go elements Ty and T} = sTp that enable verification (as done in game
SKEaGen)-

Definition 2.15 Let aGen be an asymmetric-group generator and let
AdviE, me(N) == Pr[SKEagenme(N)]

where game SKE is defined in Figure 3. The SKE assumption holds for aGen in the first source
group if for every PT M there exists a PT E s.t. AdvzléeenyMyE(-) is negligible.

We note that in addition to verifiability these additional elements Ty and T3 actually add to the
plausibility of the assumption for asymmetric groups. Even if outputting Ss was not required, one
could argue that in Type-2 and Type-3 bilinear groups, in which the DDH assumption holds in G,
it should be hard to compute (So, S1, Ty, T1) € G? x G2 with e(S1,Tp) = e(Sp, T1) without knowing
the logarithms of S; to base Sy (or equivalently 7 to base 7). One might choose Sy and S; by
hashing into the group; but if one was able to compute from them the respective Ty and T; then
this would break DDH in G;. (Given a DDH challenge (Sp, S1 = 5150, S2 = $250, R), compute Tp
and T} as above; then we have R = s1525) iff e(R,Tp) = e(S2,T1).)

Finally, we note that ¢-PKE with ¢ = 0 does not imply SKE, since a PKE adversary must
return (V, W) which is a multiple of the received (P;, P»), while an SKE adversary can choose the
“basis” (Sp,Tp) itself. The converse does not hold either (SKE#APKE), since an SKE adversary
must return Sy = s25p.

SKE IN THE GENERIC-GROUP MODEL. We show that SKE holds in the generic-group model. We
show it for symmetric generic groups, which implies the result for asymmetric groups (where the
adversary has less power). As [BFS16] did for DH-KEA, we reflect hashing into elliptic curves by
providing the adversary with an additional generic operation: it can create new group elements
without knowing their discrete logarithms (which are not known to the extractor either).

Theorem 2.16 SKE, as defined in Definition 2.14, holds in the generic-group model with hashing
into the group.

In the proof of the theorem we will use the following lemma, which we prove first.
Lemma 2.17 Let F be a field and let A,B,C € F[Xq,...,Xy], with degree of A, B and C at

most 1. If A-C = B? then for some s € F: B=s- A.

Proof. Let «;, 3,7, for 0 < i < k, denote the coefficients of X; (where Xy := 1) in A, B,C,
respectively. If A = 0 then B = 0 and the theorem follows. Assume thus A # 0; Define j :=
min{i € [0,k] : oj # 0} and s := f3; - a;l.
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To prove the lemma, we will now show that for all i € [0, k]:
Bi = S-Qy . (1)
From A - C = B? we have
2
L(X) = (Bo+ X0, BiXi)” — (a0 + X8, aiXi) (o + X0 % Xi) =0 . (2)
From L(0,...,0) = 0, we get: (I) 82 = agyo, which implies that Eq. (1) holds for i = 0: either
ag = 0, then from (I): By = 0; or ap # 0, then j = 0 and Eq. (1) holds as well.
Let now i € [1, k] be arbitrarily fixed and let e; denote the vector (0,...,0,1,0,...,0) with 1 at
position i. Consider L(e;) = 0, which together with (I) yields
2B0Bi + B} — i — o — i =0 . (3)
Similarly, from L(2e;) = 0, we have 45,5; + 4@2 — 2wy — 20570 — 4a;y; = 0, which subtracting
Eq. (3) twice yields: (II) 82 = a;7;. If a; = 0 then 3; = 0, which shows Eq. (1). For the remainder
let us assume «; # 0.
Plugging (II) into Eq. (3) yields: (III) 2808; = aovi — aiyo-
If ap # 0 then j = 0 and plugging (I) and (II) into (III) yields
2608; — ava; 57 — aiag 155 =0 .
Solving for ; yields the unique solution 3; = Booy, L, which shows Eq. (1) for the case ag # 0.

Let us now assume ag = 0. By (I) we have fy = 0. If i = j then Eq. (1) holds by definition of s.
Assume i # j. From L(e; + e;) we have (since ag = fp = 0):

0 = B+ B} +2BiB) — aino — auwyi — oy — a0 — % — gy = 2BiB5 — iy — i

where we used (II) and a;v0 = a0 = 0 (which follows from (III) and ag = Sy = 0). Together with
(IT) the latter yields

2685 — cie 5 — aja; ' BF =0

Solving for §; yields the unique solution f3; = ﬁjozjflai, which concludes the proof. |

Proof of Theorem 2.16. In the “traditional” generic-group model, group elements are repre-
sented by random strings and an adversary M only has access to operations on them (addition
of elements in G, multiplication of elements in Gp and pairing of elements in G) via oracles. In
particular, M can only produce new G elements by multiplying received elements.

We also need to reflect the fact that by “hashing into the group”, M can create a new group
element without knowing its discrete logarithm w.r.t. one of the received elements. We extend the
generic-group model and provide the adversary with an additional operation, namely to request
a new group element “independently of the received ones”. (And neither the adversary nor the
extractor we construct knows its discrete logarithm.)

For SKE the adversary M receives the group element P and needs to output (Sp, S1,.52) where for
some s,t: Sg = tP, S; = 58y = stP and So = 525y = s?tP. The adversary can produce these group
elements by combining the received generator P with newly generated (“hashed”) group elements
that it has requested. We represent the latter as z; P, for ¢ = 1,...k, for some k. The extractor
keeps track of the group operations performed by M and thus knows

aOa"'7a/€7607"'a6k7’703'-'76kEZp (4)
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such that M’s output (Sp, S1,S2) is of the form
So = aoP Y1y ai(xiP) S1 = BoP iy BiliP) Sa = 0P iy vilxiP)
Note that the extractor does however not know x := (z1,...,xg).

Assume the adversary wins and e(S1,.51) = €(Sp, S2). Taking the logarithms of the latter yields
2
(Bo + 2y i)™ — (a0 + S0y cams) (Yo + Sy viws) =0 (5)

Since the adversary has no information about z1,...,x; (except for a negligible information leak
by comparing group elements, which we ignore), the values in Eq. (4) are generated independently
of z1,...,x. By the Schwartz-Zippel lemma the probability that Eq. (5) holds when zy, ...,z
are randomly chosen is negligible, except if the left-hand side corresponds to the zero polynomial.
With overwhelming probability we thus have
B(X)? - A(X)-C(X)=0
with
AX) = ag+ Y X; B(X) = o+ Y518 X C(X) =0+ 251 %X;

By Lemma 2.17 we have that B = s A for some s € F. The extractor computes and returns s. It
wins since Sp = A(Z)P and S1 = B(Z)P = sA(Z) = s 5 |

3 SNARKSs
We start with a formal definition of SNARGs and SNARKS.

Definition 3.1 (SNARG) An NI system 1 = (MN.Pg,MN.P,M.V) is a succinct non-interactive ar-
gument for an NP relation R if it is complete and sound, as in Definition 2.1; and moreover
succinct meaning that for all A € N, all crs € [M.Pg(N\)], all x € L(R), all w € R(z) and all
7 € [M.P(1*, crs, z, w)] we have |7| = poly(\) polylog(|z| + |w]).

Definition 3.2 (SNARK) 4 SNARG 1 is a succinct non-interactive argument of knowledge if
it satisfies knowledge soundness, as in Definition 2.2.

Gennaro, Gentry, Parno and Raykova [GGPR13] based their SNARK constructions on quadratic
programs. In particular, they show how to convert any boolean circuit into a quadratic span program
and any arithmetic circuit into a quadratic arithmetic program (QAP).

Definition 3.3 (QAP) A quadratic arithmetic program over a field F is a tuple of the form
(]Fa n, {AZ(X)a Bl(X)> Cl(X) ;11? Z(X)) )
where A;(X), Bi(X),Ci(X), Z(X) € F[X], which define a language of statements (s1,...,sp) € F"

and witnesses (Sp41,y--.,Sm) € F™™™ such that

m

(40(X) + 3" sidi(X)) - (Bo(X) + Y siBilX) ) = Co(X) + Y siCi(X) + H(X) - Z(X) , (6)
i=1 i=1

=1

for some degree d — 2 quotient polynomial H(X), where d is the degree of Z(X) (we assume the
degrees of all A;(X), B;(X),C;(X) is at most d — 1).
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A strong QAP is such that for any (r1,...,Tm, 815+ Smst1, -+, tm) € F3™ for which Z(X) divides
(Ao(X) + 32243 Ai(X)) - (Bo(X) + 32325 Bi(X)) — Co(X) + 332 6:Ci(X) (7)

it must be the case that (r1,...,7m) = (S1,.+.,8m) = (t1,...,tm)-

All of the discussed SNARK constructions are for QAPs defined over a bilinear group, which we
will assume is fixed for a particular security parameter \. We will thus consider NP relations of
the following form:

Definition 3.4 (QAP relation) A QAP relation for a (symmetric or asymmetric) bilinear group
generator GGen is defined as

R=(\nA B,C2Z) with &B,CecFVx)"™ zcFDX] n<m
and T := 7, where p is such that (p,...) + GGen(1*) . (8)

For x € F" and w € F™™" we define R(z,w) = true iff there exists H(X) € F[X] so that Eq. (6)
holds for s := x ow (where “o” denotes concatenation,).

4 GGPR’s QAP-based SNARK

Gennaro et al. [GGPR13| presented the first zero-knowledge SNARK construction for arithmetic
circuits that are expressed as quadratic arithmetic programs. Their construction is defined over
symmetric bilinear groups. They separate the CRS into a (long) part pk, used to compute proofs,
and a (short) part vk, used to verify them.

KEY GENERATION. On input a R as in Eq. (8) that corresponds to a strong QAP do the following:
1. Compute (deterministically) a symmetric bilinear group (p, G, Gz, e) < sGen(1}) and sample
a random group generator P s G*. Set Gr = (p,G,Gr,e, P).

2. Sample random 7, «, 84, 8B, Bc s F, conditioned on Z(7) # 0 and  «s F*.

3. Set pk = (pk, pkly, pk'y, pk'y 4, Pk, pK's, Pk'p, DK B, Pk, Pk, DK, DK 0, DK 11, DK, Pk 7,
pk’,), where

fori=n+1,...,m: pky,:=A;(7)P pkly; == Ay(T)aP pkly ; := Ai(T)BaP
fori=1,...,m: pkp,; = Bi(T)P pkp,; := Bi(T)aP pkp; = Bi(1)BsP
pke; = Ci(T)P pkg; = Ci(t)aP pk¢ ;= Ci(1)BcP
fori=0,...,d: Pkp ;= TP pleﬂ- = 7'aP
and moreover pky = Z(T)P pk'y == Z(t)aP
Pkag = Ao(T)P pkf470 = Ao(7)aP pk%,A = Z(1)BaP
pkpo = Bo(T)P pkp o := Bo(T)aP pky g = Z(7)BpP
pke = Co(T)P pke o == Co(T)aP pkyc = Z(1)BcP

) )
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4. Set vk = (Gr, vka, vkp o, vkco, vkz, vka, vk, Vkigﬁ, V. %W, V. /C,'W) where

{VkAyi}?zo = {Ai(T)P}?:O vkpo = By(T)P vkco = Co(T)P
vky = Z(1)P vky == aP vk, :=~P
VkZl,v = BavP Vk/é’,y := BpyP ngﬂ := By P

5. Return crs := (pk, vk).

CRS VERIFICATION. On input (R, pk, vk), let {a;;}, {bi;}, {cij}, {2} denote the coefficients
of A;(X), Bi(X), Ci(X) and Z(X), respectively, that are contained in R, for 0 < i < m and
0<j<d-1land 0 <k <d.

1. Compute (p, G, Gr,e) < sGen(1*) and check that it is the same as the group in Gr from vk;
check P # 0g.

2. Check correct choice of 7,v: vkz # Og and vky # Og.

3. Check consistency of pky and pkl: P = pkp, and
fOI‘iZl,...,d: e(pkH7,L,P> :e(pkHﬂ-_l,pkH’l)
fori=0,...,d: e(pky ;, P) = e(pky ;, vka)

4. Check consistency of vk:

. -1
fori=0,...,n:vks,; = Z?:oai,jpkH,j
d—1 d—1 d
vkp,o =25 0bo Pk vkeo =3 520c0,iPkp vkz =35 _0%iPkm;
5. Check consistency of the remaining pk elements: for i =n+1,...,m:

pPka; = Z;‘i;(l)aidpkH,j e(pk;l;i? P) = e(pkA,iv vkq) e(pk/ﬁ,m vky) = e(pkA,ia VkZl,"/)
fori=1,...,m:

pkp,; = Z;tgl)bi,jpkH,j e(pk’z;, P) = e(pkp;,vka) e(pkp;, vk,) = e(pkp;, vk5 )

pke; = Z;téci,jpkH,j e(pkp;, P) = e(pkc,;, vka)  e(pk;, vky) = e(pkey, vke:,)
and moreover:

pky = Z?:OzipkH,j e(pk’;,P) =e

) = e(
Pkag = vkap e(pks 0, P) = e(pka, vka)  e(pki 4, vky) = e(pky, vk} )
PkB,o = vkpp e(p 95’,07P) = e(pkB,Ov vka) e(Pk,é,Ba vky) = e(pky, Vk/é,'y)
pPkcp = vkeo e(pkpy, P) = e(pkcp, vka)  e(pk o, vky) = e(pkyz, vké )

6. If all checks in 2.-5. succeeded then return true and otherwise false.

PROVE. On input R, (pk, vk) and § € F™ s.t. Eq. (6) is satisfied for some H'(X):

1. If (R, pk, vk) does not pass verification, as defined above, return L.
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2. Sample 04,0p,dc <3 F and define
B(X) = B()(X) + Z:il SZBZ(X) + (5BZ(X)
C(X):=Co(X)+ D" 5C(X) +0cZ(X)
3. Compute H(X) such that A(X)B(X) — C(X) = H(X)Z(X) and let (hg,...,hq) € Fit!

be its coefficients. (Letting H'(X) being such that Eq. (6) is satisfied, we have H(X) =
H'(X) 4 04B(X)+0pA(X) —046pZ(X) — dc.)

4. Define
TA =D 15iPka,; +0apky T =2 it 18iPK ; + 04 PKy
T i=y i 5iPkp; + 0B pky g = 2il15iPkp,; + 0p Pk
To = Y imy8iPke,; + 0c pky me = it sipko, + 0o Pk
TH = ZgzlhipkH,i T = Zg:lhiple’i

m " " m " " m " "
TR = Zi:nﬂsipkA,i +0apky 4+ Zi:lsipkB,i +0Bpkz p + Ei:lsipkcai +dcpkz e
5. Return m := (w4, 7y, TR, Ty, 7O, T TH, Ty, T ).

VERIFY. On input R, vk, & € F* and proof 7 € G:

1. Compute vky := vkag+ Y iy xivka,.
2. Check validity of 7/y, 75, and .

e(n'y, P) = e(ma, vkq) e(n’y, P) = e(rp, vka)

e(rp, P) = e(me, vky) e(mhy, P) = e(my, vka)
3. Check same coeflicients were used via 7

e(rx, vky) = e(ma, vky ) - e(np, vk ) - e(mc, vk(,,)
4. Check QAP is satisfied:
e(vky +ma, vkpo + 1) = e(mu, vkz) - e(vkco + mc, P)

5. If all checks in 2.—4. succeeded then return true and otherwise false.

Theorem 4.1 ([GGPR13]) If for sGen the q-PDH and the d-PKE assumptions hold for some
q > max{2d — 1,d + 2}, where d is the degree of the QAP, then the above scheme is knowledge-
sound. Moreover, it is statistical zero-knowledge.

Subversion Zero Knowledge

CRS VERIFIABILITY We show that a CRS that passes verification is distributed as in KEY GEN-
ERATION, that is, that exist values 7, «, B4, 85, 8c € F such that the conditions in Item 2. are
satisfied and pk and vk are as in Items 3. and 4. of KEY GENERATION. Let 7,c,&4,¢p,¢0,7 € F
be the discrete logarithms of the elements pky 1, vka, vKy -, vk}, vk(,, and vk,. By Check 2.

in CRS VERIFICATION we have that v # 0. Define 84 := 247!, B := 2y~ !, Bc = zcy L.
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Check 3. ensures that pky and pky are correctly computed w.r.t. 7 and o and Check 4. ensures
that {vka;}i g, vkpo and vkc o are correctly computed w.r.t. 7.

Check 5. ensures that {pk Ais pk'y Ais pk" i .41 are correctly computed w.r.t. 7, @ and B4; and
{Pkp.;; pk's i pk’y; i» Pk kaZ, pk¢: }Z 1 are correctly computed w.r.t. 7, a, Sp and B¢. Moreover,
it checks that pky, pk'y, pPka o, pkA70, ka,A7 pPkp, pkB,O, ka,Bv pPkc o, pkao and ka,C are also
of the correct form.

TRAPDOOR EXTRACTION. In order to prove subversion zero knowledge, we now show how to
construct a simulator (M.Sim.crs, [1.Sim.pf) for a CRS subvertor X. Let X be a CRS subvertor that
outputs (pk, vk). Define X'(1*;r) that runs (pk, vk) < X(1*;7), parses pk as above and returns
(Pkp 0 Pk 1, Pkpr2). By SKE (Definition 2.14) there exists a PT algorithm Exs such that if for
some P € G, 7 € F: pky o= P, pky,; =7P, pkyo = 72 P then with overwhelming probability Ex/
extracts 7. Using Exs we define the CRS simulator S.crs as follows: On input 1* do the following:

. Sample randomness for X: r s {0, 1}X-r|(>\)

Run (pk, vk) < X(1*;7).

If (R, pk, vk) passes verification then 7 <—s Ex/(1*,7); else 7+ L
Return ((pk, vk),r, 7).

Ll

PROOF SIMULATION. Given (pk, vk), trapdoor 7 and a statement = € F™, the proof simulator S.pf
is defined as follows:

1. If 7 = 1 then return L.

2. Use 7 to compute Z(7) (which in a verified CRS is non-zero). Compute the following “simu-
lation keys”:

sky = Z(T)_lp %,A skpg = Z(T)_lp %,B skco = Z(T)_lp %,C
(For a valid CRS, we have skq = 4P and skB = BgP and sk¢ = B P. )
3. Define v, := Z? 000,77 4+ > :ElZ] Oa”T Set vk, := v, P and vkl := v, vk,.

4. Choose a,b,c<sF and define the proof 7 := (7w, 7y, 7, 75, 7c, 71, Tk, 7rH) as follows:

A= (a —vy)P =aP — vk, 7wy = (a — vg)Vkq
75 := (b— By(1))P = bP — vkp T == (b— Bo())vk
70 = (¢ — Co(1))P = ¢P — vkey e = (e — Co())vk
wr = Z(1) " (ab — )P my = Z(7)” 1(ab—c)vk

7 = (a —vg)ska + (b— Bo(7))skp + (¢ — Co(7))skc

Theorem 4.2 Let R be a strong QAP and sGen be a bilinear-group generator. Then the GGPR
QAP-based SNARK [GGPR13] with CRS verification satisfies subversion zero knowledge under
SKE.

Proof. Consider (pk, vk) < X(1%;7) and let E denote the event that (R, pk, vk) passes verification
(in which case X returns (P, 7P, 72P)) but Ex/ fails to extract 7. Since a correct (pk, vk) satisfies
e(pky 1, Pk 1) = e(pky o, Pkp 2), by assumption SKE the probability of E is negligible. It suffices
thus to show that, conditioned on F not happening, the probability that A outputs 1 in game S-ZK
when b = 0 is the same as when b = 1.
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If (pk, vk) does not pass verification then 7 = L and both prover and proof simulator return L.

If (pk, vk) verifies then (because of —=F) Ex extracts 7. We show that the outputs of the prover
and the proof simulator are distributed equivalently. Above we showed that if the CRS verifies
then there exist 7, a, B4, BB, Bc,y € F with Z(7) # 0 and 7 # 0 such that pk and vk are defined
as in Items 3. and 4. in KEY GENERATION.

Moreover, in a real proof the elements d4Z(7)P in 74 and 6pZ(7)P in mp and 6¢cZ(7)P in 7o
make w4, mp and m¢ uniformly random. For a fixed vk and w4, mp and m¢, the equations in 2. of
VERIFY uniquely determine 7'y, 73 and m(,, and the equations in 3. and 4. uniquely determine g
and 7wy (since vk, # Og and vkz # 0g).

In a simulated proof w4, mp and m¢ are also uniformly random, so it suffices to show that the
remaining proof elements satisfy the verification equations:

e(my, P) = e((a — vy)aP, P) = e(ra, vkq)

e(rg, P) = e((b— Bo(7))aP, P) = e(np, vka)
e(rg, P) =e((c — Co(1))aP, P) = e(rc, vka)
e(ng, vky) = (

e((a — ) BAP+(b Bo(7))BsP + (c — Co(r))BeP, 1 P)
~) e

e(ma VkA,y) e(np, vk (rc, vk )

e(mu, vkz) = e(Z(r)"(ab — ¢)P, Z(1)P) = e(aP,bP) - e(cP, P)
(

1

vky + 7, vkpo + 7B) - €(Vkco + me, P)”

e
This concludes the proof. |

Corollary 4.3 Let R be a strong QAP and sGen be a bilinear-group generator. Then the GGPR
QAP-based SNARK [GGPR13] with CRS verification satisfies perfect witness-indistinguishability.

Proof. In Theorem 4.2 we showed that proofs under a (possibly maliciously generated but) valid
CRS are uniform group elements subject to satisfying the verification equation. Proofs using
different witnesses are thus equally distributed. 1

GGPR’s QSP-BASED SNARK. Gennaro et al. [GGPR13] also introduced (strong) quadratic
span programs (QSP) and show how to efficiently convert any boolean circuit into an equivalent
strong QSP. Strong QSPs are defined similarly to QAPs (Definition 3.3) except that there are

no polynomials C;(X) and the coefficients can be different (like (r1,...,7r,) and (s1,...,sy) in
Eq. (7). Moreover the statement z € {0,1}" with n = 2n’ is mapped to 7 and § as follows: for
S {1, R ,n’}: ro; = S9; :=x; and ro;_1 = S9;_1:=1—z;.

The first SNARK is construction in [GGPR13] is based on strong QSPs and is obtained by
setting C;(X) := 0 for all 7 in the QAP-based one above. It is straightforward to verify that all our
results for the QAP-based construction carry over to the QSP-based SNARK.

5 Asymmetric Pinocchio

Ben-Sasson, Chiesa, Tromer and Virza [BCTV14] proposed an asymmetric variant of Pinocchio
[PHGR13] in which they also shorten the verification key. We add 4 group elements to the CRS
(which we denote by ck for “checking key” ), which via the pairings then enable one to check whether
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(pk, vk) was correctly computed. We show that under SKE (Definition 2.15), our modification of
the scheme from [BCTV14] is subversion-zero-knowledge.

KEY GENERATION. On input a R as in Eq. (8) that corresponds to a QAP do the following:

1.

7.

Generate (deterministically) an asymmetric bilinear group (p, G1, Go, G, e) <+ aGen(1*) and
sample random group generators P <—s G} and P; <—s G3. Set Gr = (p, G1,G2,Gr, e, P, P»)

Amy1 Bmi1r Cpga Z 0 0
. Set Am+2 Bm+2 Cm+2 =10 Z 0
Amys Bmis Cmgs 0 0 Z

. Sample random py, pp, 3,7 s F* and 7, a4, ap, ac, <sF, conditioned on Z(7) # 0.

. Set pk = (pk 4, pk'y, pkp, DK, Pk, Pk, Pk, k) where

fori=0,...,m+3: pka; = Ai(T)pal pkAZ = Ai(T)aapa P
pkp,; = Bi(1)pp P = Bi(t)apppP1
Pk = Ci(T)papp P = Ci(t)acpappPr

Pk ; = B(Ai(T)pa + Bi(T)pp + Cz'(T)PAPB)Pl
fori=0,...,d: Pk ==:

. Set vk = (Gr, vka, vkp, vkc, vk, vkgy, x/fl\{m, vkyz, vkic), where

vky = aaPs vkp := aphP; vko = acPs
vk, =P vkgy =8P X//EB,Y =v6P,
vkz := Z(7)papB P2 {VkICz}Z 0= = {Ai(r PAPI}Z 0

. Set ck := (cka, ckp, ckc, ckyr) where

ckp = paPs ckp == ppPs cke = pappPo cky =7P

Return crs := (pk, vk, ck).

CRS VERIFICATION. On input (R, pk, vk, ck), let {a;;}, {bi;}, {ci;}, {#x} denote the coefficients
of A;(X), Bi(X), Ci(X) and Z(X), respectively, for 0 <i<mand 0<j<d—1and 0 <k <d.

1.

Compute (p, G1,Ga, G, e) < aGen(1*) and check that it is the same as the group in Gr from
vk; check Py # Og, and P> # Og,.

. Check correct choice of secret values: ckg # Og,, ckp # Og, vkgy # 0g, and vkz # Og,.
. Check consistency of pk: Check pky o = Pi;fori=1,...,d: e(pky;, ) = e(pky,_1,ckn)
. Check consistency of pk 4, pk'y, pkg, pk'g: for i =0,...,m+ 3:

e(pka i, P2) = e(X7"gaipky j, cka) e(pk)y i, P2) = e(pk 4 ;, vka)

e(Py, pkp;) = e(Y0=bi Pk ;, ckp) e(pkly,;, P2) = e(vkp, pkp ;)

. Check consistency of ckc: e(pkA’mH, ckp) = e(Z?:onPkH,ja cke)

(Note that for an honest CRS we have pk 4,1 = Z(7)paP1 # 0.)
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6. Check consistency of vk: fori=0,...,n: vkjc; =pk,,; and
e(vkg,, P») = e(P, X//E/g,y) e(Py,vky) = e(Z?:OszkH’j, cke)

7. Check consistency of pkq, pkg, pky: for i =0,...,m + 3:
e(pkc,i, Po) = e(3520¢i Pk cke) e(Pke Po) = e(pkc,, vko)
e(pkg i, vky) = e(pk; + pkc, ‘//l\fﬁfy) -e(vkgy, pkp ;)
8. If all checks in 1.-7. succeeded then return true and otherwise false.
PROVE. On input R, (pk, vk, ck) and § € F" s.t. Eq. (6) is satisfied for some H(X) € F[X].

1. If (R, pk, vk, ck) does not pass verification, as defined above, return L.
2. Sample d4,0p,dc <3 F and define

A(X) = Ao(X) + 221 SZAZ(X) + (5AZ<X)
B(X) = Bo(X)+ >.1", sBi(X) + 0pZ(X)
C(X) = C()(X) + er;l Szcl(X) + (50Z(X)
3. Compute H(X) such that A(X)B(X) — C(X) = H(X)Z(X) and let (hq,...,hq) € FI*! be
its coeflicients.
4. Define pkAl := 1j>npk,; (that is pkAZ =0 for 0 <i <n and = pk,, otherwise)
Define pkAZ = Lisnpkly;
5. Let ¢:= (105064005 06c) € F™* and compute
—~ . — .
TA = <5’,pkA> Ty = <c,pkA> T = <c,pkB> g = <c pk'y >
e = (&pke)  moi=(&pke)  pkyxo=(Epkg)  wm = (hpky)
6. Return 7 := (w4, 7y, TR, Ty, MO, Tps T, TH ) -

VERIFY. On input R, vk, # € F” and proof 7 € G] x Go.

1. Compute vk, := vkico + > iy TiVKic,-
2. Check validity of 7y, 7z, and 7

e(r'y, P) = e(ma, vka) e(ry, P2) = e(vkp,7p) e(rp, P2) = e(mc, vke)
3. Check same coeflicients were used via 7
e(ng, vky) = e(vky + 74 + 7C, ;1\(/57) -e(vkgy,™B)
4. Check QAP is satisfied via mg:
e(vky + ma,mp) = e(ry, vkz) - e(me, Po)
5. If all checks in 2.—4. succeeded then return true and otherwise false.

Remark 5.1 The conditions that in KEY GENERATION p4, pp, 8,7 and Z(7) must be non-zero is
not made explicit in [BCTV14]. However if v = 0 then any mx satisfies the verification equation
in 3. If =0 and v # 0 then no mx satisfies it. If Z(7) =0 or pg4 = 0 or pp = 0 then vky = 0g,
and setting mp and m¢ to zero always satisfies the equation in 4.
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Theorem 5.2 ([PHGR13, BCTV14]) If for aGen the q-PDH, the q-PKE and the 2q-SDH assump-
tions hold for q :== 4d+4, where d is the degree of the QAP, then the above scheme without including
ck in the CRS is knowledge-sound. Moreover, it is statistical zero-knowledge.

Inspecting the proof in [PHGR13], it is easily seen that the additional elements contained in ck
can be produced by the reduction. This yields the following.

Theorem 5.3 If for aGen the q-PDH, the q-PKE and the 2q-SDH assumptions hold for q := 4d+4,
where d is the degree of the QAP, then the above scheme is knowledge-sound. Moreover, it is
statistical zero-knowledge.

Subversion Zero Knowledge

CRS VERIFIABILITY We first show that for a CRS (pk, vk, ck) that passes verification, there exist
T,as,ap,ac € Fand pa, pp, 8,7, € F* such that (pk, vk, ck) is computed as in KEY GENERATION.
Let 7, a4, ap, ac, pa, pB, 7, & € F be the values defined by the logarithms of the elements ck, vk 4,
vkp, vke, cka, ckp, vk, and vkg,, respectively. Check 2. ensures that pa, pp,§ and Z(7) are all
non-zero. Set 3 := &y~! £ 0.

Check 3. ensures that pky is correctly computed w.r.t. 7. Check 4. ensures that pk,, pk’s,
pkp and pk’; are correctly computed w.r.t. 7, pa, pp, @4 and ap. Check 5. ensures that pk is
correctly computed: since by 4., pky .1 = Z(7)pa, P and Z(1) # 0, we have ckc = pappPs.
Check 6. ensures that x//l\(gv and vkyz are correctly computed and Check 7. does the same for pk.,
pke and pkp-.

TRAPDOOR EXTRACTION. This is done exactly as for the scheme in Section 4. Let X be a CRS
subvertor that outputs (pk, vk, ck). Define X'(1*;7) that runs (pk, vk, ck) < X(1*;r), parses pk
as above and returns (pky o, pkp 1, Pk o). By SKE (Definition 2.15) there exists a PT algorithm
Ex: that if for some P € G, 7 € F: pky = P, pky; = 7P, pkyo = 72P then with overwhelming

probability Exs extracts 7. Using Exs we define the CRS simulator S.crs as follows: On input 17:

1. Sample randomness for X: 7 s {0, 1}X1),

2. Run (pk, vk, ck) < X(1*;7).

3. If (R, pk, vk, ck) passes verification then 7 <—s Ex/(1*,7); else 7 + L.
4. Return ((pk, vk, ck),r, 7).

PROOF SIMULATION. Given pk, trapdoor 7 and a statement x € F”, the proof simulator S.pf is
defined as follows:

1. If 7 = 1 then return L.

2. Use 7 to compute Z(7) (which in a verified CRS is non-zero). Compute the following “simu-
lation keys”:

ska = Z(7) "' pk i1 = paPr sk/y = Z(T)_lpk;"m_,’_l = aupaPi
skp = Z(7) " 'pkpmio = peP2 sk'p = Z(T)_lpkjam_w = apppP
sko = Z(7) ' pkgynys = pappPr sk == Z(7) ' Pkgmis = acpappPr

sk’y = Z(1) "' Pk a1 = BpaPr
sk = Z(7) "' Pk 1o = Boe P sk¢: = Z(1) " Pk mis = BpappPr
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3. Compute vk, := pk o+ > 7| #ipks,; and vk} := pkly o + i, 2ipkly

4. Choose a,b,c<sF and define the proof 7 := (w4, 7y, 7, 75, 7, T, Ti, Tr) as follows:

74 = aska — vky = apaPy — vky my 1= askly — vk, = aoapaPr — aavk,
7 = bskp = bpp P> mp = bsk’y =bapppPy

me = cskg = cpappP1 7r’c = csk’c =cacpapsPr

T = ask’y + bsk’y + cskis Ty = Z(T)*l(ab—c)Pl

Theorem 5.4 Let R be a QAP and aGen be a bilinear-group generator. Then the above scheme
adapted from [BCTV1}] satisfies subversion zero knowledge under SKE.

Proof. The proof is analogous to that of Theorem 4.2. We highlight the differences: Since for a
valid CRS the elements pa, pp and Z(7) are all non-zero, the elements d4Z(7)pa Py in 74, as well
as 0pZ(7)ppP1 in mp and 6cZ(T)papp P in o, make w4, mp and w¢ uniformly random. If we fix
mA, ™, mc and vk then the verification equations in 2. uniquely determine 7’y, 7 and 7y, while
the equations in 3. and 4. uniquely determine 7x and 7y (since vk, # Og, and vkz # Og,).

Since for a valid CRS the values p4 and pp are non-zero, the simulated proof elements 74, 7p and
mco are also uniformly random. Thus, it suffices to show that the remaining proof elements satisfy
the verification equations:

e(ry, P2) = e(acapaPy — aavky, Py) = e(ma, vka)

(WB,PQ) e(baBpBPl,Pg) = e(vkp,mB)
e(rc, P2) = e(cacpappPr, P2) = e(nc, vke)
e(mk, vky) = e(ﬁ apaPy +bpp Py + cpappPy), 'yPQ) =e(vky + w4 + 7C,s Vkﬁ,y) e(vkgy,TB)
e(ry,vky) = e(Z ab — )Py, Z(T)pApBPg) =
= e(apAPl, prPZ) (cpApBP1, Pg)_1 = e(vky +ma,7B) - e(ng, P) !

This concludes the proof. 1

Corollary 5.5 Let R be a QAP and aGen be a bilinear-group generator. Then the above scheme
adapted from [BCTV1/]] satisfies perfect witness-indistinguishability.

Proof. In Theorem 5.4 we showed that proofs under a (possibly maliciously generated but) valid
CRS are uniform group elements subject to satisfying the verification equation. Proofs using
different witnesses are thus equally distributed. 1

DFGK’s SSP-BASED SNARK. Danezis, Fournet, Groth and Kohlweiss [DFGK14| define square
span programs, which are described by only one set {A4;(X)}; of polynomials (cf. Definition 3.3).
They show how to convert any boolean circuit into an SSP. They construct a ZK SNARK for SSPs
with proofs only consisting of 4 elements of an asymmetric bilinear group. Analogously to the
SNARK from [BCTV14], their scheme is shown to satisfy subversion zero knowledge by observing
that (1) the structure of a CRS can be verified via the bilinear map; (2) the trapdoor 7 (which is
s in their notation) can be extracted analogously to the SNARK analyzed above; and (3) proofs
can be simulated using s by simply following the simulation procedure described in [DFGK14].
(When s is known, the element G* (in their multiplicative notation) can be obtained from the CRS
element GP4%) since t(s) # 0.)
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6 Groth’s near-optimal SNARKSs

Groth [Grol6] proposed the most efficient zk-SNARK system to date. He drastically reduced the
proof size for QAP-based SNARKSs to 3 group elements and verification to one equation using 3
pairings. He achieves this by proving soundness directly in the generic-group model.

KEY GENERATION. On input a R as in Eq. (8) that corresponds to a QAP do the following:

1. Generate (deterministically) an asymmetric bilinear group (p, G1, G2, G, e) + aGen(1*) and
sample random group generators P; <—s G} and P <—s G5. Set Gr = (p, G1, G2, G, e, Py, P»).

2. Sample random «, 3,7, <—s F* and 7 <—s I conditioned on Z(7) # 0.
3. Set pk = (pka,pkﬁ,pk%,pk(;,pk:;,pkH,pk’H,pkK,ka), where
pk, == aP pkg := P, pkly := P, pks :=0P,  pky:=0P;

fori=0,...,d—1: Pk, = P pk}{’i =7'P

fori=n+1,...,m: pkK,i =61 (ﬂAl(T) + aB;(T) + Ci(T))Pl

fori=0,...,d=2:  pky,; = ST Z(r) Py
4. Set vk = (Gr, vkp, kay, vky, vkr), where

vkp = e(Py, Pg)a'B Vk'7 =P vkl == 6P
fori=0,...,n: vkr = v_l(ﬁAi(T) +aB;(1) + Ci(1)) P,

5. Return crs := (pk, vk).

CRS VERIFICATION. On input (R, pk, vk), letting {a; ;}, {bi;}, {ci;}, {zx} denote the coefficients
of 4;(X), Bi(X), Ci(X) and Z(X), respectively, for 0 <i<mand 0<j<d-—1and 0 <k <d.

1. Compute (p,G1,Gz,Gr,e) < aGen(1?) and check that it is the same as the group in Gr
contained in vk; check Py # Og, and P» # Og,.

2. Check that a, 8,v and 6, Z(7) are non-zero: pk, # Og,, pkg # Og,, ng # O0g,, pks # Og,,
ka,O - Og,
3. Check consistency of pky and pkly: check pky o= Py and pkly o= P. Fori=1,...,d:

e(pky ;, P) = e(pky 1, Pk 1) e(P1, pky ;) = e(pky ;, P2)
4. Check consistency of the remaining pk elements:
e(P1, pkj;) = e(pkg, P») e(Py, pks) = e(pks, P2)
fori=n+1,...,m:
e(pkK,iapkg) = e(Z?;éai,jpkH,w pkia) 'e(pkon Z;‘l;ébi,jpk/H,i) -e(Z?;écz',jpkH,i, P2)

fori=0,...,d—2: e(pky,; pks) = e(Z?;éZj pky;, DK ;)

5. Check consistency of the remaining vk elements: for i =0,...,n:
d—1 d—1 d—1
e(pkp;, pk,) = e(32°5-0aijPkp;; ki) - €(Pkas D5-obiiPkp ;) - €(3 5 0¢i jpk s P2)
vk = e(pka,pkg) vk = pkj
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6. If all checks in 1.-5. succeeded then return true and otherwise false.

PROVE. On input R, (pk, vk) and s € F™ s.t. Eq. (6) is satisfied:

1. If (R, pk, vk) does not pass verification, as defined above, return L.
2. Compute H(X) such that Eq. (6) is satisfied and let (ho,...,hq_2) € F¢~! be its coefficients.
3. Sample r, s +sF and define

74 = pk, + Z;-l;é (aoyj + sizi”ilai,j)pkmj + r pk;
= Pkl + Y020 (boj + .21 1bi) PR j + 5 PG
TC = Y 15 kg, + Z?;(Q)hj Pky;+8TA + T TBaux — 575
with 7B aux == pkg + Z?;(l) (boJ + sizzzlbi,j)pkH,j + s pks
4. Return 7 := (74, 73, 7).
VERIFY. On input R, vk, ¥ € F* and proof 7 € G} x Ga:
1. Compute vk, := vkr o+ > ;i VKL ;.
2. Return true if and only if the following holds:
e(ma,mp) = vkr + e(vky, vkl) + e(nc, vky)
Theorem 6.1 ([Grol6]) The above scheme is knowledge-sound against adversaries that only use

a polynomial number of generic bilinear group operations. Moreover, it has perfect zero knowledge.

Subversion Zero Knowledge

CRS VERIFIABILITY. Let 7,«,f3,7,0 denote the logarithms of pky ,, pk,, pkg, kay, pks. By
Check 2. in CRS VERIFICATION, «, 3,7,0, Z(T) are non-zero. It follows by inspection that if all
checks in 3.-5. pass then the remaining elements of pk and vk are correctly computed.

TRAPDOOR EXTRACTION. Let X be a CRS subvertor that outputs (pk, vk). Define X'(1*;r) that
runs (pk, vk) < X(1*;7), parses pk as above and returns (P1, Pk 1, Pk o, Pg,pk’H,I). For a valid
CRS this corresponds to (P, 7Py, 72P;, Py, 7Py) for some P; € Gy, P, € Gy and 7 € F. By SKE
there exists a PT algorithm Eyxs which from a valid tuple extracts 7 with overwhelming probability.

Define another algorithm X”(1*;7) that runs (pk, vk) «+ X(1*;7) and 7 <s Ex/(1*,7), computes
Z () (which is non-zero in a valid CRS) and sets P{ := Z(7)"' pky, (which for a valid CRS
yields P| = §~1P;). Finally, X" returns (P, Py, pks, P, pkls). For a valid CRS this corresponds
to (P, (P))°, (P{)‘;Z,Pg,Pg). By SKE there exist a PT Ex» that returns ¢ with overwhelming
probability.

Using Exs and Ex», we define the CRS simulator S.crs as follows: On input 1 do the following:

1. Sample randomness for X: r <—s {0, 1}X.rl()\)

2. Run (pk, vk) < X(1*;7)

3. If (R, pk, vk) passes verification then 7 s Ex/(1*,7) and § ¢ Exu (1*,7); else (7, 6) « (L, L)
4. Return ((pk, vk),r,7)

PROOF SIMULATION. Given pk, trapdoor (7,6) and a statement x € F", the proof simulator S.pf
does the following:
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1. If (7,6) = (L, L) then return L.

2. Choose a,b<«sF and define the proof 7 := (w4, 7z, m¢) as follows
74 = aPy + pk, T = bPs + pkj
me =01 (ab— Co(r) — X1 2Ci(7)) Pr 4+ 67 (b — Bo(7) — Yi_ 2 Bi(7)) pkg
+ 67 (a— Ao(1) — S xiAi(T)) pkg
Theorem 6.2 Let R be a QAP and aGen be a bilinear-group generator. Then Groth’s SNARK
[Gro16] with CRS verification satisfies subversion zero knowledge under SKE.

Proof. Let E denote the event that (R, pk, vk) passes verification but either Ex; or Ex, fails
to extract 7 and §. Since a correct (pk,vk) satisfies e(pkp,1, P2) = e(Pi,pkly,) as well as
e(pky o, P2) = e(pky 1, pkyry), by SKE (Definition 2.15), the probability that Ex fails when X’
outputs (Pl,pkHJ,pkH,Q,Pg,pk}ﬂ) is negligible. A correct CRS also satisfies both e(Py, Py) =
e(Z(1) 'pky, pk;) and e(pks, P) = e(Py, pkj), thus again by SKE, the probability that Exs
fails when X” outputs (Z(r)™! Pk, P1, pks, P2, pkj) is also negligible. By a union bound, the
probability of E is thus negligible.

It suffices thus to show that, conditioned on F not happening, game S-ZK when b = 0 is distributed
as as game S-ZK when b = 1.

If (pk,vk) does not pass verification then (7,6) = (L, L) and both the prover and the proof
simulator return L.

If (pk, vk) verifies then we show that the outputs of the prover and the proof simulator are dis-
tributed equivalently. Above we argued that for some non-zero «, 3,7, and 7 with Z(7) # 0 we
have that pk and vk are defined as in 3. and 4. in KEY GENERATION.

Since for a valid CRS both pks and pk are non-zero, for honestly generated proofs the elements
rpks in w4, and spkj in 7z, make m4 and 75 uniformly random. For fixed vk, m4 and 7, the
verification equation uniquely determines ¢, since vk # 0.

In a simulated proof 74 and 7’5 are also uniformly random, so it suffices to show that the simulated
we satisfies the verification equation:

e(re, vky) =
= e((CLb — Co(1) = XaiCi(7) + (b — Bo(r) — Xw;Bi(7)) + B(a — Ao(T) — sz’Ai(T)))Pl, Pz)
= e(abPy, P») + e(afP1, P2) + e(abPy, P5) + e(afP, Py) — e(afPy, Ps)
—e((BAo(7) + XwiBAi(T) + aBo(1) + XajaBi(1) + Co(r) + Y2:Ci(7)) P1, Ps)
= e(ma, ) — vkr — e(vky, kay)
This concludes the proof. 1

Corollary 6.3 Let R be a QAP and aGen be a bilinear-group generator. Then Groth’s SNARK
[Gro16] with CRS verification satisfies perfect witness-indistinguishability.

Proof. In Theorem 6.2 we showed that proofs under a (possibly maliciously generated but) valid
CRS are uniform group elements subject to satisfying the verification equation. Proofs using
different witnesses are thus equally distributed. 1
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