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Abstract. In a k-party CDS protocol, each party sends one message to
a referee (without seeing the other messages) such that the referee will
learn a secret held by the parties if and only if the inputs of the parties
satisfy some condition (e.g., if the inputs are all equal). This simple
primitive is used to construct attribute based encryption, symmetrically-
private information retrieval, priced oblivious transfer, and secret-sharing
schemes for any access structure. Motivated by these applications, CDS
protocols have been recently studied in many papers.

In this work, we study linear CDS protocols, where each of the messages
of the parties is a linear function of the secret and random elements
taken from some finite field. Linearity is an important property of CDS
protocols as many applications of CDS protocols required it.

Our main result is a construction of linear k-party CDS protocols for an
arbitrary function f : [N]® — {0,1} with messages of size O(N*~1/2) 1
By a lower bound of Beimel et al. [TCC 2017], this message size is op-
timal. We also consider functions with few inputs that return one, and
design more efficient CDS protocols for them.

CDS protocols can be used to construct secret-sharing schemes for uni-
form access structures, where for some k all sets of size less than k
are unauthorized, all sets of size greater than k are authorized, and
each set of size k can be either authorized or unauthorized. We show
that our results imply that every k-uniform access structure with n
parties can be realized by a linear secret-sharing scheme with share

size min {(O(n/k))(k_l)/z, O(n- 2”/2)}. Furthermore, the linear k-party

CDS protocol with messages of size O(N®*~1/2) was recently used by
Liu and Vaikuntanathan [STOC 2018] to construct a linear secret-sharing
scheme with share size O(2%°9°") for any n-party access structure.
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1 Introduction

Conditional disclosure of secrets (CDS) protocols, introduced by Gertner, Ishai,
Kushilevitz, and Malkin [20], is a cryptographic primitive related to secret-
sharing that has many applications. In a CDS protocol, there are k parties,
each one holds a private input x; and the same secret s, and a referee that holds

Z1,...,T, but does know s. The goal is that the referee will learn s if and only
if the inputs z1,...,x; satisfy some condition specified by a function f, i.e.,
f(z1,...,zE) = 1. The challenge is that each party sends only one message to

the referee (without seeing the other messages). This simple primitive is used
to construct attribute based encryption [6,29], symmetrically-private informa-
tion retrieval [20], priced oblivious transfer [1], secret-sharing for uniform access
structures [13, 3, 14], and secret-sharing for general access structures [25]. Moti-
vated by these applications, CDS protocols have been recently studied in many
papers [22,19,12,4,10, 26, 3,27, 14].

In this work, we study linear CDS protocols, where the messages of the parties
are a linear function of the secret and random elements taken from some finite
field. Equivalently, a CDS protocol is linear if the reconstruction of the secret
by the referee from the messages is a linear mapping.? In many applications of
CDS protocols, it is required that the protocol will be linear. For example, it
was shown by Attrapadung [6] and Wee [29] that linear 2-party CDS protocols
can be used to construct public-key (multi-user) attribute-based encryption.

Furthermore, linear CDS protocols can be used to construct linear secret-
sharing schemes for uniform access structures, that is, access structures in which
for some k all sets of size less than k£ are unauthorized, all sets of size greater
than k are authorized, and each set of size k can be either authorized or unau-
thorized [13,12,3,14]. Very recently, Liu and Vaikuntanathan [25] used linear
k-party CDS protocols to construct linear secret-sharing schemes with share size
O(29-999) for any n-party access structure. They also used non-linear k-party
CDS protocols to construct a non-linear secret-sharing scheme with share size
0(20-9941) for any n-party access structure. These are the first major improve-
ments in the share size of secret-sharing schemes for arbitrary access structures
since the first constructions of [23], whose share size is 2". Using a construction
of Cramer et al. [16] and the construction of secret-sharing schemes of [25], linear
k-party CDS protocols imply secure multiparty computation (MPC) protocols
secure against Q2 adversarial structures.® The construction of Cramer et al. [16]
requires a linear secret-sharing scheme, i.e., they must use a linear k-party CDS.

CDS protocols share similarities with private simultaneous messages (PSM)
protocols, a primitive introduced by Feige, Kilian, and Naor [18] for two-input
functions, and generalized to k-input functions in [18,21]. In a PSM protocol,
there are k parties, each one holds a private input z;; here the referee does not

2 This equivalence is a special case of the equivalence for secret-sharing schemes. See [7]
for discussion on equivalent definitions of linear secret-sharing schemes.

3 An adversarial structure is Q2 if the union of any two sets that the adversary can
control is not the entire set of parties.
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hold x1,..., 2. The goal is that the referee will learn f(xy,...,x), without
learning any additional information on xy,...,zg. As in CDS protocols, the
challenge is that each party sends only one message to the referee (without seeing
the other messages). Intuitively, compared to CDS, PSM is a stronger model,
since in CDS the inputs are known to the referee and in PSM the referee should
not learn any information about the inputs. A PSM protocol for a function
f implies a CDS protocol for the function f [20]. PSM protocols for specific
functions are used in the construction of CDS protocols in our work and in [27].

1.1 Our Results

Our first result is a construction of linear k-party CDS protocols for an arbitrary
function f : [M]x [N]*~* — {0, 1} with total message size O(N*~1/2) for every
k > 2 and integers M, N. Notice that the message size is independent of M,
that is, the domain of inputs of one party can be very large without affecting the
message size. For example, this property is useful for the index function where
the size of the domain of the first party is 2V """ and the size of the domains of
the other parties in N. By [10], the size of the messages in linear CDS protocols
for most functions f : [M] x [N]*=! — {0,1} is 2(k=1 - N*=1/2) (see details
in Section 8), thus our construction is optimal (up to a factor of k). Previously,
this result was only known for & = 2 [19] (for the case that M = N). For k > 2,
in the best previously known linear CDS protocol the size of the messages was
O(N*) [20].

Following [9,12,10], we also consider functions with few inputs that return
one. We consider k-input functions f such that |f~1(1)] < N7 for some 0 <
v < (k+1)/2 and construct a linear CDS for them with message size O(k -
N1(k=1/(k+1) . ]og N'). The same result holds for functions such that | f~1(0)| <
N7. These results generalize the result of [11] that constructed a CDS protocol
for 2-input functions f such that |f~1(1)] < N” for some constant 1 < v < 2
with message size O(N7/4). The results of [10] imply a lower bound of (k= -
N1(k=1)/2k) for the message size of linear CDS for k-input functions. We do not
know if our construction for k-input functions with few inputs that return 1 is
optimal.

As discussed above, CDS protocols imply secret-sharing schemes for uniform
access structures. Thus, our results imply the existence of linear secret-sharing
schemes for uniform access structures as we next elaborate. Using a family of
perfect hash functions and our CDS protocols, we show that every k-uniform
access structure with n parties can be realized by a linear secret-sharing scheme
with share size O(k-e*-logn-[n/k]*~1/2), Furthermore, using a transformation
of [14], every k-uniform access structure with n parties can be realized by a
linear secret-sharing scheme with share size O(n - 2*/2); this protocol is more
efficient when k£ > 0.257n. Finally, our results imply that every k-uniform access
structure with n” minimal authorized sets of size k can be realized by a linear

secret-sharing scheme in which the size of the share of each party is O(k* - e* -
log? n - [n/k]7k=1/(k+1)),
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1.2 Our Technique

We use the following paradigm to design multiparty linear CDS protocols; this
paradigm was implicitly used to design multiparty CDS protocols [27] and PSM
protocols [14]. We start with a CDS protocol for a constant number of parties
(say, two or three) and use it to construct a k-party CDS protocol for arbitrary
number of parties k.

We demonstrate this idea by describing a linear k-party CDS protocol for
a function f : [N]¥ — {0,1} with complexity O(N3#/4=1). Notice that for
k > 2 this construction already improves the best previously known upper
bound described in [20] of O(N*) for linear CDS protocols. For simplicity of
the discussion, in this paragraph we only consider an even k (as explained
in the technical section we also show how to handle odd values of k). Given
the function f, we define a 2-input function g : [N¥/2]> — {0,1}, where
g((z1,. .. 2r2), (Tkj2q1, - 2x)) = f(21,...,2x). By [19], there is a linear 2-
party CDS protocol for g with messages of size O(N*/4). Denote the message
of the first and second party in the CDS protocol for g by my(z1,...,25/2) and
ma(Tp/241, - - -, Tk), respectively (these messages are also a function of the com-
mon randomness of the CDS protocol). We construct a k-party CDS protocol for
f, where the first k/2 parties (respectively, the last k/2 parties) use a k/2-party
PSM protocol to compute my(x1,...,xy/2) (respectively, ma(zy/o41,...,71)).
The parties can use the PSM protocol of [18] to compute these functions; the
complexity of the protocol is O(N3#/4=1). The referee can reconstruct the mes-
sages my (w1, ..., Tx/2) and ma(Ty 241, .., ox) and use the linear reconstruction
function of the CDS protocol to reconstruct the secret. The problem is that the
resulting CDS protocol is not linear since the PSM protocol of [18] is not linear.
However, we can use the fact that in a CDS protocol the referee knows z1, ...,z
and construct a simplified version of the protocol of [18] that is linear.

We use the above approach to design a linear k-party CDS protocol with
messages of size N(*~1/2 We first construct a new linear 3-party CDS protocol
with messages of size O(NN); this CDS protocol generalizes the linear 2-party CDS
protocol of [19]. To construct a CDS protocol for a function f : [N]¥ — {0,1}
(for an odd k) we define a 3-input function g : [N] x [N(k=1/2] x [N(:=1/2]
{0, 1}, where g(x1, (22, . .., Z(-1)/2)s (T(kt1)/25 - - -» Tk)) = f(@1,...,21); that is,
we partition the parties to three sets, where the size of the first set is 1 and the
sizes of the two other sets is (k — 1)/2. We use the 3-party CDS protocol for g,
and denote the messages in this protocol by mi, ms, m3; each message is of size
at most N(#~1)/2 We then show that msy and ms can be computed by efficient
linear PSM protocols (where the referee knows the inputs xo,...,2—_1)/2 and
T(kt1)/2; - - - Tk, TeSpectively).

To summarize our approach, one can start with any linear CDS protocol for
a small number of parties and use a linear variant of the PSM protocol of [18], in
which the parties send messages enabling the referee to compute the messages of
the CDS protocol. However, this transformation does not necessary result in the
most efficient protocol. To construct an optimal linear k-party CDS protocol, we
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design a specific 3-party CDS protocol, such that its messages can be computed
by efficient linear PSM protocols.

Comparison to the protocol of [27]. In a work that was done independently
and in parallel to our work, Liu, Vaikuntanathan, and Wee [27] have also con-
structed k-party linear CDS protocols for arbitrary k-input functions with total
message size O(kN*~1/2) for every k > 2. Their protocol is somewhat differ-
ent than ours, however is uses very similar ideas. In particular, we apply some
optimizations in our protocol, which reduces the total message size by a factor
of O(k) compared to the protocol of [27]. Furthermore, the protocol of [27] is
only described for odd values of k (using our ideas it can be transformed to a
protocol for even values of k).

1.3 Related Works

Gertner et al. [20] defined CDS protocols and used them to construct
symmetrically-private information retrieval protocols. They gave some construc-
tions of CDS protocols: (1) they showed that a PSM protocol for a function
implies a CDS protocol for the same function, and (2) they showed that a
span program (not necessarily monotone) computing a function f implies a lin-
ear CDS protocol for f, in particular, this gives a construction from formulas
and branching programs. Their result implies that for every k-input function
f : [N]* — {0,1} there exist a linear CDS protocol with messages of size O(N¥).

Beimel et al. [13] showed that for every 2-input function f : [N]* — {0,1}
there exists a 2-party CDS protocol in which the size of the messages is O(N'/2).
Their protocol is not linear. Gay et al. [19] constructed a linear 2-party CDS
protocol for arbitrary 2-input functions with the same message size of O(N'/?).
Following the above results, Liu et al. [26] have shown that every 2-input function
has a non-linear 2-party CDS protocol with messages of size 20(vIog NloglogN)
To construct this CDS protocol, they reduced it to a CDS protocol for the
index function and constructed a CDS protocol for the index function using the
private information retrieval protocol of Dvir and Gopi [17]. Liu et al. [27] have
generalized their results to k-input functions, designing a non-linear k-party CDS
protocol with messages of size 20(vVFlog Nlog(klog N))

Gay et al. [19] proved lower and upper bounds on the size of the messages in
linear and non-linear 2-party CDS protocols for several functions with domain of
size N. For example, they proved a lower bound of {2(1/log N) and a matching
upper bound of O(y/log N) on the messages size of linear CDS protocols for the
index function and a lower bound of §2(1/log N) and an upper bound of O(log N)
on the messages size of linear CDS protocols for the disjointness function (which
returns 1 if and only if the sets represented by the inputs are disjoint) and for
the inner-product function. They also proved a lower bound of 2(loglog N) for
any CDS protocol (possibly non-linear) for these functions. Applebaum et al. [4]
proved a lower bound of 2(log N) for any CDS protocol (possibly non-linear)
for some (non-explicit) function. Applebaum et al. [5] proved a lower bound of
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log N —3—0(1) for any CDS protocol (possibly non-linear) for the inner product
function. All the above lower bounds are for a 1-bit secret.

Applebaum et al. [4] and Ambrona et al. [2] showed that if there is a linear
2-party CDS protocol for some function f with message size ¢ and common
random string with size r, then there is a linear CDS protocol for the complement
function f in which the message size and the common random string size is
linear in ¢ and r. Applebaum et al. [4] also showed that if there is a 2-party CDS
protocol (possibly non-linear) for some function f with message size ¢, common
random string with size r, and an error of 27" in reconstruction and in the
privacy, then there is a CDS protocol for f in which the message size and the
common random string size are polynomial in ¢, r, and k.

Another result shown in [4] is that for every 2-input function there exists a
linear CDS for secrets of ¢ bits, where ¢ is exponential in N, in which the size of
the messages is O(£ - log N'). This gives an amortized message size of O(log N)
per each bit of the secret, much better than the message size of 20(V1og Nloglog N)
shown in [26]. Applebaum and Arkis [3] improved this result and extended it to
k-input functions; they showed for every function f : [N]¥ — {0, 1} there exists
a multi-linear CDS protocol for secrets of ¢ bits, where ¢ is exponential in IV,
such that the size of each of the messages sent by the parties to the referee is 3/.

CDS protocols are closely related to secret-sharing schemes for uniform access
structures. Basically, k-party CDS protocols for functions f : [N]* — {0,1} are
equivalent to secret-sharing schemes for k-partite k-uniform access structures
with k- N parties, where a k-uniform access structure is k-partite if there is a
partition of the parties to k sets Vi, ..., Vj of size N such that every authorized
set of size k contains exactly one party from each set V;. Two-uniform access
structures, called forbidden graph access structures, where first defined by Sun
and Shieh [28], and where further studied in [13, 12,10, 3].

In particular, it was shown in [13] that there is a transformation from 2-
party CDS protocols to secret-sharing schemes for 2-uniform access structures
with n parties in which the share size is O(logn) times the message size in the
CDS protocol; this transformation preserves linearity. Furthermore, if the size
of the secret is increased, then the information rate of the resulting scheme is
only O(1) times the message size in the CDS protocol; this transformation does
not preserve linearity (if we start with a linear CDS, the resulting secret-sharing
scheme would be multi-linear). In [3], this transformation was generalized for any
k, where the increase in the share size is O(e¥ - logn) if one wants to preserve
linearity and O(e*) without preserving linearity. In this paper, we improve this
transformation for short secrets, i.e., we transform k-party CDS protocols for a
function with domain of size n/k to secret-sharing schemes for k-uniform access
structures with n parties.



Optimal Linear Multiparty Conditional Disclosure of Secrets Protocols 7

2 Preliminaries

2.1 Conditional Disclosure of Secrets Protocols

In this section we define k-party conditional disclosure of secrets (CDS) proto-
cols, first presented in [20].

Definition 2.1 (Conditional Disclosure of Secrets Protocols — Syntax
and Correctness). Let f: X3 x --- X X — {0,1} be some k-input function.
A CDS protocol P for f with domain of secrets S consists of:

— A finite domain of common random strings R, and k finite message domains
My, ..., M.

— Deterministic message computation functions ENCy, ..., ENCg, where ENC; :
X; x 8 x R— M, for every i € [k].

— A deterministic reconstruction function DEC : X1 X+ - - X Xp X My X+ X My, —

[0,1}.

We say that the CDS protocol P is correct (with respect to f) if for every
(x1,...,25) € Xy X -+ X Xj for which f(x1,...,zr) = 1, every secret s € S,
and every common random string r € R,

Dec(z1, ...,z ENCy (21, 8,7), ..., ENCk (2L, 5, 7)) = 5.

The total message size of the CDS protocol P is the total size of the messages
sent by the parties, i.e., > . log|M;].

We define the privacy of CDS protocols with a simulator, i.e., given z1, ..., T
such that f(x1,...,xg) = 0, we can simulate the messages sent by the parties by
a simulator that has access only to 1, ..., g, such that one cannot distinguish
between the messages sent by the parties and the messages generated by the
simulator. That is, a protocol is private if everything that can be learned from

the CDS protocol can be learned from the inputs x1,...,x; without knowing
the secret.
Definition 2.2 (Conditional Disclosure of Secrets Protocols — Pri-

vacy). We say that a CDS protocol P is private (with respect to f) if there
exists a randomized function SIM, called the simulator, such that for every

(x1,...,25) € Xy X -+ X Xi, for which f(x1,...,zr) = 0, every secret s € S,
and every k messages (my,...,mg) € My X -+ X My,
PI’[SIM((El, . ,.’L’k) = (ml, . ,mk)]
= Pr[ENCq (21, 8,7) = mq,. .., ENCg(zg, s,7) = my],

where the probability is over the randomness of the simulator S and the choice
of r from R with uniform distribution.

Informally, we say that a CDS protocol is linear if the reconstruction function
of the referee is a linear function.
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Definition 2.3 (Linear Conditional Disclosure of Secrets Protocols).
We say that a CDS protocol is linear over a finite field F if

— S =F,
— There exists constants £, 01, ..., such that R = F* and M; = F% for every
i€ [k], and

— For every x1,...,xp € [N] there exist field elements (o j,)icix].jiefe) € F
such that
Dec(xy,...,zk, ENCy(21,8,7), ..., ENCk(2g, 8,7)) = Z Q; 5, M
i€[k],ji €[£:]
where ENC;(x;, s,7) = (M4i1,...,Me,) for every i € [k].

Equivalently, we could have required that for every ¢ € [k] and every x; € X;
the function ENC;(x;, s,7) is a linear function over F of the secret and the field
elements in r = (r1,...,7r¢) (see [24,7] for the equivalence).

2.2 Secret-Sharing Schemes
We next present the definition of secret-sharing schemes, similar to [8, 15].

Definition 2.4 (Secret-Sharing Schemes). Let P = {Py,..., P,} be a set of
parties. A collection I' C 2 is monotone if B € I and B C C imply that C € I.
An access structure is a monotone collection I' C 2F of non-empty subsets of
P. Sets in I' are called authorized, and sets not in I' are called unauthorized.
The family of minimal authorized subsets is denoted by minI".

A secret-sharing scheme X = (I1, u) with domain of secrets K is a pair, where
W 1s a probability distribution on some finite set R called the set of random strings
and II is a mapping from K x R to a set of n-tuples K1 x Ko X - - - x K, where K;
is called the domain of shares of P;. A dealer distributes a secret k € K according
to X by first sampling a random string r € R according to p, computing a vector
of shares II(k,r) = (s1,...,5y), and privately communicating each share s; to
party P;. For a set A C P, we denote I14(k,r) as the restriction of II(k,r) to
its A-entries (i.e., the shares of the parties in A).

Given a secret-sharing scheme, define the size of the secret as log|K|, the
share size of party P; as log|Kj|, the max share size as maxi<;<p log|K,|, and
the total share size as > ", log | K.

Let K be a finite set of secrets, where |K| > 2. A secret-sharing scheme X =
(I1, ) with domain of secrets K realizes an access structure I' if the following
two requirements hold:

CORRECTNESS. The secret k can be reconstructed by any authorized set of par-
ties. That is, for any set B={P,,..., Pi‘B‘} € I', there erists a reconstruction
function Reconp : K;, X --- x K; ,, — K such that for every secret k € K and
every random string r € R,

|Bl

Reconp (UB(k,r)) = k.
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PrivAcY. Every unauthorized set cannot learn anything about the secret from
its shares. Formally, for any set T ¢ I', every two secrets a,b € K, and every
possible vector of shares (sj)p;er,

Pr[IIp(a,r) = (sj)per | = Pr[1Ip(b,r) = (sj)per |,
where the probability is over the choice of r from R at random according to .

A secret-sharing scheme is linear if the mapping the dealer uses to generate
the shares that are given to the parties is linear, as we present at the following
definition.

Definition 2.5 (Linear Secret-Sharing Schemes). Let ¥ = (II,u) be a
secret-sharing scheme with domain of secrets K, where p is a probability distri-
bution on a set R and II is a mapping from K X R to K1 X Ko x --- x K,,. We
say that X is a linear secret-sharing scheme over a finite field F if K = F, the
sets R, K1, ..., K, are vector spaces over F, II is an F-linear mapping, and u is
the uniform probability distribution over R.

3 Linear CDS Protocols for 2 and 3 Parties

In this section we present linear 2-party and 3-party CDS protocols. The 3-party
CDS protocol will be used in Section 4 to construct a k-party CDS protocol for
k > 3. To avoid confusions, in this section we denote the parties by Alice, Bob,
and Charlie.

3.1 A Linear 2-Party CDS Protocol

As a warm up, we first describe a linear 2-party CDS protocol for any 2-input
function f : [M] x [N] — {0,1} in which the total message size is N; i.e.,
the message size does not depend on M. This protocol is part of the protocol
described in [19], and it is not the optimal protocol for 2 parties (in particular,
by [19] there exist a linear 2-party CDS protocol for any 2-input function f :
[N] x [N] — {0,1} in which the message size is O(N'/?)).

In the CDS protocol, the parties, Alice and Bob, hold the inputs z; € [M]
and xo € [N], respectively, and the common randomness is N uniform bits
r1,...,7N. We denote the secret by s € {0,1}. Alice sends to the referee the bit

$® @wem,f(m,iz):o Tz

and Bob sends the bits r1,...,74,—-1,72,41,---,7n. The message size of the
protocol is 1 + (N — 1) = N.

The correctness of the above protocol follows from the fact that if f(zq,z2) =
1, then the bit r,, is not part of the exclusive-or of the bit that Alice sends. The
referee gets all the bits r1,...,rx except for the bit r,,, and in particular all the

bits among 71, ...,y that are part of the exclusive-or in 8@@1'26[1\7] F(w1,i2)=0 Tiz-



10 Amos Beimel and Naty Peter

Thus, the referee can reconstruct the secret. For the privacy, we observe that if
f(z1,22) = 0, then the bit r,, is part of the exclusive-or of the bit that Alice
sends, and since the referee does not get this bit from Bob, then it cannot learn
any information about the secret. Formally, a simulator independently chooses
N uniform bits sg,7,...,7y_; and outputs sg as the message of Alice and
r,...,ry_; as the message of Bob.

3.2 A Linear 3-Party CDS Protocol
We adapt the above protocol and construct a linear 3-party CDS protocol Ps

for any 3-input function f : [M] x [N] x [N] — {0,1} with message size O(N)
(again, the message size is independent of M).

Protocol Ps

The secret: A bit s € {0,1}.

Inputs: Alice, Bob, and Charlie hold the inputs z1 € [M] and z2,z3 € [N],
respectively.

Common randomness: The three parties hold the following random bits.

— 7"1,...,7”1\[6{071}.
- ququ€{071}

The protocol:

1. Alice sends to the referee the bits s;; = s @ ¢iz D @ize[N]’f(m’i%is):O Tig
for every iz € [N].

2. Bob sends to the referee the bits 71, ..., 7¢y—1,Tzg+1,.--,TN-

. Charlie sends to the referee the bit ¢s,.

4. If f(x1,x2,23) = 1, the referee computes

w

Say B Gry @ @QE[N],f(xl,iQws):O Tz

Fig. 1. A linear 3-party CDS protocol Ps for a function f : [M] x [N] x [N] — {0, 1}.

Lemma 3.1. Let f : [M] x [N] x [N] — {0,1} be a 3-input function. Then,
there is a linear 3-party CDS protocol for f with total message size O(N).

Proof. The linear CDS protocol for f, denoted by Ps, is described in Figure 1.
We start with an informal description of the protocol. The parties, Alice, Bob,
and Charlie, hold the inputs z1 € [M] and 9,3 € [N], respectively, and the
common randomness is 2N bits rq,...,ry and ¢1, ..., qn. We denote the secret
by s € {0,1}.
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For every possible value i3 € [N] of the input of Charlie, Alice sends to the
referee the bit s;; = 5@ qiy ® B, (], f(41,i,i5)=0 T2 (1€, the message that
Alice sends in the 2-party CDS protocol, masked by ¢;,). Bob sends the bits
T1y.v,Tay—1,Tay+1,---,7N, and Charlie sends the bit g,,.

Next, we prove the correctness of Ps. If f(z1,x2,x3) = 1, then the bit r,, is
not part of the exclusive-or in the bit s,, that Alice sends, since it contains only
the bits r;, for which f(z1,i2,23) = 0. Thus, the referee, which gets the bit ¢,
and all the bits rq,...,rn except for the bit r,,, and in particular all the bits
among ri,...,7ry that are part of the exclusive-or in s,,, can reconstruct the
secret s, as described in Ps.

Now, we prove that Ps is private by constructing a simulator whose output is
3 messages, such that the distribution on the messages of P3 and the distribution
on the messages of the simulator are the same. If f(x1,x2,x3) = 0, then the bit
Ty, 1S part of the exclusive-or in the bit s,,, and, thus, the bit s,, is uniformly
distributed given the messages of Bob and Charlie. Similarly, since the referee
does not get the bits qi1,...,qz;—1,qzs+1,---,qn, the distribution of the bits
Sis, for every i3 € [N] such that i3 # x3, is uniform. Hence, the simulator
independently chooses 2N uniform bits sf,..., s, 7,...,7v_1,¢ and outputs
s1,..., sy as the message of Alice, r{,...,ry_; as the message of Bob, and ¢’
as the message of Charlie.

Moreover, the protocol Ps is linear over Fa, since for every z1 € [M] and
x2, 23 € [N] the reconstruction function of the referee is a linear combination of
the bits in the messages it gets. Additionally, Alice sends N bits, Bob sends N —1
bits, and Charlie sends one bit, so the massage size of P3is N+(N—1)+1 = 2N.

|

4 Linear k-Party CDS Protocols

In this section, we use the protocol P3 to construct a k-party CDS protocol, for
any integer k, using the approach described in the introduction. First, in Section
4.1, we show how to transform the 3-party CDS protocol Ps to a linear k-party
CDS protocol Py, for any k-input function f : [M] x [N]*=! — {0, 1} for every
odd k > 3. Then, in Section 4.2, we show how we can adapt the transformation
for every even k > 3.

4.1 A Linear k-Party CDS Protocol for an Odd k

Informal Description of the Protocol. We consider a k-input function
f : [M] x [N]¥=1 — {0,1}, for some odd k, and k parties P,..., P, that
hold the inputs z1,...,zy, respectively. We let &’ = (k — 1)/2, denote y; =

x1,y2 = (T2, ..., Tpr11), and y3 = (Tpr42,...,2k), and define a 3-input function
g : [N] x [N]*¥ x [N]¥ — {0,1}, where g(x1, (z2, ..., 2 11), (Thryo, ..., Tr)) =
f(z1,...,z). That is, we partition the parties into three sets, where the first

set is S; = {P1}, the second set is Sy = {Ps,..., Pw11}, and the third set is
S3 = {Px42,...,Pr}. Observe that |Ss| = |S;5| = k'
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We next describe a k-party CDS protocol Py in which the parties Py, ..., Py
simulates the parties in the protocol Ps for the function g. In this simulation,
party P; simulates Alice, the parties in Sy simulate Bob, and the parties in S3
simulate Charlie, as follows. We denote the simulated inputs in Ps by y1, Y2, ys
and use ha, hs € [N]*" as possible inputs of g in Ps.

Simulating Alice.  Party P; sends the bits s, = s D qn, D
Do (NI f (a1 hashg)=0 Thas TOT every hy = (iprg2,...,0) € [N]* (exactly
as in Ps).

Simulating Bob. The parties in S; should send the bits ry,, for every hy =
(i2, ... ipy1) € [N]¥, except for the bit r,, = Ty, L0 do so, every
party P; € S» sends to the referee all the random bits 7y, for every hy =
(i, ... ip41) € [N]¥ such that i; # x;. Observe that hy # (z2,...,zp41) if
and only if i; # x; for at least one j. Thus, the parties in Sy send the bits that
they should send.

Simulating Charlie. The parties in S5 should send the bit g,,. To do so, we share
every random bit g, for every hs € [N]*', between the parties in S5 using a k'~

/

out-of-k’ secret-sharing scheme. That is, for every hz = (ip/42,...,ix) € [N]*,
we choose k' random bits q,]’§3+2, ey q}’fs and define g5, = q’;3+2 OB q,’fs. Every

party P; € S3 sends the bits quB for every hy = (ig42,...,ik) € [N]k, such
that i; = x;. Thus, the referee can reconstruct the bit g,,, and cannot learn any
information about the bits (gn, )hgsys-

As explained above, the referee in P, can compute the messages in P3, and, thus,
when g(y1,y2,y3) =1 (i.e., when f(x1,...,zr) = 1), the referee can reconstruct
the secret s. The message size of every party is at most NF = N*E=D/2 and
the total massage size of the protocol is N¥ +k/- N¥'=1. (N —1)+k - NV -1 =
O(k - N(k=1)/2),

Next, we show how to improve the total message size of the above protocol
by a factor of k, by improving the simulations of Bob and Charlie by the parties
in Sy and Ss3, respectively.

The improved simulation of the messages of Charlie is as follows. The common

random string will contain bits qgj’m’ik, for every j € {k' +2,...,k} and every

ijs st € [N First, let iy, oie = @ io @, iy fOT every ipria, ... iy €
[N]. Party P;, forevery j € {k' +2,...,k}, sends th,e random bi/ts T iy TOT
every iji1,...,i € [N]. The referee gets the bits q’;;fz%,q’;k‘/ﬁmk, o q’;k,
and thus can reconstruct Qagr g We will show that all other bits Qi gremrin

remain random to the referee, and, thus, the privacy still holds.

The improved simulation of the messages of Bob is as follows. The common
random string contains the bits ¢;, ;. ., for every j € {3,..., k' +1} and ev-
ery ij,...,ip41 € [N] (in addition to all previously mentioned common bits).

Party P sends the random bits 7;, ., ,, for every is, i3, ... iy 11 € [N] such
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that i5 # x5 as before. In addition it also sends the bits T i yeevigs 410 for every
i3, ..,k +1 € [N], masked by random bits, that is, it sends 74,5 .., , @
bigoomvigs yr 0 for every is,...,irr41 € [N]. Next, party P; sends all the bits
Lig,...igry s TOT €VETY d3,4a, ..., ik 41 € [N] such that i3 # x3. Given those bits,

the referee can learn all the bits T ig el 1 for which iy # z9, and the bits
Tigigsmrins y1s for which is = xo and i3 # x3. We continue in the same manner
until we get to the party Py41. That is, the party P; additionally sends the bits
tagi.. iy g © bia,ipr,,, TOT €VETY iy, ... ik41 € [N], and so on. Finally, party
Py 41 sends only the bits ¢;,, , for every ix/41 € [N] such that i 41 # Tprgq.

The referee will learn only the bit Qs 00T 4 g from the messages of the
parties that simulate Charlie, and all the bits Tigeeyigs 41 for every is,..., ik 41 €
[NV], except for the bit ry, . from the messages of the parties that simulate
Bob, as before.

The size of the messages sent by parties Py/jo,..., P is NK=1 4 NF-2 4
e+ N+1<2-N¥-1 = O(N*®-3)/2) and the size of the messages sent by
parties Py, ..., Poyqis N¥ + N¥ =14 ...y N24 N < 2. N¥ = O(NE-1/2),

~7$k’+1 I

Lemma 4.1. Let f: [M]x [N]¥=1 — {0,1} be a k-input function, for some odd
integer k > 3. Then, protocol Py, described in Figure 2, is a linear k-party CDS
protocol for f with total message size O(N*=1/2),

Proof. Recall that k' = (k — 1)/2. We prove that protocol Py is a CDS protocol
for f with message size as in the lemma. Let g : [M] x [N*¥'] x [N¥'] = {0,1}
be the function where g(x1, (z2,...,Zr41), (Thrg2,.--,2k)) = f(21,...,2k).
We first prove that in protocol P, the referee can compute the messages
that the referee gets in the protocol Ps for g, and, thus, it can compute s if
g(x1, (xa, .., Tp41), (Thrgo, .. xg)) = 1, e, if f(xq,...,2,) = 1. We then
prove that if f(z1,...,z) = 0, then the messages in Py can be simulated since
they are uniformly distributed regardless of s.

CORRECTNESS. First, we show that the referee gets the bit Qs s Observe
that the referee gets the bit q%jwwh from party P;, for every j € {k' +2,...,k}.
Thus, the referee can perform an exclusive-or between all these bits and recon-
struct the bit gz, oo = Bjopi0 @, ap

Second, we show that the referee gets all the bits Tigyeoeigs i1 for every
i9,..., 041 € [N], except for the bit Ty, wp - FIX some (f2y. . iprp1) #
(x2y...,Tr4+1), and let £ € {2,..., k" + 1} be the first index for which i, # x. If
¢ = 2, then the referee gets the bit Tigseesins o1 from the party P,. Otherwise, the
referee'gets the bit szy---,n_czfl,ie,v--ikfﬂ.@trs,»--,zeq,iz,-.»ikzﬂ from party P, and for
every j € {3,...,£ — 1}, it gets the bit bgrensom1yierini s © Lagynmsmemyiesip sy
from party P;. Moreover, since iy # %, the referee gets the bit bigyrigs 4 from
party Pp. Thus, the referee can perform an exclusive-or between all the above
bits and reconstruct the bit T o1 -

Using the above two facts, we prove the correctness of Pj. The referee gets
Sxk/+2,.“,:rk; (rig,...,ik/+1)(ig,...,ik,/+1)7$(12,...,1k/+1)7 and qZL’k/+2,‘..,ZEk7 i'e'7 the messa’ges
it would get in the protocol Ps for the function g. Hence, if f(z1,...,25) = 1,
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Protocol P, for an Odd &

The secret: A bit s € {0,1}.

Inputs: Py,..., P; hold the inputs z; € [M] and z2,...,zx € [N], respec-
tively.

Common randomness: Let k' = (k— 1)/2. The k parties hold the following
random bits.

— iy € {0,1}, for every ia,..., i 41 € [N].
= tijoipry, € {0,1}, for every j € {3,..., k" + 1} and 45, ..., i1 € [N].
o € 40,1}, for every j € (K +2,...,k} and ij, .., ix € [N]

-7ik/+1

The protocol:

1. Define Qi gomsin = @?:kurz quZk for every ig/qo,...,ik € [N].
(* SIMULATION OF ALICE *)
2. Party P; and sends to the referee the bits

Sigr fgrie =

SD Qi ygrin @ P

i25eesigr g EIN]F (@152 500 gr 4 15847 4 gseesik) =0 Tizyosipr 1
for every iy yo,...,4k € [N].

(* SIMULATION OF BOB *)

3. Party P» sends to the referee the bits 74, ..
[N] such that i2 # 2, and the bits r4,,i,
23, ... 7ik’+1 S [N]

4. For every j € {3,...,k'}, party P; sends to the referee the bits ;,
for every ij, ..., 4w 41 € [N]such that i; # x;, and the bits ¢,
tij+1a~-aik'+17 for every ij+1, . ,ik/+1 S [N}

5. Party Py 41 sends to the referee the bits ¢
that 4541 # T4
(* SIMULATION OF CHARLIE *)

6. For every j € {K'+2,...,k}, party P; sends to the referee the bits

for every ia, ...,k 41 €
for every

BNARE)
..... ik’+1 ",--'77;k/+1’

..... g1

53]

Ti41 "'rik/+1

ipr o, for every igry1 € [N] such

Doy ijr..i> LOT €VeTy djp1 ... ik € [N].
(* THE RECONSTRUCTION OF THE SECRET *)
7. If f(z1,...,zx) = 1, the referee computes

@_ X . X Tig,.iyiygs .
12,A..,zk,+1€[N],f(oc1,z2 ~~~~~ Ul 10T g/ 2500 @ )=0 kA

Fig. 2. A linear k-party CDS protocol Py for a function f : [M] x [N]*~* — {0,1} for
an odd k.
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then g(z1, (x2,..., Tk +1), (Xpr42,...,2)) = 1 and the referee can reconstruct
the secret s as it would have reconstructed it in Pjs, i.e., as described in Py.

PrivAcy. We prove that Py is private by constructing a simulator. The sim-
ulator of Py chooses independently uniform random bits as the messages sent
by the parties. We show that the output of the simulator is distributed as the

messages sent by the parties in the protocol Py, for f(x1,...,xx) = 0, i.e., we
show that in this case the messages in P}, are uniformly distributed.
First, the messages of parties Py/y9,..., P, contain random bits from the

common randomness and each bit is only sent by one of the parties, thus, the
messages sent by these parties are uniformly distributed. Next, the message of
party Pgy1 is uniformly distributed, since it contains the random bits ¢;,, , for
every i +1 € [N] such that ix 41 # xp41. Given this message, the message of
party Py is uniformly distributed, since it contains the random bits Cirs i1
for every iy, ix 41 € [N] such that iy # 2/, and the bits s igry Dty which
contains the random bit [ZSR for every ig41 € [N]. We continue in the
same manner, and conclude that given the messages of parties Ps, ..., Pr 41,
the message of party P, is uniformly distributed, since it contains the ran-
dom bits 74, i, ,, for every is, ... ip41 € [N] such that ia # x5, and the
bits Ty g, iy © tis,.igs s fOT €VETY i3, .. igq1 € [N]. Thus, the messages
of parties Ps,..., Py 1 are uniformly distributed. Note that the messages of
Py, ..., Py and Pyryo, ..., Py are independent.

We next argue that the message of P; is uniformly distributed given the
messages of the other parties. We first prove that the bits g, ik for
every (ig/42,...,%k) # (Tk42,...,Tk), are uniformly distributed given the
messages of Py4a,...,Py. Fix some (igyo,...,%) # (Tp42,...,2k), and let
L e {k +2,...,k} be the first index for which i, # xy, i.e., (ig42,...,%) =
(k42,5 To—1,%0,---,ix). Thus, the referee does not get the bit qf[’v__ik from
party P, and, thus, it cannot learn the bit ¢;,,

since qum is part of the

PO IS ik

exclusive-or in the bit ¢;,, ... In the above argument, we used qu,..‘ik only
for Gu,, 5,...;v0_1,ic,....ix» thus, the set of bits {Qikurz,‘..,ik}(ik/+2,...,ik);é(zk/+2,...,zk)
are uniformly distributed given the messages of Py o, ..., P.

We next show that the referee does not learn the bit 7, .
gets the bit Tag,pr sy Olas,.. from party Ps, and for every 5 € {3,...,k'},
it gets the bit 75%,,“,9%,+1 ® tmﬁlw,ik,ﬂ from P;. However, party P41 does not
send to the referee the bit bz, > SO it cannot learn the bit T2 yer 41 -

Now, we are ready to show that given the messages of parties P, ..., Py, the
message of party Pj is uniformly distributed. Since f(z1,...,2zr) = 0, the bit
Tagr i grmzy, 1S Part of the exclusive-or in the bit STt preees T As we have shown
above, the referee does not get Tagr s g0t s SO the the bit S4r 4 g is uniformly
distributed. For every (i/42,...,ik) # (Tk/+2,- .., T), the bit ¢, , i, is part
of the exclusive-or in the bit Sigsyormsin - As we have shown above, the referee
does not get Qi gremvin s SO the the bit S preesin is uniformly distributed. Thus,
since for every ig/42,...,4; € [N] there is a unique random bit that is part of
the exclusive-or in the bit s;, ik that cannot be learned by the referee, the

R The referee

.,l‘kl+1
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bits (Sik/+27~~;ik)ikl+2’~~,ik€[N] are uniformly distributed and independent of each
other and of the secret. Overall, the messages sent by the parties are uniformly
distributed.

MESSAGE SIZE. The size of the message of party P is N* = N=1/2 the sizes
of the messages of parties Py, ..., Py are NF NK-1 NK-2 N3 N2 N—
1, respectively, and the sizes of the messages of parties Py/io,..., P are
NK =L NK=2 NK=3 N2 N 1 respectively. Thus, the total message size of
Pris NE + (NF 4+ .4 N—1)+(N¥ "1 4...41) < N¥ 2. N¥ 4 2. N¥ -1 =
O(N(=1/2) 0

4.2 A Linear k-Party CDS Protocol for an Even k

Next, we adopt the CDS protocol Py, to even values of k. Given a k-input function
f:[M] x [N]¥=1 — {0,1}, for an even k, and k parties Py, ..., P that hold the
inputs z; € [M] and xo, ...,z € [N], respectively. Now, define k' = (k + 2)/2,
zp = (), 2%,), where o}, 22, € [NY2], and y; = 21,92 = (22,...,Tp—1,2}),
and y3 = (mi/7$k/+1, ..., k). As before, we partition the parties into three
sets S1,.92,53, but now we split the input of the party Py, and it will be in
both sets S3,S3, with half of its input in each of them. That is, S = {P;},
Sy = {Py,..., P}, and S5 = {Py,..., Py}. The protocol for an even k is the
same as the protocol for an odd k, where the party P participates in the
simulations of Bob and Charlie, in which it uses xi, and x%,, respectively.

The protocol Py, for an even k described in Figure 3. The fact that now not
all the inputs have the same size does not change the correctness and the privacy
of the protocol. Moreover, the message size of protocol Py for an even k is the
same as in protocol Py for an odd k.

The above explanation together with Lemma 4.1 implies the following result.

Theorem 4.2. Let f: [M] x [N]*~1 — {0,1} be a k-input function, for some
integer k > 2. Then, there is a linear k-party CDS protocol for f in which the
total message size of the protocol is O(N*=1)/2),

5 Linear k-Party CDS Protocols for Unbalanced
Functions

In this section we show how to construct linear k-party CDS protocols for func-
tions with a small number of inputs that return 1 and for functions with a
small number of inputs that return 0. We start by constructing a k-party lin-
ear CDS protocol for functions for which for every z, € [N] there are most d
inputs (z1,...,75_1) € [N]*~! such that f(x1,...,2x_1,2%) = 1. Next, we use
this CDS protocol to construct a k-party linear CDS protocol for the desired
functions.

First, let us present the following result from [10], which we are going to use
in our basic construction.
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Protocol Py for an Even k

The secret: A bit s € {0,1}.

Inputs: Pi,..., P hold the inputs z1 € [M] and z2,...,zx € [N], respec-
tively.

Common randomness: Let k' = (k+2)/2. The k parties hold the following
random bits.

T Tigpenigr_yil, € {0,1}, for every iz, ...,ip 1 € [N] and i}, € [N/?].
_ tijwwik/,l,ii, € {0,1}, for every j € {3,...,k'}, ij,...,i_1 € [N], and

-1 1/2
ir € [N 2],
k

D32, iy g

qfﬂzk € {0,1}, for every j € {k' +1,...,k} and 4j,...,ir € [N].

€ {0,1}, for every i, € [N'/?] and iyry1,...,ix € [N].

The protocol:
_ K k J )
ik/+1,.4.,ik - qiil7ik’+1"“7ik 52 ®j=k’+1 qi]»,”.,ik for EVery s €
[NY2 and igryq, ... i € [N].
(* SIMULATION OF ALICE *)
2. Party P sends to the referee the bits

1. Define g;2
k!

kzs@qiz D

Sii,,ik/+1...,i 2 g 1k

r. . 1
R P AT

for every i2, € [N'/?] and igr41,. .., ix € [N].
(* SIMULATION OF BOB *)
3. Party P> sends to the referee the bits r,, . .1, for every

..... it 15ty
i2,...,ip—1 € [N] such that iz # z2 and i}, € [N'/?], and the bits
Dt 1, for every is,...,i 1 € [N] and iy €

r . . . . . .
m2,13...,1k/_1,zllc/ 135eestpr _q5ty

[N'/2).
4. For every j € {3,...,k' — 1}, party P; sends to the referee the bits
;1 , for every i;,...,ipy_1 € [N] such that i; # z; and
k/

yeenrigs _q 50
it, € [N'/?], and the bits tz_j,ij+1'-»,ik/,1,ii/
ij+1, oyl € [N] and 7;;16/ S [NI/Q}.

5. Party Py, which holds the input z3 = (x}/, x3,), where xi,, x3, € [N'/?],
sends to the referee the bits b1, for every i}, € [N*/?] such that it, # z},.
(* SIMULATION OF CHARLIE *)

6. Party Py sends to the referee the bits q:;k“.
T/ 41y - -0k € [N].

7. For every j € {k'+1,...,k}, party P; sends to the referee the bits
q;jaij+17-<-vik7 for every ij41,...,1k € [N].

(* THE RECONSTRUCTION OF THE SECRET *)

8. If f(x1,...,xx) =1, the referee computes

&) tz‘_7'+1,.-<,i,€/,1,i}c,’ for every

., for every

2]

Szi,,mk,+1...,mk D qmi/,mk/+1,...,mk

T : 1.
. . . . . . k2 ceaslyt k2
125000y ’Lk/71€[N]v1i/E[Nl/z],f(ﬂily’bz ----- Zk’—l”;lc/@il’zkurl ..... xp)=0 "2tk =1t

Fig. 3. A linear k-party CDS protocol Py for a function f : [M] x [N]*~! — {0,1} for
an even k.
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Definition 5.1 (Degree of an Input). Let f : [M] x [N]*"1 —
{0,1} be a k-input function. The degree of an input x, € [N] is
| {(xl, ey @) €[NV floy, . g, ) = 1} [

Claim 5.2 ([10]). Let f : [M] x [N] — {0,1} be a 2-input function in which
the degree of every xo € [N] is at most d < M. Then, for a field F such that
|F| > M, there are M linear subspaces Vi, ...,Vy C F4tL of dimension d and
N wectors z1,...,zn € FY such that for every z1 € [M] and every zo € [N]
Zx, € Vo, if and only if f(x1,22) = 1. Furthermore, for every i € [M)], the basis
of Vi is v1,...,va, where vj = ej11 — i - €;, for every j € [d].

These linear subspaces and vectors are used in [10] to construct the following
linear 2-party CDS protocol for 2-input functions f : [M] x [N] — {0,1} in
which the degree of every xzo € [N] is at most d. Alice and Bob, which hold the
inputs 21 € [M] and z2 € [N], send the messages vy -r,...,vq-r and s+ 2y, ' T,
respectively, where s € I is the secret, r € F¢*! is the common randomness, and
V1,...,Vq are a basis of the linear subspace V,. If f(z1,22) = 1, then zx, € V,,
and there exist constants uy, ..., uq such that u; - vy 4+ +ug-va = zx,. Thus,
the referee can compute uy - vy -r+---+uq-vq-r = Zx, - and unmask the secret
s from the message s + zy, - r. Otherwise, if f(x1,22) = 0, it can be shown that,
given the messages of Alice, the distribution on zy, - r is uniform, and, thus, the
referee cannot reconstruct the secret. The message size of this CDS protocol is
d+1.

We show how to use these ideas to construct a linear k-party CDS protocol for
k-input functions f : [N]¥ — {0,1} in which the degree of every input xy € [N]
of the last party is at most d, in which the message size of each party is at most
d. This result is non-trivial since we do not have any bound on the degree of the
inputs of the first k — 1 parties.

In the following protocol we simulate the above 2-party CDS protocol for the
function g : [N]¥=1 x [N] — {0,1}, where g((z1,...,2p_1),2%) = f(21,...,2%).
The first k£ — 1 parties simulate Alice and the kth party simulates Bob. For this
simulation, we use properties of the basis of V; as described in Claim 5.2. The
protocol in [10] does not need to use these properties.

Lemma 5.3. Let f : [N]* — {0,1} be a k-input function in which the degree
of every xy, € [N] is at most d < N¥=1. Then, there is a linear k-party CDS
protocol for f in which the message size of each of the first k — 1 parties is
d-k-log N and the message size of the last party is k - log N .

Proof. Let F be a field such that with [F| > N*~1 and define g : [N]*"! x [N] —
{0,1} as the function g((z1,...,2x-1),2k) = f(z1,...,2x), as above. Next, let
Vi ase-sVn..n C Fand zq,...,z2n € FO'! be the N*~1 subspaces of
dimension d and N vectors guarantied by Claim 5.2 for the function g. We
represent the inputs of P;,..., Pr_1 as an element in {O, o NRL 1}7 i.e.,
(wl,...,xk_l) = (1‘1 — 1)Nk_2+(I2— 1)Nk_3+'~'+($k_2 —1)N+zp_1—-1¢€
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{07 L NEL 1}. Thus, the ith vector in the basis of V, . ., , is
vi=ejr1 — (T1,..., k1) - €

—ej1— (1 —1DNF2. g — o — (242 — 1)N - €5 — (21 — 1) - &,

that is, v; is a sum of k — 1 vectors, where the jth vector is determined by
xj, le., the first vector is vi1 = ej41 — (21 — 1)N*=2 . ¢; and for every j €
{2,...,k — 1}, the jth vector is vij = —(x; — 1)N*=7~1 . ;. To simulate Alice,
parties Py, ..., Py_1 should send v; - r for every ¢ € [d]. Since v; = Zf;ll Vij,
where P; knows v j, party P; can send v; j-r. However, this discloses additional
information to the referee, and we need to mask the messages of the parties.
Specifically, for every j € {1,...,k — 1}, the message of party P; is vyj-r +
r{, ..,V T+ ré, and the message of the party Py is s + zx, - r, where s € F
is the secret and the common randomness is r € F¢! and 7/ € F, for every
j €[k —1] and i € [d], such that r} +--- +rF~1 = 0 for every i € [d].

First, we prove the correctness of the protocol. If f(x1,...,xx) = 1, then for
every i € [d], the referee can compute vir =vijq1-T+7r] +Vvig-T+7r7+ -+
Vik—1-T+ rf_l from the messages it gets. Next, since zx, € Vg, ... 2, ,, there
exist constants uq, . .., uq such that u; - vy +---+ug-va = 2x, . Thus, the referee
can compute uj - vy -r+---+uqg-vd - T = Zx, - r and unmask the secret s from
the message s + zx, - I.

Now, we prove that the protocol is private, by constructing a simulator.
The simulator independently chooses uniform random vectors and bits as the
messages sent by the parties. We show that the messages sent by the parties in the
protocol are uniformly distributed. Since the vectors vy, ..., vq are independent,
vi-T,...,vq-r are uniformly distributed. By [10], given the values vy r, ..., vq-r,
the message of party Py is uniformly distributed when g((x1,...,25-1),25) =0
(i.e., when f(z1,...,2;) = 0). Furthermore, each of the messages of parties
Py, ..., Py_1 contains d field elements, where the sum of the ith element from
each of these messages is v; - r. Since we mask the messages, the messages of
Py, ..., Py_5 are uniformly distributed, and the message of Pj_; is the random
vector (vy1-r,...,vq-r) minus the messages of P, ..., P;_o, that is, the message
of Pj_1 is uniformly distributed as well.

The protocol is linear, since the reconstruction function of the referee is a
linear combination of the messages it gets. The total message size of the protocol
s(k—1)-d-k-logN +k-logN =O(k*-d-log N). O

Next, we show how to transform a k-party CDS protocol for such functions to
a k-party CDS protocol for functions with small number of inputs that return 1.
The transformation in Lemma 5.4 is general and can start from any k-party CDS
protocol for functions where the degree of every z;, € [N] is bounded. Moreover,
if we start with a linear k-party CDS protocol, then the resulting k-party CDS
protocol is also linear.

Lemma 5.4. Let f : [N]¥ — {0,1} be a k-input function, in which there are
at most N7 inputs (z1,...,zx) € [N]* such that f(zi1,...,zx) = 1, for some
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0 < v < k, and assume that for every function f':[N]* — {0,1} such that the
degree of every x), € [N] is at most d < N*¥~! there is a k-party CDS protocol
Jor f" with total message size c. Then, there is a k-party CDS protocol for f with
total message size k- ¢+ O((N7/d)F=1)/2),

Proof. Let S; be the set of all the inputs z; € [N] such that there are at most d
inputs (z1,...2i 1, Zit1,.--,2x) € [N]*~1in which f(z1,...,23) = 1, for every
i € [k]. By our assumption, there is a CDS protocol with message size ¢ for the
restriction of f to the domain [N]*~1x S; x [N]*~ for every i € [k] (by reordering
the parties, we can apply the assumption for every i € [k]).

Next, the set [N]\ S; contains all the inputs z; such that there are more than
d inputs (z1,...%_1,Tit1,...,7) € [N]*~! for which f(xq,...,2x) = 1, and,
thus, the number of one’s of f is at least |[IN]\ S;|-d. Therefore, |[N]\S;| < N7/d
for every i € [k]. We use the protocol Py of Theorem 4.2 to obtain a linear k-
party CDS protocol with message size O((N?/d)*~1)/2) for the restriction of f
to the domain ([N]\ S1) x ([N]\ Sz2) x --- x ([N]\ Sk).

If f(z1,...,2,) =1, and z; € S; for at least one i € [k], then the referee can
reconstruct the secret from the messages it gets from the CDS protocol for the
restriction of f to the corresponding domain. If z; € [N]\ S; for every i € [k],
then the referee can reconstruct the secret from the messages it gets from the
CDS protocol of Theorem 4.2. Otherwise, if f(z1,...,2x) = 0, then the referee
cannot learn any information on the secret, which follows by the privacy of each
of the independent CDS protocols we used.

Finally, if the CDS protocol with message size ¢ we assume is linear, then the
resulting protocol is linear, since in that case it is consist of independent linear
protocols. The message size of the protocol is k - ¢ + O((N7/d)(*=1)/2), O

We use the above transformation and our basic linear k-party CDS protocol
for inputs with bounded degree to construct a linear k-party CDS protocol for
functions with small number of inputs that return 1.

Theorem 5.5. Let f : [N]¥ — {0,1} be a k-input function in which there are
at most N7 inputs (z1,...,zx) € [N]* such that f(zi1,...,zx) = 1, for some
0 <y < (k+1)/2. Then, there is a linear k-party CDS protocol for f with total
message size O(k> - NYE=D/(E+1) og V),

Proof. By Lemma 5.3, for every function f’: [N]¥ — {0,1} such that the degree
of every z € [N]is at most d < N*~1 there is a linear k-party CDS protocol for
f with total message size O(k?-d-log V). Thus, by Lemma 5.4, there is a linear k-
party CDS protocol for f with total message size O(k®-d-log N+ (N7 /d)*k=1/2),
To minimize this expression, we require that d = (N7/d)*~1/2 that is, d =
N (E=1/(k+1) “and obtain a linear k-party CDS protocol with message size O(k>-
d-log N) = O(k* - NY(k=1/(E+1) L 1og N). 0

By a small modification in the first protocol as in [10], the same results hold
also for functions with small number of inputs that return 0.
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Lemma 5.6. Let f : [N]¥ — {0,1} be a k-input function in which the degree of
every z € [N] is at least Nk~ —d, for some d < N*~1. Then, there is a linear
k-party CDS protocol for f in which the message size of each of the first k — 1
parties is d - k -log N and the message size of the last party is k - log N.

Theorem 5.7. Let f : [N]¥ — {0,1} be a k-input function in which there are
at most N7 inputs (z1,...,zx) € [N]* such that f(zi1,...,zx) = 0, for some
0 <y < (k+1)/2. Then, there is a linear k-party CDS protocol for f with total
message size O(k> - NYE=D/(E+1) og V),

Note that the above results are not implied by the closure of CDS proto-
cols to complement [4,2] as the randomness in the schemes in Lemma 5.4 and
Theorem 5.5 is too big.

6 Linear k-Party CDS Protocols for Function with Inputs
of Different Sizes

We use protocol Py to construct linear k-party CDS protocols for k-input func-
tions with inputs of different sizes; as in Py, the message size in this protocol
is independent of the largest input size. In the following three protocols, we
assume, by reordering the parties, that ay > «; for every i € {2,...,k}.

Theorem 6.1. Let f: [N*]x[N*2]x---x[N*] — {0, 1} be a k-input function,
for some integer k > 2 and real numbers o, ...,ar > 0. Then, there is a linear
k-party CDS protocol for f with total message size O(2%/% - NZi @i/2),

Proof. We view f as a k'-input function f/: [N*1] x {0,1}* =1 — {0, 1}, where
E =1+ Zf:2[ozi logN]<1+k+1logN - Zf:z a;, and

@1, @20, 2 [aglog Ns - -+ > ThLs - - - » Tk, [ log NT)
= f(xla (xQ,la .. ax2,fo¢2 logN—‘)a RS (xk,la s 7xk,(aklogN]))'

We execute the linear k’-party CDS protocol Py, promised by Theorem 4.2
for the k’-input function f’, where party P; simulates the first party, party
P, simulates the next [« log N parties in the k’-party CDS for f’, party P;
simulates the next [aglog N| parties, and so on. Overall, since the message size
of the protocol is independent of the size of the input of the first party, we
get a k-party CDS protocol for the k-input function f with total message size
02k -1/2) = 0(2(k+logN~Z§:2 @)/2) = O(2k/2 . NZi, @i/2) O

We present alternative linear CDS protocols for functions f : [N®1] x [N®2] x
-+ x [N®*] = {0, 1}, where for some parameters we remove the factor of 2¥/2 of
the above protocol. We start with a linear k-party CDS protocol for such k-input
functions, for an odd k.

Theorem 6.2. Let f : [N*] x [N®2] x -+ x [N*] — {0,1} be a k-input
function, for some odd integer k > 2 and real numbers aq,...,ar > 0.
Then, there is a linear k-party CDS protocol for f with total message size
O(mingc (o, ky,(5|=(h—1)/2{ N Zres @ 4 NZictzans 4},
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Proof. Fix any set S C {2,...,k} such that |[S| = (k — 1)/2 and define S; =
{P; : j € S}. By renaming the parties, we assume that Sy = {P,,..., Py1)/2}-
We execute the linear k-party CDS protocol of Lemma 4.1 with the function
f- Recall that in Py, party P; simulates Alice, the parties in {Pg, e ,P(k+1)/2}
simulate Bob with an input from a domain of size NXies ® and the parties in
{Pay..., P} \ 51 = {P(k+3)/2, e ,Pk} simulate Charlie with an input from a
domain of size N2=ie{2...sn\s i The message size of party P is N2Zicqz NS “
the message size of parties Py, ..., P_1)/2 is less than 2 - N2Zics®  and the
message size of parties P.y1)/2, .-, Pk is less than 2 - NZiciz ks @ Thus,

the total message size of the protocol is O(NZies @ 4 N2 ietz..ins %), Since
we can choose any set S C {2,...,k} of size (k — 1)/2, the theorem follows. O

In the above CDS protocol, either } , g or 3 ;crn  jy\5 Qi is at least

Zfﬁ a;/2. So, the total message size in the CDS protocol of Theorem 6.2 can be
reduced by a factor of at most 2¥/2 compared to the CDS protocol of Theorem 6.1
(for example, when 3 ;cq0n = 3 icrp  jps® = Ef:z a;/2). However, there
are cases for which the total message size of the CDS protocol of Theorem 6.1
will be smaller than the total message size of the protocol of Theorem 6.2 (for
example, when aq, as > Zf:3 a;).

Similarly to Theorem 6.2, we can construct a linear k-party CDS protocol for
k-input functions for an even k. As this CDS protocol is similar to the previous
CDS protocol, we omit its details.

Theorem 6.3. Let f : [N*] x [N*2] x .-+ x [N*»] — {0,1}
be a k-input function, for some even integer k and real mnumbers
ay,...,ar > 0. Then, there is a linear k-party CDS protocol for f with
total message size O(minje{QwHyk},SC{QVNyk}\{j}"s‘:(k,g)/g{Naf/QJrZiEsC” +
N/ 24 Lierznsuth %Y.

7 Linear Secret-Sharing Schemes Realizing k-Uniform
Access Structures

7.1 General k-Uniform Access Structures

Recall that an access structure is k-uniform if all sets of size less than k are
unauthorized, all sets of size greater than k are authorized, and the access struc-
ture specifies which sets of size k are authorized. A k-uniform access structure
is k-partite if the parties can be partitioned into k sets Vi, ..., Vj such that each
authorized set of size k contains exactly one party from each V;. Basically, k-
party CDS protocols are equivalent to secret-sharing schemes realizing k-partite
k-uniform access structures, see, e.g., [3, Lemma 4.2]. Furthermore, this equiv-
alence preserves linearity. Thus, our results immediately imply the following
theorem.
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Corollary 7.1. Let I' be a k-partite k-uniform access structure with partition
Vi, ..., Vi, where |V;| = N for every i € [k]. Then, there is a linear secret-sharing
scheme realizing I' in which the share size of every party is O(N(k’l)ﬂ).

We next describe a secret-sharing scheme realizing k-uniform access structure
(not necessarily k-partite). To obtain this result, we use a generic transformation
from secret-sharing schemes realizing k-partite k-uniform access structures to
secret-sharing schemes realizing k-uniform access structure (not necessarily k-
partite). This transformation is similar to the transformation in [3], however,
for short secrets our transformation is more efficient. The transformation uses a
family of perfect hash functions.

Definition 7.2. A set of functions H = {h; : [n] = [k] : i € [{]} is family of
perfect hash functions if for every set A C [n],|A| = k there exists at least one
index i such that |h;(A)| = |{hi(a):a € A}| = k, i.e., h; restricted to A is
one-to-one.

It is known that if we sample £ = O(e*-log n) random functions h; : [n] — [k],
then we get a family of perfect hash functions with high probability. In our
transformation we need that the outputs of every h; are evenly distributed. We
next supply a simple proof that such family of perfect hash functions exists.

Claim 7.3. There exists a family of perfect hash functions H =
{h; : [n] = [k] : i € [{]}, where £ = O(k-e*-logn), such that for everyi € [{] and
every b € [k]

[{a € [n] : hi(a) = b} | < [n/k]. (1)

Proof. We prove the existence of H using the probabilistic method. We can
assume that n/k is an integer (otherwise we add dummy elements to the domain).
We choose ¢ functions h; independently, where in each stage we choose a function
satisfying (1) with uniform distribution.

First, we fix a set A € [n], and choose one function h satisfying (1) with
uniform distribution. Next, we give a lower bound on the probability that
|h(A)] = k. We can view the choice of such a function h as the following
process: Choose a random permutation 7 : [n] — [n] and define h(a) = b
if (b—1n/k+1 < 7w(a) < bn/k (e.g., all elements such that 7(a) < n/k
are mapped to 1). Let B = 7(A) = {m(a):a € A}. As 7 is a permutation
chosen with uniform distribution, the set B is a uniformly distributed set of
size at most k. Thus, the probability that |h(A)| = k is the probability that
a uniformly distributed set B of size k contains exactly one element from
b—1n/k+1,(b—1n/k+2,...,bn/k, for every b € [k]. The probability of

the latter event is . L
(/R R,
k)~ (en/R)* '
We choose £ = ¥ (1+k-Inn) functions hy, ..., hy satisfying (1) independently

with uniform distribution. Thus, the probability that every h; is not one-to-one
on a fixed A is at most (1 — e=k)e" (1FkInn) < o=(+kInn) — 1 /(epk) < 1/(e(})).
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By the union bound, the probability that there exits a set A of size k such that
every h; is not one-to-one on A is less than 1/e. This implies that there exists
a family of perfect hash functions H of size £ = O(k - €¥ - logn) such that all
functions satisfy (1). O

Next, we show how to transform a secret-sharing scheme realizing k-partite k-
uniform access structures to a secret-sharing scheme realizing general k-uniform
access structures. Moreover, if we start with a linear scheme, then the resulting
scheme is also linear.

Lemma 7.4. Let I' be a k-uniform access structure with n parties. Assume that
for every k-partite k-uniform access structure I’ with partition V1, ..., Vy, where
|Vil < N for every i € [k], there is a secret-sharing scheme realizing I'" in which
the share size of every party is c¢(k, N). Then, there is a secret-sharing scheme
realizing I' in which the share size of every party is O(k - e* -logn - c(k, [n/k])).

Proof. Given a partition V = (Vi,..., V) of the parties in I', we define the k-
partite access structure Iy, C I” where a set A € I' is authorized in Iy, . v, if
either |A]| > k or A contains exactly one party from each set V;.

We use ¢ partitions V!,... V! of the parties such that I" = U{_; I and
realize each I} independently. On one hand, every A € I of size k is authorized
in at least one I, and the parties in A can reconstruct the secret. On the other
hand, every A ¢ I of size k is unauthorized in every I, and the parties in A
get no information on the secret. The share size of each party in the resulting
scheme is ¢ times the size of the shares needed to realize I:.

We construct the ¢ partitions using the family of perfect hash functions H =
{h; : [n] — [K] : 3 € [€]}, for £ = O(k - € - logn), guaranteed by Claim 7.3, where
Vi = (h;'(1),...,h; ' (k)). Using this family of perfect hash functions, every set
in each partition is of size at most [n/k]. Moreover, by our assumption, there
is a secret-sharing scheme realizing I'): in which the share size of every party is
c(k, [n/k]). This results in a scheme with share size O(k - € - logn - c(k, [n/k])).

O

The above transformation combining with Corollary 7.1 gives us immediately
the following result.

Theorem 7.5. Let I' be a k-uniform access structure with n parties. Then,
there is a linear secret-sharing scheme realizing I' in which the share size of
every party is O(k - eF -logn - [n/k](F=1D/2),

When k£ > 0.257n, the above scheme is less efficient than trivial scheme
with share size 2. We can use a transformation of [14] showing that if every
function f : {0,1}" — {0,1} has a CDS protocol with messages of size ¢, then
any k-uniform access structure with n parties has a secret-sharing scheme with
share size O(c-n). This transformation preserves linearity. Thus, our linear CDS
protocol implies a linear secret-sharing scheme realizing every k-uniform access
structure, in which the share size is independent of k.
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Theorem 7.6. Let I' be a k-uniform access structure with n parties. Then,
there is a linear secret-sharing scheme realizing I' in which the share size of
every party is O(n - 2"/2).

7.2 Sparse and Dense k-Uniform Access Structures

By the equivalence between CDS and uniform access structures, we obtain re-
sults for sparse and dense k-partite k-uniform access structures, which follows
from Theorem 5.5 and Theorem 5.7.

Corollary 7.7. Let I' be a k-partite k-uniform access structure with partition
Vi,..., Vi, where |V;| = N for every i € [k]. If |[{Ae I :|Al=k}| < N7 or
[{Ael:|Al=k}| > N*¥— N7, for some 0 <~ < (k+1)/2, then there is a
linear secret-sharing scheme realizing I' in which the share size of every party is
O(k? - NY(E=1D/(k+1) 1og N).

Using the transformation in Lemma 7.4, we can generalize the above result
to every sparse and dense k-uniform access structure (not necessarily k-partite).

Corollary 7.8. Let I' be a k-uniform access structure with n parties. If

[{AeT :|Al=k}| < n” or [{AeT:|Al=k}| > (}) —n?, for some 0 <

v < (k+1)/2, then there is a linear secret-sharing scheme realizing I' in which
the share size of every party is O(k* - e¥ -log® n - [n/k]Y(E=D/(k+1)),

The above results should be compared to the trivial linear k-party CDS
protocol realizing k-uniform sparse access structures with n parties, in which we
share the secret independently for every minimal authorized set of size k; in the
trivial scheme the share size of every party is O(n?).

8 Lower Bounds for Linear Schemes Realizing k-Uniform
Access Structures

In this section, we use results of [10] to prove lower bounds on the size of the
shares in linear secret-sharing schemes realizing k-uniform access structures and
the size of messages in linear k-party CDS protocols.

8.1 Lower Bounds on the Size of One Share and Implications to
CDS

First, we show lower bounds on the share size of at least one party in every linear
secret-sharing scheme realizing general k-partite k-uniform access structures.

Before we start, we need some notation and a lemma from [10]. We say that
the rank of an access structure I" is r if the size of every minimal authorized set
in I' is at most r. Furthermore, we say that py(I") < s if there exists a linear
secret-sharing scheme over F, realizing I' such that each share in the scheme
contains at most s field elements.



26 Amos Beimel and Naty Peter

Lemma 8.1 ([10]). For every a prime power q and integers s,r,n such that
s > logn, the number of access structures I' with n parties, rankr, and pe(I') < 's

. 2
is at most 22rms" logq,

Theorem 8.2. For most k-partite k-uniform access structures I' with partition
Vi,..., Vi, where |V;| = N for every i € [k], the share size of at least one party
for sharing a one-bit secret in every linear secret-sharing scheme realizing I is
Q(k= - NE=1D/2),

Proof. If we share a one-bit secret using a linear secret-sharing scheme over I,
in which the largest share containing s field elements, then the size of the share
of at least one party is sloggq. For the share size of every party to be less than
k=1 N*=1/2 it must be that ¢ < gk~ N(ETDL (otherwise, every share contains
at least k=1 - N(*=1)/2 bits), and, furthermore, slogq < k= - N*+-1/2,

We next bound the number of k-partite k-uniform access structures I” that
can be realized by a secret-sharing scheme in which the share size of every party
is at most . Recall that in k-uniform access structures all sets of size k + 1 are
authorized, that is, its rank is at most k + 1.

By Lemma 8.1, the number of k-partite k-uniform access structures I" with
kN parties and p,(I") < 6/log g, is at most 22(k+1)EN(0/log 9 logq < 92(k+1)kN6>
Since we are counting linear schemes, we need to sum the number of the access
structures that realized by linear schemes for every possible finite field (there

Ll (k=172 -l N (k—1)/2 .
are at most 2 such fields, because ¢ < 2 ). Consider the
access structures that realized by linear schemes in which the size of the share
of every party in 6 < k~' - N(*~1)/2 The number of such access structures is at
most kTN NGETN/2 92(k+1)kNO>  _ gk NETD/ 242 (k4+1)kNO>

On the other hand, the number of k-partite k-uniform access structures I,
where the size of every part is N, is 2V - Thus, if half of the k-partite k-
uniform access structures I', where the size of every part is N, have a linear
secret-sharing scheme in which the share size of every party is at most €, then
ok -NETD/2 4okt 1)kNG? > %.21\/’“7 fe., k~1. N(k=1)/2 +2(k+1)kN6? > Nk —1,
5060 = (k=1 Nk=1/2), 0

By [3, Lemma 4.2], we get the following corollary for k-party CDS protocols.

Corollary 8.3. For most k-input functions f : [N]¥ — {0,1}, the message

size of at least one party in every linear k-party CDS protocol for f is Q(k=1 -
N(k—l)/2),

As we show in Theorem 4.2, this bound is tight up to a factor of k.

Sparse and Dense k-Uniform Access Structures.

Theorem 8.4. Let 0 < < k be an integer. There exists a k-partite k-uniform
access structure I' with partition Vi,..., Vi, where |Vi| = N for every i € [k]
and |{A e :|Al=k}| < N7, such that the share size of at least one party
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for sharing a one-bit secret in every linear secret-sharing scheme realizing I’
is (k=1 . NYE=D/28) " Fyrthermore, there exists a k-partite k-uniform access
structure I with partition Vi, ..., Vi, where |V;| = N for every i € [k] and
|[{Ae':|Al=k}| > N*¥ — N7, such that the share size of at least one party
for sharing a one-bit secret in every linear secret-sharing scheme realizing H is
_Q(k;-l . N’Y(k—l)/%).

Proof. By Theorem 8.2, for every N there exists a k-partite k-uniform access
structure I'y with IV vertices in every part such that the share size of at least one
party for sharing a one-bit secret in every linear secret-sharing scheme realizing
the access structure 'y is 2(k~' - N(#=1)/2) We use this k-partite k-uniform
access structure (with fewer parties) to construct a sparse k-partite k-uniform
access structure I" with NV vertices in every part. Let V7, ..., Vi be disjoint sets
of parties of size N. For every i € [k], we fix an arbitrary set of parties V;/ C V; of
size N’ = N7/% and construct the k-partite k-uniform access structure Iy, with
parties V] U---UV}. We define I" as the access structure with parties V,U---UVj,
that contains all sets in I'ys and all sets of size at least k + 1.

Since all minimal authorized sets of size k£ in I' contain exactly one party
from each V; (for ¢ € [k]), the number of minimal authorized sets of size k is at
most (N')¥ = (N?/¥)k = N7. The share size of at least one party for sharing
a one-bit secret in every linear secret-sharing scheme realizing I'y/ (and, hence,
I)is 2k~ - (NV/RYE=1/2) = (k=1 . Nv(k=1)/2k) — (k=1 . N1/2=7/2k),

To construct a dense k-partite k-uniform access structure with at least N* —
N? minimal sets of size k that requires large shares in every linear scheme
realizing its k-uniform access structure, we use a similar construction, however,
we add all sets of size k£ with exactly k vertices from different parts that contain
at least one party in V; \ V; for some i € [k]. Similar analysis implies that the
resulting k-partite k-uniform access structure has at least N* — N7 minimal sets
of size k and the share size of at least one party for sharing a one-bit secret
in every linear secret-sharing scheme realizing the k-partite k-uniform access
structure is (k=1 . NY(E=1)/2k) 0

Again, by [3, Lemma 4.2], we get the following results for k-party CDS pro-
tocols.

Corollary 8.5. Let 0 < v < k be an integer. There exists a k-input function
f [Nk — {0,1} such that |{(z1,...,2x): f(z1,...,28) = 1}| < N7, in which
the message size of at least one party in every linear k-party CDS protocol for f
is (k=1 - NYFE=0/28) - Byrthermore, there exists a k-input function f : [N]* —
{0,1} such that [{(x1,...,2%) : f(z1,...,25) = 0} < N7, in which the message
size of at least one party in every linear k-party CDS protocol for f is Q(k=! -
N’y(k—l)/Qk).

8.2 Lower Bounds on the Total Share Size

Next, we show lower bounds on the total share size in every linear secret-sharing
scheme realizing k-uniform access structures.
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Theorem 8.6. For most k-uniform access structures I with n parties, the to-

tal share size for sharing a one-bit secret in every linear secret-sharing scheme
realizing T is (k= (F+3)/2 . p(k+1)/2),

Proof. If we share a one-bit secret using a linear secret-sharing scheme over
F, with shares containing .S field elements, then the total share size is Sloggq.
For the total share size to be less than k= (+3)/2 . n(+1)/2 it must be that
q < gk~ 2 lEm /2 (otherwise, each share contains more than k—(k43)/2 .
n(k=1)/2 hits, and the total share size will be more than k= (*+3)/2 . p(k+1)/2)
and, furthermore, Slogq < k= (++3)/2 . p(k+1)/2,

Denote the parties in I by P. First, we count the number of linear schemes
realizing k-uniform access structures I' over IF, with shares containing S field
elements. Let B be the set of size at most n/k containing all the parties such that
the share of each one of them containing more than kS/n field elements. The set
P\ B contains all the parties such that the share of each one of them containing
at most kS/n field elements. We can add parties to B such that |B| = n/k, and
the share of every party in P\ B is still containing at most kS/n field elements.

By Lemma 8.1, the number of k-uniform access structures over Fy with the
parties P\ B such that the of every party containing at most k£S/n field elements
is 22(k+1)-n(171/k)-(k8/n)2 logq

The number of authorized sets with k parties that intersect B is the number
of authorized sets with k& parties in P minus the number of authorized sets with &
parties contained in P\ B, i.e., (}) — ("(k_kl)/k) > (1—(1—=1/k)*)(}). Moreover,

n
Thus, the number of linear schemes realizing k-uniform access structures

I" over F, with shares containing S field elements is (n7k) L 9(=(=1/WM)(R) .

92(k-+1)-n(1-1/k)-(kS/n)* log a — gxr, (O((l — (A= 1/R)M)(7) + K352 logq)).

n

the number of possible choices of the set B is (

Since we are counting linear schemes, we need to sum the number of
the access structures that realized by linear schemes for every possible fi-
nite field (there are at most k= +3)/2 . n(k=1)/2 guch fields, because ¢ <
k= (k+3)/2 . p(k=1)/2) " Consider the access structures that realized by lin-
ear schemes with total share size at most Slogqg = © < k- (*+3)/2.
nk+1/2 (so here S = ©/logq). The number of such schemes is at most

exp (0 (k*(’”?’)/Q =12 4 (1= (1= 1/k)%)(2) + k3@2)) .

n

Additionally, the number of k-uniform access structures I" with n parties is

2(%). Thus, if half of the k-uniform access structures I" with n parties have a
linear secret-sharing scheme in which the share size of every party is at most O,

then exp (O (k=0+9/2 . n=D/2 4 (1 (1= 1/k))(7) + £€°) ) = exp (7)) .

2 epfofen o 2] 5 on(ofs i) -
exp (Q(Z—:)), so we get that © = (k= (*k+3)/2 . p(k+1)/2)

O

As we show in Theorem 7.5, for a constant k, this bound is tight up to a
logarithmic factor.



Optimal Linear Multiparty Conditional Disclosure of Secrets Protocols 29

Sparse and Dense k-Uniform Access Structures.

Theorem 8.7. Let 1 < v < k be an integer. There exists a k-uniform access
structure I' with n parties and |{A € I' : |A| =k} | < n?, such that the total
share size for sharing a one-bit secret in every linear secret-sharing scheme real-
izing I is (Z(k’(’“”’)/2 . n(”f“)/z), Furthermore, there exists a k-uniform access
structure I' with n parties and |{A € I': |[A| =k} | > (}) — n?, such that the
total share size for sharing a one-bit secret in every linear secret-sharing scheme
realizing I is Q(k~(F+3)/2 . n(r+1)/2)

Proof. By Theorem 8.6, for every n there exists a k-uniform access structure
with n parties such that the total share size for sharing a one-bit secret in every
linear secret-sharing scheme realizing it is £2(k~(*+3)/2 . n(k+1)/2) Denote the
parties in I" by P. We use this k-uniform access structure (with fewer parties)
to construct a sparse k-uniform access structure I with n parties. We partition
the parties of P to n’ = n*="/(k=1) digjoint sets of parties Vi,...,V,, where
[Vi| = n/n’ = nO0~D/=1) for every i € [n]. For every i € [n'], we construct a
copy of a k-uniform access structure from Theorem 8.6 with n/n’ = n(y=1/(k=1)
vertices among the vertices of V;. We denote this k-uniform access structure by
I;. There are no authorized sets between parties in the different sets that we
constructed.

Since all authorized sets in the above construction are between different
sets, the number of authorized sets is at most n’ - (”2") < - (n/n)F =
nk=N/k=1) o (pO=D/ =1k = pk=ytky=k)/(k=1) — py(=1/(k=1) = p7,
The total share size for sharing a one-bit secret in every linear secret-sharing
scheme realizing I; (for every i € [n]) is Q2(k=(+3)/2 . (n(y=1/(k=1))(k+1)/2) —
Q(k=®+3)/2 (=D (R0 /2(k=1)y = (= (k+3)/2 . p(kyty—k=1)/2(k=1)) " Thys,
the total share size for sharing a one-bit secret in every linear secret-sharing
scheme realizing I' is 02(n/ - k= *+3)/2 . pyty=k=1)/2(k=1)) — Q(f~(k+3)/2 .
nk=N/k=D+kyty=k=1)/2(k=1)) = (E=(k+3)/2 . plky=y+k—1)/2(k—1))
Qk=F+3)/2 (D E=D/2(k=1)) — ()= (B+3)/2 . n(1+1)/2),

To construct a dense k-uniform access structures with at least (2) —n? au-
thorizes sets that requires large shares in every linear scheme realizing it, we use
a similar construction, however, we add all sets with exactly k parties, in which
not all the vertices are in the same set V;, for ¢ € [n/]. Similar analysis implies
that the resulting k-uniform access structure has at least (Z) —n” authorizes sets
and the total share size for sharing a one-bit secret in every linear secret-sharing
scheme realizing the k-uniform access structure is 2(k~*+3)/2. n(0+1)/2) 0
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