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Abstract. In the classical kleptographic business models, the manufacturer of a device D is paid either
in advance or in installments by a malicious entity to backdoor D. Unfortunately, these models have an
inherent high risk for the manufacturer. This translates in high costs for clients. To address this issue,
we introduce a subscription based business model and tackle some of the technical difficulties that arise.

1 Introduction

Kleptographic attacks have been introduced by Young and Yung [22-26] and are a combination of subliminal
channels with public key cryptography. The scope of these attacks is to leak either confidential messages or
private keys though a system’s outputs without the owner’s knowledge. In recent years, this research area
has been revitalized and backdooring methodologies can be found for symmetric key primitives [7,8, 10],
hash functions [5,14], pseudo-random number generators [11,12] or digital signatures [6,21]. Also, a series of
countermeasures have been developed [6,15,18,19].

One of the classical business models for kleptographic attacks is the following: a client® C pays up front a
manufacturer M, whom will later implement a certain backdoor in a tamper proof device* and deliver that
device to a victim. This model puts the manufacturer at an advantage, because he can charge the customer
and not implement the requested backdoor. Since this transaction is illegal, the customer can not file a
complain and legally retrieve his money. Thus, this might scare off some of the potential clients.

Another classical model is the following: a client pays the manufacturer half the money up front and the
rest after checking the correctness of the backdoor. If the manufacturer does not take certain precautions,
then the client is at an advantage. For example, C' checks the correctness of the backdoor, but fails to pay
the second installment. This can be easily avoided if a backdoor deactivation method is put in place by M®.
A possible deactivation strategy is for M to send D a special input that instructs the device to erase all
incriminating evidence. A similar approach is used in [10,14] to trigger backdoors.

Both classical approaches have an inherent risk for the manufacturer: the client can easily prove that M
backdoored D either by decrypting all the messages send through that device or by revealing the private
keys stored in D. Thus, to make the risk worth while the manufacturer must charge C' a high embedding fee.
This will certainly scare away certain resource constrained clients (e.g. small businesses that do not have the
resources of a large corporation). To address this issue, we introduce a subscription based model suitable for
the ElGamal encryption algorithm.

Our model draws inspiration from the subscription services offered by companies like Netflix [2], Amazon [3]
and HBO [4]. These companies give access to streaming content in exchange for a monthly pay. In our case, a
client pays for a backdoor that gives him access to a limited number of private messages. Subsequently, the
client has to renew his subscription. This balances the risk and reward factors for the manufacturer® and,

3 by definition a malicious entity

* In [8] is noted that complex open-source software (e.g. OpenSSL) is also vulnerable to these attacks.
® As in the previous model, the transaction is illegal and thus, M can not take legal action against C.
5 M is exposed only for a limited period of time



in consequence, M can lower embedding fees. A risk still remains: no guarantees of output delivery for the
clients. But, this is minimum in a subscription based model because the goal of the manufacturer is to keep
clients satisfied, so they further renew their subscription”.

Compared to the classical models, our proposed model has a different issue that needs to be tackled. Clients
want access to their services as soon as they pay. But, illegal transactions mostly use cryptocurrencies [9] and
the average confirmation time for this type of transactions is large in some cases (e.g. for Bitcoin, it takes
on average an hour per transaction [1]). Thus, to give the manufacturer sufficient time for deactivating the
backdoor® if the transaction is not valid, we employ a mechanism similar to time-lock puzzles [17] .

Note that generic kleptographic countermeasures [15,18,19] can protect tamper proof device’s users
against our proposed mechanisms. Unfortunately, unless users do not explicitly require the implementation of
these defences, a manufacturer is not obliged to deploy them. Thus, M is free to implement any kleptographic
mechanism.

Structure of the paper. Notations and definitions are presented in Section 2. The core of the paper consists
of Section 3 and contains a series of kleptographic subscriptions that fit different scenarios. We conclude in
Section 4.

2 Preliminaries

Notations. Throughout the paper, the subset {1,...,n} € N is denoted by [1,n]. The action of selecting a

random element x from a sample space X is denoted by x & x , while x < y represents the assignment of
value y to variable x. The probability of the event F to happen is denoted by Pr[E]. To ease description, we
use the notation C}' to denote binomial coeflicients.

2.1 Security Assumptions

Definition 1 (Pseudorandom Function - PRF). A function F : G x [1,n] — S is a PRF if:

— Given a key K € G and an input X € [1,n] there is an efficient algorithm to compute Fx(X) = F(X, K).
— Let A be a PPT algorithm with access to an oracle O that returns 1 if O = Fk(-). The PRF-advantage of
A, defined as

ADVE (A) = |PrAFx0) — 1K & G] - Pr[AFO =1|F & F)
must be negligible for any PPT algorithm A, where F = {F : [1,n] — S}.
Definition 2 (Pseudorandom Permutation - PRP). A PRF P : G X [1,n] — [1,n] is a PRP if P is one-to-
one and F from Definition 1 is changed into F = {F : [1,n] — [1,n] | F is one-to-one}. The PRP-advantage

of A is denoted ADVEF(A).

Definition 3 (Decisional Diffie-Hellman - DDH). Let G be a cyclic group of order q, g a generator of G.
Let A be a PPT algorithm which returns 1 on input (g%, gY, g%) if g*¥ = g*. We define the advantage

ADV%?;(A) = |Pr[A(¢®, 9", 9%) = 1|z,y & Ly, z < zy] — Pr[A(g", 9", 9°) = 1|z, y, 2 & Zg]l-

If ADV&?;(A) 1s negligible for any PPT algorithm A, we say that the Decisional Diffie-Hellman problem
is hard in G.

" Cheating a client will only bring M a small amount of revenue.
8 by means of special triggers



2.2 Public Key Encryption

Definition 4 (Public Key Encryption - PKE). A Public Key Encryption (PKE) scheme consists of four
PPT algorithms: ParamGen, KeyGen, Encrypt and Decrypt. The first one takes as input a security parameter
and outputs the system parameters. Using these parameters, the second algorithm generates the public key and
the matching secret key. The public key together with the Encrypt algorithm are used to encrypt a message m.
Using the secret key, the last algorithm decrypts any ciphertext encrypted using the matching public key.

Remark 1. For simplicity, public parameters will further be implicit when describing an algorithm.

ElGamal Encryption. The ElGamal encryption scheme was first described in [13] and later generalized
in [16]. It can be proven that the generalized ElGamal encryption scheme is secure in the standard model
under the DDH assumption [20]. We further describe the generalized version of the scheme and refer to it
simply as the ElGamal encryption scheme (EG).

ParamGen()\): Generate a large prime number ¢, such that ¢ > 2*. Choose a cyclic group G of order ¢ and
let g be a generator of the group. Output the public parameters pp = (q, g, G).

KeyGen(pp): Choose x & Zy and compute y < g”. Output the public key pk = y. The secret key is sk = x.

Encryption(m, pk): To encrypt a message m € G, first generate a random number k & Zy. Then compute
the values ¢ < g* and d < m - y*. Output the pair (c, d).

Decryption(c, d, sk): To recover the original message compute m + d - ¢~ *.

2.3 SETUP Attacks

Definition 5 (Secretly Embedded Trapdoor with Universal Protection - SETUP). A Secretly
Embedded Trapdoor with Universal Protection (SETUP) is an algorithm that can be inserted in a system
such that it leaks encrypted confidential messages to an attacker through the system’s outputs. Encryption
of the messages is performed using an asymmetric encryption scheme. It is assumed that the corresponding
decryption function is accessible only to the attacker.

Definition 6 (SETUP indistinguishability - IND-SETUP). Let Cy be a black-box system that uses a secret
key sk. Let AE be the PKE scheme used by a SETUP mechanism as defined above, in Definition 5. We
consider Cy an altered version of Cy that contains a SETUP mechanism based on AE. Let A be a PPT
algorithm which returns 1 if it detects that Cy is altered. We define the advantage

ADVICN(L)):E?TLP(A) _ ‘PT[ACH(-)()\) =1] - PT[ACD(')()\) =1]|.

If ADVg ., (A) is negligible for any PPT algorithm A, we say that Cy and Cy are polynomially
indistinguishable.

All kleptographic subscriptions presented from now on are implemented in a device D. The owner of the
device is denoted by V and we assume that he is in possession of his secret key. Note that V' thinks that D
contains an implementation of the ElGamal scheme as described in Section 2.2. When one of the original
ElGamal algorithms is not modified by the SETUP attack, the scheme will be omitted when presenting the
respective attack.

Throughout the paper, when presenting kleptographic subscriptions, we make use of the following additional
algorithms:

— Device’s/Manufacturer’s/Customer’s KeyGen — used by the device/manufacturer/customer to generate
its/his keys;

— Token — used by the customer/manufacturer to extract the access token;

— FExtract — used by the customer to recover the messages sent by V.

The previously mentioned algorithms are not implemented in D. For simplicity, kleptographic parameters
will further be implicit when describing a scheme.



3 Kleptographic Subscriptions

3.1 Free Subscription

The first type of subscription (denoted by FS) is an analog of public television channels. Thus, anyone who is
in possession of the transmitted ciphertexts can decrypt them after a certain amount of traffic has been sent.
This protocol will form the basis for the mechanisms presented in Sections 3.2 and 3.3.

Although, this kind of subscription does not bring any revenue, it can still be useful in certain situations.
For example, a disgruntled employee can embed it in the source code of certain products before leaving the
company. Then, he can anonymously point out that the respective company implemented backdoors in their
products. The scope of this scenario is to damage the company’s reputation.

Let n be the maximum number of messages that a client needs to wait before recovering all of V’s
communications. Also, let F' : G x {0,1}* — Zy. When searching for the access token, we make use of
an auxiliary function C'heck that returns true if the decrypted message is correct. We further present the
algorithms for the free subscription SETUP attack.

Device’s KeyGen(pp): Choose xp & Z; and p & [0,n]. Output the device’s secret key skp = (xp,p).
Encryption Sessions: The possible encryption sessions performed by D are described below. Let i # p.

Encryption;(m;, pk, skp): To encrypt a message m; € G, first compute k; < F(g®?,4). Then compute the
values ¢; + g% and d; < m; - y*. Output the pair (c;, d;).

Encryption,(my, pk, skp): To encrypt a message m, € G, compute the values ¢, < ¢g*P and d, < m, - .
Output the pair (cp, dp). Erase p from D’s memory.

Token(cy,dy, ..., cn,dn,pk): Let i = 1. Compute ki1 + F(c;,imodn + 1), miyy ¢+ dirq -y~ F+ and
i+ i+ 1, until Check(m;) = true. Output the token p.

The ith Extract(c;,d;,p): To recover the ith message compute k; < F(cp,i) and m; < d; - y~Fi.

Remark 2. Tt is easy to see that message m, can only be retrieved by the recipient.

We further state the security margin without proof due to its similarity to the more involved proof of
Theorem 2.

Theorem 1. If F is a PRF and i € [1,p — 1] then EG and FS are IND-SETUP. Formally, let A be an efficient
PPT IND-SETUP adversary. There exists an efficient algorithm B such that

ADVRESH" (A) < 2ADV(B),

3.2 Paid Subscription

In this subsection, we describe a kleptographic analogue of payed television (denoted by PS). Thus, C pays
M for a session’s access token, that only M can extract from D. Note that these tokens are unique per
session. So, a group of users can pay for only one token and all of them will have access to that session’s
private messages. Although this can be considered cheating, it is also a reality in other systems (e.g. paying
for a Netflix account and sharing the credentials with one’s friends). We will rectify this problem in the next
subsection.

Let ¢ be a security parameter and P : G x [1,n] — [1,n]. After the first message is transmitted the
manufacturer will send the clients a set of ¢ positions p; needed to compute the access token. Note that M
has a window of at least ¢ — 1 messages to receive his payments. If one payment is declined, M can deactivate
the backdoor before the ¢-th message has been issued. A downside of this scheme is that if one of the clients
fails to pay for the token, then he deprives all users of their access.

We further state one session of the protocol. After a predetermined number of messages (greater than n)
have elapsed, D can generate new keys and start a new session.



Manufacturer’s KeyGen(pp): Choose x & Zy and compute yps <= g“. Output the manufacturer’s public
key pkyr = yar. The secret key is skpys = xpr. Store pkps in D’s internal memory.

Device’s KeyGen(pp): Choose kg & Zy. For each j € [1,t] compute p; < P(yﬁ,j) and choose z; & Zy.
Compute xp < 1 + ...+ z¢. Store the device’s secret key skp = (ko,P1, -+, Pt, X1y, Tt, TD).

Encryption Sessions: The possible encryption sessions performed by D are described below. Let i € [0, n]
and i # pj, for each j € [1,¢t]. The algorithm for Encryption; are identical to the public subscription and thus
are omitted.

Encryptiong(mg, pk): To encrypt a message mgo € G compute the values cg < g*° and dy < mg - y*°. Output
the pair (co,dp). Erase ko from D’s memory.

Encryption,, (mpj ,pk, skp): To encrypt a message m,, € G, compute the values c,, < g*7 and d,,; < m,, -y*.
Output the pair (c,;,dp,). Erase (p;,x;) from D’s memory.

X M

Token(co, skar): For each j € [1,t] compute p; <— P(c5™,j). Output the token p = (p1,--- ,p¢).

The ith Extract(c;,d;,p): To recover the ith message compute ¢, < ¢, - ... ¢, and k; < F(cp,i) and
m; < d; - yiki.
Remark 3. Tt is easy to see that messages mg, my,,...,m,, can not be retrieved by the customers.

Theorem 2. If DDH is hard in G, P is a PRP, F is a PRF and (C.)~! is negligible then EG and PS are
IND-SETUP. Formally, let A be an efficient PPT IND-SETUP adversary. There exist three efficient algorithms
B1, By and B3 such that

ADV 555" (A) < 2ADVEY ) (B1) + 2ADV'E (By) + 2ADV Y (Bs) + (=L

Proof. Let A be an IND-SETUP adversary trying to distinguish between EG and PS. We show that A’s
advantage is negligible. We construct the proof as a sequence of games in which all the required changes are
applied to PS. Let W; be the event that A wins game 1.

Game 0. The first game is identical to the IND-SETUP game®. Thus, we have

2Pr[Wo] — 1| = ADVEgps ™ (A). (1)

Game 1. In this game, instead of using yﬁj as a key to P we use rp & G. More precisely, for each j € [1, 1]
we compute p; < P(rp,j). Since this is the only change between Game 0 and Game 1, A will not notice the
difference assuming the DDH assumption holds. Formally, this means that there exists an algorithm B; such
that

|Pr(Wo] = Pr(Wi]| = ADVe g (By). (2)

Game 2. Since P is a PRP then we can choose p; & [1,n], without A detecting the change. Formally, this
means that there exists an algorithm By such that

|Pr[W1] — Pr[Ws]| = ADVZ¥ (Bs). (3)
Game 3. In each Encryption,, algorithm we make the change cp, < gk and dp, mpjykf7 where

k; & Zy. Since kjs and z;s have the same distribution, and the b;s are uniformly distributed in [1, 7], then A
can only detect the change using a brute-force attack'?. Formally, we have

|Pr{Wa] = Priws]| = (C) 7" (4)

9 as in Definition 6
104 e. by trying each t-combination ciry of ¢;s, until on input ¢y the Extract algorithm outputs a message m such
that Check(m) = true.



Game /4. The last change we make is k; & Zy,. Adversary A will not notice the difference, since F' is a
PRF. Formally, this means that there exists an algorithm Bj such that

|Pr[W3] — Pr(Wy]| = ADV Y (Bs). (5)
The changes made to PS in Game I — Game 4 transformed it into EG. Thus, we have
Pr[Ww,) =1/2. (6)

Finally, the statement is proven by combining the equalities (1) — (6). O

3.3 Targeted Subscription

As mentioned in the previous subsection, a coalition of clients can pay for only one token'!. To avoid this
problem we bind a specific session to a certain client. We could not find a method that allows multiple
bindings per session. We further present the proposed solution for binding users and sessions (denoted by TS).

Customer’s KeyGen(pp): Choose z¢ & Zy and compute yc + ¢”°. Output the customer’s public key
pkco = yo. The secret key is skc = x¢. Store pke in D’s internal memory.

Encryption Sessions: The possible encryption sessions performed by D are described below. Let i € [0, n]
and i # pj, for each j € [1,t]. The algorithms for Encryptiony and Encryption,, are identical to the paid
subscription and thus are omitted.

Encryption;(m;, pk, pkc, skp): To encrypt a message m; € G, first compute k; < F(y2”,4). Then compute
the values ¢; + g% and d; < m; - y*. Output the pair (c;, d;).

The ith Extract(c;,d;,p): To recover the ith message compute c, < ¢;, - ... ¢y, and k; < F/(c;¢,i) and
m; < d; - y_ki.
Theorem 2 assures us that the client has negligible probability of reading V’s messages without M’s help.

We further prove a similar result for any PPT IND-SETUP adversaries.

Theorem 3. If DDH is hard in G, P is a PRP and F' is a PRF then EG and TS are IND-SETUP. Formally, let
A be an efficient PPT IND-SETUP adversary. There exist three efficient algorithms By, Bs and Bs such that

ADVpe™rs" (A) <4ADV G (B1) + 2ADV Y (By) + 2ADV " (Bs).

Proof. Game 0 — Game 2 and Game 4 are identical to the games presented in the proof of Theorem 2 and
thus, are omitted. Since only the customer is in position of x¢, we can not use the strategy presented in
Theorem 2, Game 3. Thus, we present a modified version of Game 3.

Game 3’ In this game, we replace y.” by rg & Zy. Due to the fact that DDH is hard in G, A will not
notice the change. Formally, this means that there exists an algorithm B/ such that

|Pr{Wa] — Pr{Wy]| = ADVE7/(By). (7)

Finally, the statement is proven by combining the equalities (1) — (3) and (5) — (7). O

4 Conclusions

In this paper we introduced the concept of subscription based kleptographic services and tackled the technical
challenges associated with this model. The pay-as-you-go approach leads to better costs for the clients and
minimizes exposure risks for the manufacturer.

1 further used by the whole group to access messages



Open Problems. A couple of interesting open problems are the extension of subscription based services to
digital signatures and the implementation of multi-targeted subscriptions for one session.
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