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Abstract

Many cryptographic schemes have been proposed from learning
with errors problems over some rings (Ring-LWE). Polynomial time
quantum reduction from the approximating Shortest Independent Vec-
tors Problem (SIVP,) for fractional ideal lattices in any algebraic
number field to the average-case decision Ring-LWE for any modu-
lus over the integer ring in this number field was established in the
Peikert-Regev-Stephens-Davidowitz STOC 2017 paper. However the
hardness of approximating SIV P,uy(n) in quantum computing was
only a folklore conjecture. In this paper we prove that decision Ring-
LWE for arbitrary number fields can be solved within polynomial time
for infinitely many modulus parameters under a suitable bound on
widths (with respect to the canonical embedding). We construct some
algebraic number fields such that the decision versions of Ring-LWE
with parameters in the range of Peikert-Regev-Stephens-Davidowitz
K — SIVP to Ring-LWE reduction result can be solved within poly-
nomial time. Our results indicate that approximating STV P, () for
fractional ideal lattices in these algebraic number fields can be solved
by a polynomial time quantum algorithm.
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1 Introduction

1.1 SVP and SIVP

A lattice L is a discrete subgroup in R™ generated by several linear in-
dependent vectors bi,...,b,, over the ring of integers, where m < n,
L :={aibi+ - +anbm a1 € Z,...,a, € Z}. The volume vol(L) of
this lattice is \/det(B - BT), where B := (b;;) is the m X n generator matrix
of this lattice, b; = (bj1,...,bin) € R™, i = 1,---,m, are base vectors of
this lattice. The length of the shortest non-zero lattice vectors is denoted by
A1(L). The well-known shortest vector problem (SVP) is defined as follows.
Given an arbitrary Z basis of an arbitrary lattice L to find a lattice vector
with length A;(L) (see [47]). The approximating shortest vector problem
SV Pf(my is to find some lattice vectors of length within f(m)A1(L) where
f(m) is an approximating factor as a function of the lattice dimension m (see
[47]). A breakthrough result of M. Ajtai [4] showed that SVP is NP-hard un-
der the randomized reduction. Another breakthrough proved by Micciancio
asserts that approximating SVP within a constant factor is NP-hard under
the randomized reduction (see [47]). For the latest development we refer to
Khot [34]. It was proved that approximating SVP within a quasi-polynomial
factor is NP-hard under the randomized reduction. The Shortest Indepen-
dent Vectors Problem (SIV P, ,,)) is defined as follows. Given an arbitrary
Z basis of an arbitrary lattice L of dimension m, to find m independen-
t lattice vectors such that the maximum length of these m lattice vectors
is upper bounded by y(m)\, (L), where A, (L) is the m-the Minkowski’s
minimum of lattice L (see [47]). For the hardness results about SV P and
SIV P we refer to [34, 35, 55].

Since the publication of [24], BKZ (block Korkine-Zolotarev) type algo-
rithms with extreme pruning enumerations of large blocksizes 50 — 150 as
subroutines were proposed such that relative ”shorter” lattice bases can be
reduced from arbitrary given lattice bases. BKZ type algorithms in [24, 46]
have been served as main algorithms to get short vectors in high dimension-
al lattices related to Ring-LWE problems and to check the hardness of the
Ring-LWE problems (see [2, 37]).

1.2 Gaussian and discrete Gaussian

Gaussian distribution. Set p;c(x) = e~lx=<ll*/s* for any vector ¢ in R™
and any s > 0, ps = ps,0, p = p1- The Gaussian distribution around c¢ with



width s is defined by its probability density function Dy . = pSv;i,Sx), vx € R".
n random variables with density functions py, ..., p, are said mutually in-
dependent if their joint probability distribution has the density function
p = IIi=1 pn. Notice that D, . can be expressed as the product of n indepen-
dent 1-dimension Gaussian distributions. A n dimensional random variable

according to a Gaussian distribution on R” has the density function
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where ¢ € R™ and X is a positive definite matrix. The coordinate random
variables X1, ..., X, of the n dimensional random variable X = (X,..., X},)
with the above density function are mutually independent if ¥ is a diagonal
matrix.

Discretization. For any discrete subset A C R"™ we set psc(A) =
Yxeapsc(x) and Dgc(A) = ExcaDsc(x). Let L € R" is a dimension n
lattice, the discrete Gaussian distribution over L is the probability distribu-
tion over L defined by

DSC(X) Ps C(X)
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When ¢ = 0, the discrete Gaussian distribution is denoted by Dy, s. We
refer the following properties of discrete Gaussian distributions to [44].

1) If x is distributed according to Dy and conditioned on x € L, the con-
ditional distribution of x is Dy, g c.

2) For any lattice L and any vector ¢ € R™ we have p, o(L) < p,(L).

3) Set C' = cV2mee ™ < 1 for any ¢ > ——, and n dimensional lattice L

2’
and v € R", p(L — ¢y/nBy) < C"p(L), ﬂr((L +v) —cey/nBy) < C"p(L),
where B, is the unit-ball centered at the origin.
4 If a e € R"™ is sampled according to a Gaussian distribution with width o,
then the Euclid norm ||e|| of e satisfies ||e|| < v/3no with an overwhelming
probability.

Remark 1.1. If z is a continuous random variable over R according to
a Gaussian distribution with the width o, then uz is a continuous random
variable according to a Gaussian distribution with the width uo, where u
is a positive integer. Let x4;s be the discretization of z valued in Z. Then
the discrete random variable uzg;s is not the discretization (uz)g;s of the
continuous random variable uz. The density function of the discrete random



variable uzy;s at z € Z —uZ is zero. However the density function of (ux)g;s

at z € Zis
e T(5)?
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In particular the density function of (ux)g;s is not zero at z € Z — uZ.

If we consider the discrete random variable uzgs module ¢ valued in

(—2,4]NZ and (ux)g;s module ¢ valued in (—%, 2], the difference is much
bigger. Set uw’ = w mod g, where w and w’ are two integers in (—4, 1]

The density function of uzgs at w is

w'+kq\2
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The density function of (ux)g;s is
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That is, when w is large, (ux)4;s module ¢ is very close to a uniform distri-
q g

bution on (-4, 4] and uwg, is not.

In the practical scenario of attacking a decisional Ring-LWE problem, the
errors in samples obtained by attackers are discrete random variables over
Z/qZ according to the discretizations of Gaussian distributions. However in
some analysis these errors were treated as continuous random variables. In
particular the width of a linear combination of errors (as discrete random
variables) was treated according to the formula of a linear combination of
continuous random variables satisfying Gaussian distributions. This is not
mathematically rigorous and sometimes far away from a real linear combi-
nation of discrete errors over Z/qZ. We refer to [49] subsection 4.1 and [39]
subsection 2.4.2 for the detail.

1.3 Algebraic number fields

An algebraic number field is a finite degree extension of the rational number
field Q. Let K be an algebraic number field and Ry is its ring of integers in
K. From the primitive element theorem there exits an element 6 € K such



that K = Q[z]/(f) = Q[f] where f(z) € Z[z] is an irreducible polynomial
(see [21]). It is well-known there is a positive definite inner product on the
lattice Rk defined by < u,v >= trg/q(ut) where ¥ is its complex conju-
gate (see [8, 16]). Sometimes we use ||ul|s to represent trK/Q(uﬂ)1/2. This
is also the norm with respect to the canonical embedding (see [39]). The
number field K is called monogenic, if the ring Rk of integers is of the form
Rk = Z[z]/(f) = Z[A]. This is equivalent to that Rk has a power base
(see [26]). In this case the discriminant of the number field K (see [21]) is
the same as the discriminant of the minimal polynomial f, Ax = Ay. We
recall for a monic degree m polynomial f with m roots 61,60, . .., 0,,, then
the discriminant of the polynomial f is Ay = [];;(6; — 6;)2. For an ideal
I C Rk if we can find one generator g, this ideal is called a principal ideal
generated by g. Any ideal in R is a lattice of dimension deg(K/Q). For an
ideal T C Rk, its dual IV is defined as I = {x € K, trg o(ax) € Z,Va € T}.

Let &, be a primitive n-th root of unity, the n-th cyclotomic polyno-
mial ®,, is defined as ®,(x) = H?:l,gcd(j,n):l(m — &), This is a monic
irreducible polynomial in Z[x] of degree ¢(n), where ¢ is the Euler func-
tion. The n-th cyclotomic field is Q(&,) = Q[z]/(®,(z)) and the ring of
integers in Q(&,) is exactly Z[¢,] = Z[x]/(Pn(x)) (see [58]). For example
when n = 2™, the n-th cyclotomic polynomial is ®gm (z) = 22" +1. When
n = pis an odd prime ®,(z) = 2P~ +2P~? + ...+ + 1 and when n = p™,
By () = Op(aP™ ) = (@ P 2?4 L

The cyclotomic number field Q[&,,] is a monogenic field. The discriminan-
t of the cyclotomic field (also the discriminant if the cyclotomic polynomial
®,,) is

(_1) 2 $(n) *
Hp|n prt
For example when n = 2™ the discriminant is 2(m=12""1 \When n = p is
-1
an odd prime the discriminant is (—1)pT pP~2. Hence
é(n)
o) M
H(é-] - 51)2 = (_1) 2 (n)
Hp\n prt
where &1,82,...,&g(,) are n-the primitive roots of unity, from the equality

Aqpe,) = Aa,-



1.4 LWE and Ring-LWE
LWE.

Let n be the security parameter, q¢ be an integer modulus and x be an
error distribution over Z,. Let s € Zy be a secret chosen uniformly at
random. Given access to d samples of the form

(a,[a-s+ely) € Zg x Zy,

where a € Z; are chosen uniformly at random and e are sampled from the
error distribution x, the search LWE is to recover the secrets. In general x
s the discrete Gaussian distribution with the width o. Here a-s = Ya;s; is
the inner product of two vectors in Zy.

Write the d coefficient vectors ay,...,aq as columns of a matric A €
ZZXd, Then the search LWE problem LWE, 4, 1is to recover the secret
from AT -s+e = Db mod q from public (A,b). Here 7 is the transposition
of a matriz and (s,e) is an unknown vector.

Solving decision LW E,, , 4 15 to distinguish with non-negligible proba-
bility whether (A,b) € Zng X Zg is sampled uniformly at random, or if it
is of the form (A, A7 - s+ e) where e is sampled from the distribution x.

Here [a-s+e¢], is the residue class in the interval (=2, 1]. We refer to [54]
for the detail and the background. When ¢ is prime and polynomial bound-
ed by poly(n), there is a polynomial-time reduction between the search and

decision LWE (see [54]).

For this LWE without ring structure, the following reduction results (see
[54, 48, 15]) give reductions from approximating SVP to LWE.

Reduction from GapSVPé(nq/a) to search LWEyndpy,-

Regev [54]. If ¢ = poly(n) and o > +/n/(27), then there exists a quan-
tum polynomial time reduction from worst-case GapSVPO(nq/O) the search

LW En 4.0,

Peikert [48]. If ¢ > 22, ¢ > /n/(27) and d = poly(n), then there
erists a classical polynomial time reduction from worst-case GapSVPé(nq/U)
to search LWEdDy.,-



Brakerski-Langlois-Peikert-Regev-Stehlé [15]. If If ¢ < poly(n), o >
Vn/(2m) and d = poly(n), then there exists a polynomial time classical re-
duction from worst-case GapSVPO(nq/U) in dimension \/n to search LWEpqap,.,-

Hence if the hardness of LWE is based on the hardness of approximating
SVP, the ratio %I has to be small, for related result we refer to [42]. On the
other hand, the equivalence of Decision LWE and Search LWE was proved
in [54] (Lemma 4.2 in [54]) when 2 < g < poly(n) and ¢ is a prime. (or see
[2], Lemma 3).

Ring-LWE.

If the Zj is replaced by P, = P/qP where P = Z[z]/(f), f(x) is a monic
irreducible polynomial of degree n in Z[z], this is the polynomial learning
with errors problem. The inner product a -s = Xa;s; is replaced by the
multiplication a - s in the ring P,. The error distribution x is defined as the
discrete Gaussian distributions with respect to the basis 1,z,22,..., 2"
(see [26, 27]).

If the Zy is replaced by (Rk)q; = Rk/¢Rk where Rk is the ring
of integers in an algebraic number field K, this is the Ring-LWE, learn-
ing with errors problem over the ring Rk. The secret s is in the dual
(Rk")y = Rk"'/qRk" and a € Rk, is chosen uniformly at random. The
inner product a-s = Ya;s; is replaced by the multiplication a-s in (Rk"),.
The error e is in (Rk"), = Rk"/¢Rk"”. In this case the width of error
distribution is defined by the trace norm on K ® R via the canonical em-
bedding (see [39, 17]). This is called the dual form of Ring-LWE problem
. When s € (Rk), and e € (Rk), are assumed it is called the non-dual
form of Ring LWE problem. As indicated in [17, 18, 26] these two forms of
Ring-LWE problem are equivalent with a scale factor ]AK|% on the width
of the Gaussian distribution of errors.

The following reduction result is from [39, 40].

Hardness reduction for Ring-LWE 1: Let K be the m-th cyclotom-
ic field of degree n = ¢p(m). Let « = a(n) > 0 and ¢ = q(n) > 2, ¢ =1
mod m be a polynomial bounded prime such that aq > w(y/logn). Then
there exists a polynomial time quantum reduction from GapSVPé(\/ﬁ/a) (or

GapSIVPO(\/ﬁ/a)) on any ideal lattices in Rk to the decision Ring-LWE



over Rk given | samples, with the discrete Gaussian distribution with width
qa( nl )1/4
log(nl)

. . A \/HQ(%)U 4
Here we know that the approximating factor is O(———=2""~—) where

o= qa(logrzlnl))l/ 4 is the width of the Gaussian distribution. As explained
in [39, 25] when K is Galois and ¢ is a prime number that splits into prime
ideals in Rk with poly(n) algebraic norms, the decision version and the

search version of the Ring-LWE problem over Rk are equivalent.

For efficient implementation of recent cryptography breakthrough fully
homomorphic encryption (FHE) and cryptographic multilinear mappings in
[30, 31] it was suggested based on the hardness of Ring-LWE problems over
integer rings in cyclotomic number fields with degree ¢(n) = 2+~ n = 2F
(see [43]). For more cryptographic primitives based on Ring-LWE we refer
to [40, 41, 51, 50, 48, 54].

The following reduction was proved in [39] section 4 for general number
fields. For the detail of the discrete Gaussian sampling problem K — DG S,

for fractional ideals and the reduction from O(?)—approximate SIVP to
K — DGS,, we refer to [39].

Hardness reduction for Ring-LWE 2: Let K be an arbitrary num-
ber field of degree n. Let a = a(n) > 0 and ¢ = q(n) > 2 be such that
aq > w(y/logn). Then there exists a probabilistic polynomial-time quantum
reduction from K — DGS, to the search version R — LWE, y<n, where

v = % Viegn) for some negligible ¢ = e(n). Here K — DGS, is the dis-
crete Gaussian sampling problem. I is any ideal and n-(I) is the smoothing
parameter of 1.

Actually this was extended to decision Ring-LWE in [52] in the following
results (Theorem 6.2 and Corollary 6.3 in [52]).

Hardness reduction for Ring-LWE 3: Let K be an arbitrary number
field of degree n and R = Rk. Let a = a(n) € (0,1), and let ¢ = q(n) be
an integer such that ag > 2w(1). Then there exists a polynomial-time quan-
tum reduction from K — DGS, to average-case, decision R — LW E,~,, for

any v = max{ 2(3))(12), ;\{%?) }. Here K — DGS,, is the discrete Gaussian sam-

pling problem. 1 is any ideal lattice and n(I) is the smoothing parameter of 1.




Hardness reduction for Ring-LWE 4: Let K be an arbitrary number
field of degree n and R = Rk. Let « = a(n) € (0,1), and let ¢ = q(n) be an
integer such that aq > 2w(1). Then there exists a polynomial-time quantum
reduction from K —SIV P, to average-case, decision R—LWE, y_, for any

v = max{ ;7(5)(12), )@} < max{w(v/nlogn/a),v/2n}. Here K—SIV P, is the

Shortest Independent Vector Problems for any fractional ideal lattice in K.
I is any ideal lattice and n(I) is the smoothing parameter of 1.

Remark 1.2. First of all the hardness of approximating SVP to some
almost polynomial factors under the randomized reduction was proved for
all lattices ([32, 35, 55]), while the hardness of some Ring-LWE is based
on SV Ppory(n) 0r STV Ppyopy(ny for fractional ideal lattices as proved in the
above result (see [54, 48, 39, 52]). People do not have any evidence that
approximating SVP for ideal lattices is hard or not (see [51, 54]). Secondly
the approximating factor has to be small if we want the hardness of LWE
or Ring-LWE from the hardness of SV P,y or SIV Py (n), since when
the approximating factor is as large as exponential of lattice dimensions, the
LLL algorithm can be used to give the desired lattice vectors (see [42]).

Remark 1.3. The Gaussian distribution depends on coordinates and
the norm. We need to pay special attention to coordinates (or the basis
with which coordinates are obtained) and the norm used when we say the
"width” of a Gaussian distribution. The ”canonical embedding’ was used to
define the Gaussian distribution on K ® R (see [39, 40, 51, 17]). We recall
the analysis in [17]. Set ® : K — H the canonical embedding defined on
the number field K = Q[z]/(f) where f is a degree n irreducible polynomial
over Q and ajq,...,q, in C are n roots of f. We refer the definition of the
space H to Subsection 2.2 in [40]. Set Ny the inverse of the Vandermonde
matrix (a{71)1§i7j§n and B the following matrix.

I, 0 0

0 %152 %152

0 %ISZ %132
Here there are s1 real roots of f and 2s5 conjugate complex roots of f. Hence
s1+2s9 =n. Let r = (ry,...,7,) where r1,...,r, are n positive real num-
bers. If z;, i = 1,...,n, is sampled independently from the Gaussian distri-
bution with width r;, then coordinate vector with respect to the polynomial
base 1,z,...,2" of K® R from the Gaussian distribution with parameter



r (with respect to the canonical embedding ®) is Ny -B - (z1,...,2,)7. Set

IN¢||2 = max ”Tiﬁ(” where x € R takes all non-zero vectors. In the case
r = (¢/,...,0'), if in the dual form of the Ring-LWE problem we set the
width of the Gaussian distribution with respect to the canonical embedding
is o, then o/ < ||Ny||z - |AK\% - 0. Here Ak is the discriminant of the alge-

braic number field K.

In the plain LWE over Zg, if the secret s is chosen uniformly at random
from {—1,0,1}" or {0,1}", the corresponding LWE is called binary LWE.
The binary LWE was introduced and some hardness results were proved in
[15, 45]. In [5] a lattice decoding attack on this binary LWE was presented.
It was proved that the worst-case GapSVP of some lattices of dimensions
n/logq can be reduced to binary LWE in [15, 45].

1.5 Known attacks

We refer to [12, 33] for the attack to LWE from the Blum-Kalai-Wasserman
algorithm and its improvement. In [42] a probabilistic polynomial time
algorithm was given to recover the secret key of LWE over Zy when ™
is very large. On the other hand Ring-LWE problems over integer rings
of some algebraic number fields or polynomial rings Py were attacked in
[25, 27, 19, 20, 17, 19]. In [51, 17, 18] the above attack was analysed. The
attacks can succeed because the width of the Gaussian distribution over
K ® R is too small, often smaller than a constant not depending on ¢ only
depending on the lattice dimension d, or the shape of the Gaussian distri-
bution on P, with respect to the base 1,z,... , %1 is too "skewed” (see

51, 18)).

When the width is too small, with high probabilities the errors are within
some range z+ (—%, %) with a fixed integer z, the Ring-LWE can be reduced
to an errorless problem (see [51]). One of the attack in [25, 27, 19, 20, 17, 19]
is based on a homomorphism Rk — Rk /¢Rk = Fgu, where ¢Rk is an
ideal over g and p is one or two. Then the Ring-LWE can be ”transformed”
to a LWE over Fq ¢. If the ”error distribution” over Fq ¢ from the errors sam-
pled according to some Gaussian distribution is concentrated, then it leads
to a complexity O(g3n) attack. Over 2-power cyclotomic integer rings, the
above ”error distribution” is indistinguishable from the uniform distribution
(see [20], section 4). Then their attack can not be applied to cyclotomic in-

teger rings. Their method can also be applied to some polynomial LWE

10



problems as described in [26, 27].

In [22] approximating SV P with approximating factor 20(v/nlogn) for
principal ideals in cyclotomic integer rings with n = p™ can be found from
an arbitrary generator (see [11, 7, 8, 9, 10]) within polynomial time by an
efficient bounded distance decoding algorithm for the log-unit lattice. Thus
the [56] version of FHE can be broken within sub-exponential complexity
or quantum polynomial complexity. This work was extended in [23] and
[53] such that sub-exponential complexity algorithms with sub-exponential
pre-processing for approx-SVP in ideal lattices have been achieved.

The bounded distance decoding problem (BDD) for a lattice L is as fol-
lows. Given any x to find a lattice vector v € L such that ||x — v|] < B
where B is a fixed bound. In many applications B = yA;(L) is assumed.
Attacks on LWE and Ring-LWE by bounded distance decoding with prun-
ing were given in [38, 5]. For algebraic attacks on LWE we refer to [1]. As
indicated in [45], a polynomial time algorithm to find the secret key in the
binary LWE can be obtained by the method in [1] when n? samples are
available. For binary LWE and Ring-LPN (learning parity with errors over
ring) we refer to [33] for sub-exponential attacks.

We refer to [16, 57] for recent developments in solving Ring-LWE under
some conditions about samples and secret distributions.

2 Our contribution

2.1 Main results

Polynomial time quantum reductions from approximating SIV Py, for
fractional ideal lattices in any algebraic number field to the average-case
decision Ring-LWE problem for any modulus over the integer ring in this
number field was established in [52]. In this paper we show that for modulus
parameter g such that f(g) = 0 mod ¢, the decision Ring-LWE problems
over integer rings in some algebraic number fields can be solved efficiently.
However this condition is not so restrictive as the first glance. Because the
defining equation f(z) can be replaced by f(z + h) where h can be any
integer. Therefore any factor of f(h) where h is an arbitrary integer, can be
the modulus parameter satisfying this condition.

11



Let f(z) € Z[z] be an irreducible polynomial with degree n and K =
QIz]/(f) be an algebraic number field such that the ring of integers in K
is Rk = Z[z]/(f). That is, the number field K is monogenic. We consider
the non-dual form of the Ring-LWE problem over Rk. Let ¢ be a modulus
parameter. a and s are taken uniformly in Rk ; = Rk /qRk and the error e
is taken in Rk 4 according to a discrete Gaussian distribution. The sample
from the Ring-LWE over R is (a,b), a-s+e = b mod q. Let 0 be a root of
f in the algebraic closure of Q and then K = Q(#) and the ring of integers
in K is Rk = Z[0]. We can set the error vector e = eq+e10+---+e,_10"71,
where eg, e1,...,e,_1 are discretizations from continuous random variables
over real numbers satisfying the Gaussian distribution width ¢’. Let the
width of the Gaussian distribution with respect to the canonical embedding
be 0. Then o/ < |[N||z - |Ak|" - 0 = ||N¢||2 - |[Af|n - 0. Here Ay is the
discriminant of the polynomial f. We refer to [39, 17, 18] for the detail.

The main results of this paper are as follows.

Theorem 2.1. Let K, Rk and the non-dual form of Ring-LWE problem
be as above. Assume that
1) K = Q[z]/(f) is monogenic;
2) f and q satisfy f(q) =0 mod q;
3) q and the width o' are bounded by n® where ¢ is a fized positive integer;
4)q>mn and @32t < o' where € is an arbitrary small positive real number.
Then when n is sufficiently large, for a non-negligible probability % > # of
secrets s, the decision version of the above non-dual form of Ring-LWE over
Rk can be solved within a polynomial time O(n?°).

In the above result the Ring-LWE is transformed to one-dimensional
case, however the condition that ¢’ is polynomially bounded is essentially
necessary. In Theorem 2.1 the width ¢’ is coordinate-depending, we need
the following result in which the condition is about the width with respect
to the canonical embedding.

Theorem 2.2. Let K, Rk and the non-dual form of Ring-LWE problem
be as above. Assume that
1) K = Q[x]/(f) is monogenic;
2) q > n is a factor of f(h) for some integer h, we denote the polynomial

fo = f(z+h);

3) q is bounded by n° and the width o with respect to the canonical em-

12



q3/2+6 o < nc

bedding satisfies S —————71,
IINg, ll2-|Af 1™

where min ||[Ny, || =

min [N, [[|A |7
, € 15 an arbitrary small positive real number and c is a fized
positive integer.

Then when n s sufficiently large, for a non-negligible probability % > # of
secrets s, the decision version of the above non-dual form of Ring-LWE over
Rk can be solved within a polynomial time O(n?°).

Corollary 2.1. Let K, Rk and the non-dual form of Ring-LWE prob-
lem be as above. Assume that
1) K = Q[x]/(f) is monogenic;
2) q > n is a factor of f(h) for some integer h;

1 3/2+€
3) q, |IN Agln and —— =
)q7 || fh||27 | f’ an min||thH|Af|%

an arbitrary small positive real number and c is a fized positive integer.
Then when n is sufficiently large, for a non-negligible probability % > # of
secrets s, the decision version of the above non-dual form of Ring-LWE over
Rk can be solved within a polynomial time O(n5°).

< o are bounded by n®, where € is

Corollary 2.2. Let K,, = Qlz]|/(fn), Rk, be a sequence of monogenic
algebraic number fields and their rings of integers, with their degrees tending
to the infinity, and c be a fixed large positive integer. We assume that
1) There exists a sequence of modulus parameters q, satisfying n < q, < n¢
and g, 1s a factor of fn(hy) for some integer h,, we denote the polynomial
fa(@ + ) by gn(z);

2) |INg,|l2 and \Afnﬁ are bounded by n°.
Then the approximating SIVP for fractional ideals in K,, with a polynomial
factor can be solved within a polynomial time (in n) quantum algorithm.

In Theorem 2.2, Corollary 2.1 and 2.2 the key point is if we could find
a polynomially bounded q as a factor of f(z + h), can the |[|[Ny4p)ll2 be
polynomially bounded?

In many cases the condition 2) in Theorem 2.2 can be satisfied for in-
finitely many modulus parameter q. For example when K; = QJz]/(®Pat),
where &y = 227" 4+ 1 is the 2'-th cyclotomic polynomial, then for any odd
prime modulus parameter ¢ = 1 mod 2, there exists a integer h such that
K2 41 = 0 mod ¢ (see Proposition 2.10 in page 13 of [58]). Therefore
there exists a 1 < h < g — 1 such that Rt + 1 =0 mod q. Then we have
the following result from Theorem 2.2.
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Corollary 2.3. Let K = Q[z]/(®,) where n = 2¢, Rk = Z[z]/(®,) and
the non-dual form of Ring-LWE over Rk be as above, ¢ be a fized positive
integer, n < q < n€ be a odd prime modulus parameter satisfying ¢ = 1 mod

n. We assume that the width o with respect to the canonical embedding sat-

3/2+€ c
g - - n-
D 72ve = % < SRy
real number.

Then when n is sufficiently large, for a non-negligible probability % > # of
secrets s, the decision version of the above non-dual form of Ring-LWE over
Rk can be solved within a polynomial time O(n?°).

isfies where € is an arbitrary small positive

Let f.(z) = 2™ + u, € Z[z], n = 2!, where u is an positive integer, if
up has a prime factor with exponent 1, it is an irreducible polynomial in
Z[z] from the Eisenstein criterion. There exists an odd prime w,, satisfying
n < u, < 3n and u, = 3 mod 4 from the Dirichlet density Theorem. As
stated in [26, 17] the number field K, = Q[x]/(f») is a monogenic field.

n—1

Then Ak, = Ay, = n"™u?"! and \Afnﬁ = nup™ . In this case Ny, can
be nd can be calculated explicitly as in [17]. The two important quantities
IN¢,|]2 and min Ny, are polynomially bounded. We have the following re-
sult from Corollary 2.1.

Corollary 2.4. Let K,, = Q[z]/(f.) where n = 2¢, Rk, = Z[x]/(fn)
and the non-dual form of Ring-LWE over Rk, be as above, ¢ be a fixed pos-
itive integer. We take u, as the modulus parameter. Assume that the width
o with respect to the canonical embedding satisfies 3n'T¢ < o < n®, where €
18 an arbitrary small positive real number.

Then when n is sufficiently large, for a non-negligible probability % of secrets
s, the decision version of the above non-dual form of Ring-LWE over Rk
can be solved within a polynomial time O(n¢).

It is clear that we can choose a suitable constant positive integer ¢ such
that the above case of solvable decision Ring-LWE is in the parameter range
of Hardness reduction for Ring-LWE 4 in Subsection 1.4. From Corollary
2.2 and Hardness reduction for Ring-LWE 4 we have the following result.

Corollary 2.5.The approzimating SIVP for fractional ideals with some

polynomial factors in K, = Qlz|/(fn) as in Corollary 2.4 can be solved
within a polynomial time (in n) quantum algorithm.

14



2.2 Comparison with previous works

In Theorem 2.1 conditions on the width do not lead to the case that the
width o’ of the error distribution eq,...,e,—1 is too small or skew such
that the instance can be reduced to the errorless case. In previous works
[19, 20, 26] the width of error distribution is too small or skew such that the
RING-LWE can be reduced to the errorless case. The distinguishing from
the uniform distribution was realized by x statistic test or by a theoretical
argument as in [26, 17, 51]. In this paper the distinguishing is proved by
a probability argument. In Corollary 2.4 our bound on the width o with
respect to the canonical embedding for solvable Ring-LWE is much bet-
ter than the same bound in the Crypto 2015 paper [26]. The parameters in
Corollary 2.4 are in the range of hardness reduction results in Subsection 1.4.

2.3 Cryptographic implications

Almost all lattice-based crypto-systems are based on Ring-LWE problems
over cyclotomic integer rings Z[x]/(®4t). The security is established from the
conjectured quantum hardness about approximating STV P,opy(n) 01 SV Ppory(n)
for ideal lattices in Z[x]/(P4t). More generally it was widely conjectured that
the SV Py (n) for ideal lattices in general algebraic number fields is hard,
we refer to [41].

Corollary 2.2 suggests that approximating SIVP problems for fraction-
al ideals in some algebraic number fields with special number-theoretical
structures are not hard in quantum computing. Corollary 2.4 gave a se-
quence of number fields in which STV P,y,(,) can be solved by a polynomial
time quantum algorithm. In Theorem 2.2 and Corollary 2.2 the requirement
about the width ¢ with respect to the canonical embedding is a bound by a
polynomial of n, the main difficult part is to bound ||Ny, [|2 in Theorem 2.2
and ||Ng,[|2 in Corollary 2.2. Algebraic number fields satisfying conditions
1) and 2) in Corollary 2.2 are in the range of Hardness reduction 3 and 4,
and their SIV P,q ) is not hard in quantum computing, as illustrated in
Corollary 2.4-2.5. Hence we believe that the hardness of Ring-LWE and
approximating STV Py ) or SV Pypy(n) for fractional ideals depends es-
sentially on concrete number-theoretical structures of number fields. From
the point of cryptographic view people need a strong evidence or a proof
for the hardness of STV Pyopy(n) (SV Ppory(n)) for ideal lattices in Q[z]/(®n),
n = 2t In this respect Corollary 2.3 shows that when o is exponentially

15



small the Ring-LWE over these cyclotomic integer rings is easy for infinitely
many primes. We give more results about cyclotomic number fields in Sec-
tion 6.

3 Preparation

3.1 Matrix form

For a Ring-LWE problem over the integer ring Z[f], where K = Q[f] is a
monogenic number field, a - s can be expressed as (1,6,...,0" 1) . AT . s,
where a = ag+a10+- - -+an_10"" 1, s = so+s10+---+5,_160""1. Here we al-
so refer a = (ag,a1,...,an-1) € (Z/qZ)",s = (50, 81,.-.,5n-1)" € (Z/qZ)".
A7 is the matrix form of the multiplication of a in K. The entries of the
matrix A are from the coefficients of the polynomial f and a. The com-
putation of A is from the relation f(#) = 0 reducing the term 67, j > n
to a linear combination of lower power terms 1,6,...,6" ', We have the
following result.

Theorem 3.1. The matrix A™ has n distinct eigenvalues ag + a16; +
coe an,19f71 with eigenvector Uy = (1,60,,.. ., (9,?71), where 01, ...,0, are
n roots of f(x). That is, we have

U;- A7 = (ag + a16; + a2} + -+ + ap_10; ) Uy

Proof. We have U;- A" -s=a-s= (ap +a10; +--- + an_10f_1)(so +
$10; + -+ + sn,leffl) =(ap+ a1+ -+ an,lﬁffl)Ut - s for any possible
s, since 6, is a root of the polynomial f. Then

(Ui- A" — (ag + a1 + -+ an_107"HUy) -s =0

for any possible s. Thus Uy - A” — (ag+a10y + - - + an_lﬂf_l)Ut = 0. The
conclusion is proved.

Theorem 3.2. Let q be a positive integer such that w € Z/qZ is
a root of f(x) module q. Set w = (L,w,...,w" ). Then w - AT
(ao + a1w + asw? + - + a, 1w )W mod q.

16



Proof. Since f(w) = 0 mod ¢, then taking the congruence module g,
wl, 7 > n can also be represented as a linear combination of lower pow-
er terms 1,w,...,w" ! by the same relation as f(w) = 0 mod q. We have
w-AT-s = (agt+aiw+- - +an_ 1w (so+s1w+ - +s, 1w 1) mod q. That
is for any s € (Z/qZ)", we have (w-A™—(ag+ajw+- - +ap,_ 1w Hw)-s =0
mod q. Then w - A7 = (ag + ajw + asw? + - - - + ap_1w™ 1w mod q.

We consider the Ring-LWE over the cyclotomic integer ring Z = Z(&,) =
Z[z]/(®,,), where &, is a primitive n-th root of unity. For an elemen-
t a € Z[¢,] with the form a = ag + a1&, + --- + ag_1£97! and a secret
s = 50+ 516, + - + 5416971 € Rk /qRik, where d = ¢(n). a-s can be
expressed as (1,&,,...,6571) . A7 -s. Here A” is the matrix form of the

rSn

multiplication a- in K = Q[z]/(®,,).

Set ap; = aj fOI‘j = 0, cee ,d—l. Set Z(Ji;(l)aljé% = fn-a, ey E?;éad_ljj@% =
d=1.a, where - is the multiplication in K. Then a-s = E;l;(l)sjfg -a =

d—1 d—1
32055 (Xi=0 aji&y)- Hence
d—1/yd—1 !
a-s=Y%,_, (ijosjajl)ﬁn.

The matrix A is (aj;)o<i<d—1,0<j<d—1- That is the j-th row of the matrix A
is the expansion with the base (1,&,,...,£271) of the element &) - a.

For example when n = 2™, d = 2™~ the cyclotomic polynomial ®om (z) =
22”7 + 1. Then 5;{ = —land {la=—aq—j — ag—j4+1§n — -+ — ad,lgﬁl_l +
ap& +- - '—|—ad_j_1£ff_1. Thus the matrix A is a d X d matrix of the following
form.

ap ay az st Ad—1
—Qad-1 Qo al R 07 )

—a9 —aq —ayp e as

_al _a/2 _a3 PR a’O

3.2 Probability theory

For the discretization to Z of Gaussian distribution with the width o, the
probability at x is

e (5)?

T 420 07 p2e 4P { oo 90 4Ly

Do, discrete (I‘)

17



Then after taking module ¢, the probability at x € (-4, 1] is

z+kq

e~ (37 430 (= (557 (5%
1420 424G 426790 .o 4

Pa,discrete,modq (1:) =

Theorem 3.3. Let g = q(n) be a positive integer sequence tending to the
infinity. Suppose that e is a continuous random variable over, R satisfying
the Gaussian distribution of polynomially bounded width o > q2+¢ where € is
an arbitrary small positive real number. Then the discrete random variable
over Z/qZ from e satisfies that when q is sufficiently large,

Pa,discrete,modq(o) < -

1 _ag
q o2

for a fized positive constant cy.

Proof. The probability at x € Z/qZ = (-2, 2] N Z,

x —kq+x
e (5)? + X272 e —(=5)? jatc

1426~ ) 426745 429G 4o

(ktH—fC )2

o

Po,discrete,modq (x) =

Here we denote the denominator by D(0) and the numerator by N(z).

—(=kq—j+2)%+(=kq+u)?

g—1 —(%220)2 oo  —(=katzy2g-1
We have D(0)-2Z5e~ (7" = 52 e (T ) 21 ge o7
_kgtzN2 4 —(kq—j+x)?+(kq+az)? —kq+z\2 J(2kg—2z+j)
20 em(TEIRI e o7 =32 e (7o )Eq e 2+
_rkgqtz\2 _ Jj(2kq—j+2x)
o€ =5 )E?:(l]e o2 .

We set © = 0 in N(z) then

J(2kg+j) g—1 J(2kq—j)

, i L ket
D(0) - 2% ée_(%)2:22116_(7q)2(23:(1)e 2 +X¥l e o7

_ 3(2ka+) g—1 10k
We expand X9 = Oe o2 and X7 j=0€ 2 as follows.
1 _i2kgty) 1 o 1(= J(Qk%+1)) _ (_j(Qk%+j))3
23:06 -2 =q— Zq i( q J)+Z 3 +Z;Z:0 % 4t
q—l( ](2k%+j) ym
im0 r T ‘
_1 i(ka=j) 1 (9 1 (J(%q J)) 1 (J(qu*J) )3
Siges o2 = q+ DI il LT S i e gy

7=0
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1 _i(2kq+]) 1 4(2kg—i) —1a(29—1 -1
Then EQ_OG 2 —{—E] o€ Z = 2(]—%4" . ._|_Z;1,:0(

(J(2kq J))

)
m!

)_|_...

m!

Hence we have D(0) + (¢ — 1 — X le (& %) = gN(0) — % %
_ J(2kq+35) \ym
Do g o () m g PO 3, R 2 (i

(42kg=3) ym kg2
T) X e (ff) ]

Lemma 3.1. 1) Let s be an non-negative integer and q be a fized pos-
itive real number. Then Dy = X2 e” () ks satisfies c( )+t < Dy <

C’SQ(%)SH, where ¢ and C' are two universal positive real constants
2) When % 1s sufficiently large,

s e <oxpe (M2
g

Proof. Let S, s = Emggk«ﬂ?% k* be the sum of k* for k satisfying

(m-1)< (2P <m

Then
N2 Smse ™ <Dy < XX_,S,, e M

On the other hand it is well-known from Faulhaber’s formula (Bernoulli’s

formula)
s+1

< E?]g:lks < ns—i—l

s+1
Then it is clear we have
1 s
7(g)8+1 S Sm7s S m ‘51 (U)5+1
m q q

Then the conclusion 1) follows directly.

k
e~ ()? by considering g < (50)? < L for

We can compute 20<’“—‘1)2<1
m=1,2,..., as follows. Set Sm the number of positive integers satlsfylng
\/W < k < \F’ then
_(kay2 1
Vo<kiyeci© (7 <wp e mits,
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The same method can be used to compute X _ K9y < *(%)2[2(%)2 —1]
forn=1,2,..., as follows.
_(kay2 kg 1 L
En<%)2§1+ne () [2(;)2 -1 >0 (2n -1+ ™+ 1)6 "Tm S

Then the coefficient of % on the left side is smaller then the coefficient of %
on the right side. The conclusion 2) is proved.

Lemma 3.2. For a fixed positive integer m

(2hat1) v (2ha—i) \m . .
- (ka2 a1 (_]( Uc12+1)) (J( aq2 J)) gm+1,, q
R = m! + m! )< (m—1)! om-1

_ §(2ka+5) ym . [~
Proof. It is clear Zzozle_(%)g(xg;é( o ) ) < 2'3m!mQ - 4 :2m+1 :
(%)m+1 from Lemma 3.1. Then the conclusion follows directly.
When m > 3,
J(2kq+j) \m J(2kg—3)\m
so (k)2 g1 (ZT ) (5=) C
DI ABYC (X0 ol + i ) < S e

. . e 3
where C' is a universal positive constant and o = ¢21¢, e > 0.

It is obvious ¢ — 1 — E?;ie_(%)Q < 2?;}(%)2 < 3‘%. Here the inequality
e? > 1+ x is used.

Thus in the above expansion D(0) + (¢ — 1 — X% ie*(%)Q) = ¢N(0) —
— — k 2,2
(e=1a2a=1) 00 o~(F) p 50 [ (PPt PR 3w (8970

304 - ) ot
(_J(quJrﬂ))m (](21‘711*]))'”1 kq)

( ,if! + ";! ))xe*(7 , we have
kg 172 (4k2q? + 42 ka2 kg o 4q
L A R S L
ot o’ 30

Then % Ezo € -2 is the largest term and we estimate its coefficient from
Lemma 3.1 2). Hence we have

D) -’ > N)

for some positive constant ¢;. The conclusion of Theorem 3.3 follows directly.
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3.3 Gautschi’s bound on the co norm of inverses of Vander-
monde matrices

Let
V(... 2n) = (ai5)1<i<no<j<n—1 = (¥])1<i<n,0<j<n—1

be a Vandermonde matrix and V™! be its inverse. Here zi,...,x, are
distinct complex numbers. The following result in [29] Theorem 4.4 is useful
to give bounds on ||Ny||o. We recall that the

Al = e s
, where A = (ayu)i1<v<ni<u<n. It is clear ﬁHAHoo < ||All2 < Vn||A]|co-

Gautschi Theorem. Set p(x) =[], (x — z;). Suppose that xpi1-; =
Z;, where T; is the conjugate of x;, and xni1 = 0 if n is odd. If Re(z;) >0
2
or Re(z;) <0 foralli=1,...,n. Then

|p(_1)| < ”Vle < |p(_1)|
. 1 T, 2 - o0 = . 1 T 2
min,{ [ p/ (2:) ]} min, { L/ (2:)|}
if Re(z;) >0 foralli=1,...,n and
’p(1)| < ||V—1H < ’p(1)|
. —T; 2 — oo = . —x; 2
min, { =2k p/ (i)} min, { L p/(2)}
if Re(xz;) <0 for alli = 1,...,n, where the minimum is taken over all i

with 1 <i < 2.

4 Proofs and Algorithms

4.1 Proof of main results

Proof of Theorem 2.1. Let w be a root of the equation f(x) =0 mod gq.
From Theorem 3.1 we have w - A” = (ap + ajw + agw? + - - + an_lw”_l)w
mod q, where w = (1,w,...,w" !). Then for an unknown secret vector s,
w-AT-s = (aptaiwtasw?+ - Fa, 1w ) (sg+s1w+ A5, 1w L) mod q.
From the sample (A, b) satisfying A”-s+e = b mod ¢, w-A"-s+w-e =w-b
mod q. That is, (ag+aiw+asw?+- - +an,_1w™ ) (sg+s1w+- - 48, 1w 1)+
(eg+e1w + -+ ep 1w ) = bg +byw + - - - + bp_1w" ! mod q. Then the
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equality e +ejw+ -+ ep,_qw" ' = by +biw+ - - -+ by—1w™ " mod ¢ holds
for secret vectors satisfying sg + sjw + - - - + sp,_1w™ "t = 0 mod ¢. Since q is
bounded by a polynomial function of n, then for a non-negligible probability
% of secret vectors, eg + eqw + - -+ + ep_ 1w = by +byw + - - + by_qw" !
mod q.

Since w = ¢ is a root of f(x) =0 mod g, then if (a,b) is a sample from
the Ring-LWE eugqation, eg+e1q+---+e, 14" = bo+b1g+---+bp_1¢"*
mod q, that is, eg = by mod ¢ for a non-negligible probability % of secrets.
We only need to test if by mod ¢ is a uniform distribution on (—%, %] NZ.
From Theorem 3.3 eg as a discrete random variable differing with the unifor-
m distribution with a term %g at zero. Then the Ring-LWE can be solved
by testing the probability of by at zero. This can be achieved by testing

O(n?¢) samples within O(n?¢) time. The conclusion is proved.

Proof of Theorem 2.2. It is clear that K = Q[z]/(fx) and Rk =
Z[z]/(fr). Then f,(0) = 0 mod q and the condition 1) and 2) in Theorem 2.1

1
are satisfied. The conclusion follows from min [Ny, [[|AF < o' < |[Ny, ||20
and Theorem 2.1 directly.

Proof of Corollary 2.1 It follows from Theorem 2.2 directly.

Proof of Corollary 2.2. This statement follows from Corollary 2.1
and Hardness reduction for Ring-LWE 4.

Proof of Corollary 2.3. We consider the polynomial ®g: ) = (z +
h)2t_1 + 1. It is clear h < —2 or h > 2. Then the polynomial ®y: ; satisfies
the condition of the Gautschi Theorem. The conclusion follows from the
estimation about |[Ng,, , [|2 in the Gautschi Theorem.

Proof of Corollary 2.4. As computed in [26, 17], the number field
K, = Q[z]/(f,) is a monogenic field. We have Ak, = Ay, = n"ul~L

1

It is easy to check n roots of f, are w;(;, where ¢;, j = 1,2,...,n, are

n roots of 2 +1 = 0. From Subsection 3.3 of [17], ||Ny,|]2 = ﬁ and

min ||Ny, || = —2=r. The conclusion follows directly from Corollary 2.1.
nuy, "

Proof of Corollary 2.5. This conclusion follows from Corollary 2.2
directly.
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4.2 The algorithm

For given samples (a, b), we test the probability of (b), = bg mod ¢. If it is
not from the Ring-LWE equation a-s+e = b, it is %. If the sample is from
the equation a - s + e = b, then for a probability of % of s, the probability
P((b)y = 0) < % — 24, This can be tested from O(n*) samples within
O(n?°) time.

Here we should notice that the time consuming of the above algorithm
depends on the polynomially bounded width ¢/, because the non-negligible
difference is 3.

5 Values of irreducible polynomials in Z[x]

The possible modulus parameters satisfying the condition 2) in Theorem 2.2
have to be factors of f(h) for some integer h. We recall some results to show
that this condition is not a strong restriction on modulus parameters.

First of all the following result in page 13 of [58] indicates that in cy-
clotomic polynomial case, the probability that a prime modulus parameter
satisfying the condition 2) in Theorem 2.2 is %

Proposition 5.1. Let n be a positive integer and p be an odd prime
satisfying that p is not a factor of n. Then there exists an integer h such
that ®,,(h) =0 mod p if and only if p =1 mod n.

The following Bouniakowsky conjecture made in 1857 [13] also suggests
that there are infinitely many prime modulus parameters satisfying the con-
dition 2 in Theorem 2.2.

Bouniakowsky conjecture. Let f(x) € Z[z] be an irreducible poly-
nomial satisfying ged(f(1), f(2),...,) = 1, then there are infinitely many

integers m such that f(m) is prime.

The following result in [6] suggests that the prime factors of f(m) are
quite large.
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Proposition 5.2. Assume that the abc conjecture is true. Suppose that
f(x) € Z[z] has no repeated roots. Fixe > 0. Then [l ime— factor—p—of—fim)P >
im|dee(N)=1=¢ where the constant implied by > depends on f and e.

6 Ring-LWE and SIV P, for cyclotomic num-
ber fields

We consider the family of cyclotomic number fields Q[&,] = Q[z]/(®,) where
®,(z) = 2P 1+ 2P 24+ ...+ 2 +1, pis an odd prime tending to the infinity.
In this case the degree is n =p—1, ®,(1) = p is a prime number. Consider
f(z) = ®,(1 4 z), then f(0) = 0 mod p. From Theorem 2.2 we have the
following result.

Corollary 6.1. If the width o with respect to the canonical embedding

satisfies

p3/2+e c

p

7 SOS — >
2p.pp71

=
2r—1pp=1

where ¢ is an arbitrary fixed positive integer and € is an arbitrary small pos-
itive real number, for the modulus parameter p, the Ring-LWE over Z[p)]
can be solved within polynomial time O(n?¢) for a non-negligible probability
% of secrets.
Proof. We get an estimation about [[Ny||2 and min ||[Ny|| from the

Gautschi bound in Subsection 3.3. The condition 0 < —F—— should be
2P—14pﬁ

satisfied such that ¢’ is upper bounded by a polynomial of n = p— 1. Hence

the width with respect to the canonical embedding has to be very small

when n = p — 1 tends to the infinity.

For general cyclotomic number fields the following result transform the
hardness of SIV P,y (n) to a problem about number-theoretic properties of
cyclotomic polynomials.

Theorem 6.1. If there is a sequence of cyclotomic polynomials ®,,,,,
where my, tending to the infinity, a sequence of prime numbers ¢, tending
to the infinity and a sequence of integers h,,, satisfying
1) ¢ =1 mod m,, and P, (hy) =0 mod q,;
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2) ¢ < mS, | P, (hy + 1) < m& if hy > 1 or | Py, (hy — 1) < m& if
h, < —1, where c is a fized positive integer;
then SIV Pyoyn)y with some polynomial approzimating factor for fraction
ideals in cyclotomic number fields K, = Q[z]/(P, ) can be solved by a
polynomial time (in my) quantum algorithm.

Proof. It is clear |Ag,, [Y/™ < m, from the formula in subsection 1.3.
From Proposition 2.10 in page 13 of [58], the condition ¢, = 1 mod m,,
implies the existence of non-zero h,, such that ®,, (h,) =0 mod q,. It is
clear that the condition in the Gautschi bound is satisfied since h,, +&,,, has
a non-negative real part of h, > 1 or a non-positive real part if h, < —1.
The conclusion follows from Theorem 2.2 and the estimation of ||Ng
directly. Here ®,,, 5, is the polynomial ®,, (z + hy,).

mn,hnHQ

7 Conclusion

Though the hardness of STV Ppopy(n) 0 SV Py (n) for ideal lattice are wide-
ly conjectured and this folklore conjecture has been served as the base of
the security of lattice-based crypto-systems, there is no conclusive result
about this problem since the active development of lattice-based cryptogra-
phy. From the hardness reduction results proved in [52] the approximating
SIV P, for fractional ideals in any algebraic number field can be reduced
to the average decision Ring-LWE. In this paper we proved that decision
versions of Ring-LWE over integer rings of arbitrary number fields with a
suitable condition on the width can be solved within polynomial time for
infinitely many modulus parameters. Hence we construct some monogenic
number fields such that STV P, for ideal lattices in these number fields
are not hard in quantum computing. This gives an strong evidence that the
hardness of Ring-LWE and related SIV P,y ;) for ideal lattices essential-
ly depends on concrete number-theoretic structures of an algebraic number

field.
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