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Study on Kernel-level Security Audit Techniques of Linux System
Jia Chunfu Xu Wei Zheng Hui

College of Information Technology and Science Nankai University Tianjin 300071
Abstract LKM Loadable Kernel Modules is an important technique used to extend system functions of Linux.LKM has
been used by hackers for computer system intrusion however it can also be used to improve the security of Linux sys-
tem.In this paper The authors first analyze the disadvantages of current Linux audit system then propose a kernel-level

security audit model of Linux system based on LKM technique.
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